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Identity and Access Governance and Privileged Access Consulting 

Description 

We specialise in enterprise identity strategy and transformation to improve cloud security posture, operational efficiency, and user 

experiences. Our expertise covers technical controls and solutions (IAM, IGA, PAM, Secrets), but also the development of scalable 

governance and target operating models to meet business needs and user expectations. 

Features 

• Identity strategy, transformation and roadmap development 

• Maturity assessments for enterprise Identity (IAM, IGA, PAM, 

Zero Trust) 

• Enterprise Identity Governance and Access Management 

(IGA, IAM) 

• Privileged Access Management (PAM) governance and 

solution implementation 

• Zero-Trust identity strategy and operational adoption 

• Identity services Target Operating Model development 

• Authorisation model design and enforcement (RBAC, ABAC, 

PBAC) 

• Management of enterprise identity transformation 

programmes 

• Virtual product owner for identity services 

Benefits 

• Clear business and security benefits of good identity management 

• Risk-prioritised roadmaps to measurably improve cyber resilience  

• Improved user experience through effective onboarding and 

systems access 

• Increase ROI on security tooling investments 

• Enhance operational efficiency in provisioning access and 

applications 

• Scalable governance models covering legacy and modern cloud 

environments 

• Consistent governance and increased confidence in compliance 

reporting 

• Observability and proactive management of identity/access 

security risks 

• Scalable identity management for federated, joint-venture and 

M&A activities 
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Our Approach 

 

This section gives a brief overview of our approach to delivering Identity Services. It can be adapted 

depending on your requirements. We understand that there is no one-size-fits-all approach to technology 

and consulting projects.  

 

This figure illustrates that our services are 

structured around three identity lifecycle 

phases: 

• Prepare - to build a strategic identity 

vision 

• Develop - to design the right operational 

practices and technology platform 

• Deliver - to realise the benefits of secure 

identity practices 

 

Our approach combines flexibility, 

experience, and industry best practices, and 

can be delivered as a fully managed service 

or as one of six modularised service blocks.  
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Discovery 

During Discovery, we aim to understand your current situation, your challenges and desired outcomes. 

This service can be tailored to meet your specific requirements but could typically include development of 

Identity outcomes and security policy to ensure your strategic outcomes and vision are clearly 

understood. It may include an assessment to establish existing levels of Identity maturity, articulating the 

gap to be bridged in delivering your future state.   

Additionally, we can review your Identity landscape and ensure there is a clear understanding of the 

identities that need to be managed and technology areas that fall within your Identity services.  

Some projects require a Scoping Engagement which would fall within the Discovery stage. 

FSP are committed to helping organisations stay safe, which places Identity Management front and centre 

of Cyber Security in world where traditional security perimeters have eroded and where implicit trust is no 

longer secure.  

 

Planning 

Working with knowledge about your Identity landscape and your current Identity maturity we can carry out 

an assessment of Identity risk and where you may be vulnerable to attack and compromise. FSP can also 

provide penetration testing, lateral movement and vulnerability scanning services to quantitively support 

our risk assessment. This will drive prioritisation for your Identity initiatives.  

A natural progression, having established your Identity vision, areas for improvement, your scope and your 

areas of risk is to create a strategic roadmap in order to realise your planned benefits.  

Clear expectations need to be agreed for timescales, budgets, delivery sequencing and prioritisation. 

Planning needs to address the complexity of your organisation, accommodate ongoing transition to cloud 

services, technological change and the pace of change your business is able to accommodate.  
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Product planning will use Discovery knowledge and drive out product and technology decisions. We can 

help with product marketplace assessments, proof of value activities and work with your procurement 

teams to establish a commercial value proposition with chosen vendors.  

 

Strategic Design 

The key objective of Strategic Design is to ensure, once technology decisions have been taken, a plan for 

effective operational practices is developed.  

Defining the Identity Service required, is the starting point in developing a Target Operating Model (TOM) 

that articulates how the service will be operated. The heart of the TOM are the Joiners, Movers and Leavers 

processes, however, the TOM is a multi-layered set of capabilities that drive the Identity and Access 

Management eco-system, designed to ensure that only authorised users have access to an organisation’s 

resources.  

Developing a ‘right-fit’ access model will drive conformance with cyber security principles such as just 

enough access, no standing privilege and zero trust in order to protect your data and IT assets. RBAC, 

ABAC and contextual access decision making are all models that can be considered to ensure access is 

managed securely.  

Perhaps the most impactful outcome of strategic design is user experience. Low friction, high user 

awareness and rapid delivery using high levels of automation are critical to a successful Identity service.  
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Platform Delivery 

We are passionate about helping our clients to avoid the too frequent pitfall of starting their Identity 

Programmes with technology deployment.  

Standing up the Identity service, technologically, must follow the strategic design and not precede it. At FSP 

we are experts in ensuring that our clients’ Identity platforms are built with operational goals in mind.  

We provide a range of services as part of platform delivery, including; delivery governance and 

management, architectural design, platform deployment, set-up and configuration and transition to 

business as usual support.  

 

Identity Delivery and Onboarding 

Careful consideration is now given to bringing an organisation’s identities under the management of the 

Identity platforms and services recently established. Following a waterfall or an agile approach may be 

viable, but the key to success is transitioning to the desired target state, ensuring legacy Identity problems 

are not transitioned into the new environment.  

Where required we can provide specialist business change management that will drive benefits realisation 

and ensure technology investment is maximised.  

We will help to ensure that Identity management will deliver the key benefits of; increased productivity, high 

levels of user satisfaction, identity information sharing across systems and platforms, reduced costs, 

technology innovation and improved security.  
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Identity Operations 

FSP can provide two levels of Identity Operations services.  

Where an organisation choses to manage its Identity services in house, we will provide service oversight 

using an Identity Product Owner approach. This views Identity through a product management lens, 

with a philosophy that recognises that Identity services need to continually evolve to address 

developing business needs, technological change, and a changing threat landscape.  

We will oversee the Identity product lifecycle and future roadmap development, guide decision making, 

assist with change, help resolve service issues, provide vendor management, and help with budgetary 

planning.  

Alternatively, we are able to offer an end to end “Identity as a service” model, where we provide the 

identity service to you and deal with the complexity of service operations out of view and to defined 

service level agreements.  

 

  



+44 (0)118 9357 168 | info@fsp.co | www.fsp.co  

Now Building Here & Now, Thames Valley Park, Reading, Berkshire, RG6 1RB | VAT no. 369763244 | Company No. 07717182  

 

About FSP 

FSP Consulting Services (FSP) is a leading digital transformation and cyber security specialist, delivering consultancy services across 

strategy, change and solution delivery. 

The portfolio of expertise includes delivery of modern workplace, cloud, data and Ai, and cyber security offerings, alongside trusted 

managed services delivery. The work drives change for high-profile clients in both the public and private sectors and is founded on 

the commitment to deliver positive impact for both organisations and their people. 

FSP is proud to have been recognised by Best Companies™ as a 3-star ‘World Class’ workplace (the highest level of accreditation) in 

2022, 2023 and 2024, and to have topped their rankings as No.1 in the UK, No.1 in the Technology sector and No.1 in the South-

East (Regional League Table) throughout 2023. FSP has also been recognised three times as No.1 Best Workplace™ in the UK by 

Great Place to Work®. 

FSP has the following certifications / accreditations: 

• Microsoft Solutions Partner with designations in Digital and App Innovation, Security, Modern Work and Data and AI 

• Microsoft Cloud Security Specialist 

• AWS Partner 

• Cyber Essentials Plus 

• ISO27001 and ISO9001 Certified by UKAS 

• CREST approved for penetration testing 

In November 2020, FSP secured a multi-million-pound minority investment from leading mid-market private equity firm LDC 

(Lloyds Development Capital). In 2023, FSP secured additional investment from private equity investor CBPE in support of the 

business’ continued expansion. LDC reinvested alongside CBPE. 

Below is an overview of the technology services and solutions we provide: 
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  DIGITAL STRATEGY & VISION 

STRATEGY | ENTERPRISE ROADMAPS | ADVISORY 

MODERN WORKPLACE 

CONFIGURATION | LOW-CODE APPS | INFORMATION GOVERNANCE | MIGRATION  

CLOUD 

CONSULTING | SOFTWARE | FINOPS | GREENOPS | INNOVATION | PLATFORMS  

DATA & AI   

DATA STRATEGY | INSIGHT | SOLUTIONS 

CYBER SECURITY & THREAT MANAGEMENT  

CTAAS | ATTACK SIMULATION | INCIDENT RESPONSE | CLOUD SECURITY | LEADERSHIP | CONSULTING 

DIGITAL CHANGE & ADOPTION 

BUSINESS CHANGE | COMMUNICATIONS | ADOPTION | TRAINING  

PRODUCT & PROGRAMME DELIVERY  

DELIVERY MANAGEMENT | BUSINESS ANALYSIS | PRODUCT MANAGEMENT | PMO  

MANAGED SERVICES 

DISCOVER | ENGAGE | TAILOR | DELIVER | REPORT  

 

OUR EXPERTISE 
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Client Feedback 

 

 

Major Defence Contractor 

“I would like to double down on the statement that they deliver, they are rocksteady, they do 

what they say they will do, and they are always a pleasure to work with.” – IT Manager. 

 

 

 

Defence Organisation 

“FSP impressed me from the very beginning in terms of their approach, knowledge, expertise 

and output. They are a very versatile organisation with good subject matter expertise and service 

delivery.” – Head of Programme Management. 

 

“I have nothing short of a perfect experience working with FSP. The workforce has partnered with 

me to deliver exceptional service and products to benefit our firm. FSP deliver a stellar service 

that embeds themselves within the department seamlessly, to the extent that the assumption is 

they are employees of the firm. They go above and beyond expectations and have personally 

assisted me in understanding technology offerings.” – Dominic Rodney, Business Relationship 

Manager. 

 

 

Financial Services 

Organisation 

“FSP continually demonstrate experience and value by providing guidance during the process on 

best practice. The team are always on hand to support the process, and the feedback from the 

portfolio companies is always very positive. They are always consummate professionals and 

deliver on their commitments.” – Chief Technology Officer. 



+44 (0)118 9357 168 | info@fsp.co | www.fsp.co  

Now Building Here & Now, Thames Valley Park, Reading, Berkshire, RG6 1RB | VAT no. 369763244 | Company No. 07717182  

 

 

“FSPs strengths are that feeling of partnership, we worked well collaboratively, and I could feel 

that. They were always approachable.” – Group Digital Workplace Manager. 

 

“We have been delivering a multi-year digital transformation programme across all aspects of our 

organisation, moving to a cloud-native architecture and undertaking a complete application 

transformation. FSP worked with us to define our vision, plan our programme and have been our 

strategic delivery partner providing invaluable expertise and commitment.” – Head of IT & 

Transformation. 
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Additional Services 
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