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The Sentinel XDR 
Service is based on the 
volume of data and 
logs ingested to the 
clients Microsoft 
Sentinel space. The 
LRQA SOC then 
performs 24/7 
Analysis, Monitoring 
and Detection of events, 
logs and alerts. 

Includes rapid deployment and delivery of Microsoft Sentinel, 
24/7 Managed Detection & Response service, Quarterly Security 
& Service Reporting with a dedicated service delivery manager 
and dedicated account manager. Customer will be responsible for 
their Microsoft Azure, Sentinel & Log Analytics workspace costs. 

 

• LRQA will work with you to best size the required 
Sentinel XDR service to meet your exact needs. 

• The Sentinel XDR service will be subject to 
assumptions regarding scale and complexity and/or 
additional options as listed in the accompanying 
service description and in this document. 

• We will regularly invoice in advance on the 
invoice schedule defined in the Service Order. 

• All invoices will be payable within 30 days. 

• VAT is not included in our rates. 
 
A time-limited discount is available to all organisations until 30th 
September 2025, which includes waiving the year one set up cost 
for all tiers above 100GB per day. 
 

Up to 
MPS/EPS 

Or up to 
GB per day 

Annual Cost 
Year One 

Setup 
Cost 

Discounted 
Annual Cost 

50 2.01 GB £14,968 £10,500 £14,594 

100 4.02 GB £28,866 £11,025 £28,136 

200 8.05 GB £28,866 £11,025 £28,155 

300 12.07 GB £37,380 £12,725 £36,386 

450 18.1 GB £50,312 £13,250 £48,923 

600 24.14 GB £60,998 £15,675 £59,235 

750 30.17 GB £66,897 £16,725 £64,857 

1000 40.23 GB £81,102 £19,075 £78,393 

1250 50.3 GB £94,326 £20,125 £90,195 

1500 60.35 GB £105,724 £21,300 £100,702 

2000 80.47 GB £127,639 £22,350 £121,576 

2500 100.58 GB £144,312 £24,250 £134,704 

2675 120.75 GB £150,293 £27,525 £141,681 

2850 140.80 GB £164,325 £30,400 £154,910 

3051 160.93 GB £178,376 £33,300 £168,155 

3825 181.05 GB £190,200 £34,350 £179,302 

4596 201.17 GB £202,023 £35,400 £190,447 
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Service Configuration 
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Sentinel XDR Configurations 
 

Managed Sentinel XDR Included 

CORE SERVICE 
 

1 
Business Intelligence Workshop with Threat modelling and detection 
design included as part of Service Implementation ✓ 

2 Rapid Deployment of Microsoft Sentinel and Implementation of Log Analytics ✓ 

3 
24/7/365 Sophisticated Managed Detection & Response 
delivered by LRQA SOC ✓ 

4 Next-Gen Industry leading Cloud Native SIEM Technology (Sentinel) ✓ 

5 
Continuous review of events, alarms and health Management of all 
incidents and events raised ✓ 

6 LRQA Custom developed and designed detections ✓ 

 

Managed Sentinel XDR Included 

CORE SERVICE 
 

7 
Customisable Data and Log Retention & management in line 
with Business Requirements ✓ 

8 Design & Implementation of Playbooks and SOAR automation ✓ 

9 
Integration & configuration of Threat Intelligence and 3rd party 
security services & tools ✓ 

10 Enhanced Security and service level reporting ✓ 

11 Aligned Service Delivery Manager with regular reviews ✓ 
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Managed Sentinel XDR 

ADDITIONAL COMPONENTS 

 
1 

Threat Hunt-as-a-Service 

• Automated threat hunting and analysis performed by the LRQA SOC ensuring 
proactive defensive stance utilising the power of Sentinel 

 

 
2 

Technical Cyber Account Manager 

• Aligned Sentinel and Defender Security Expert providing enhanced technical 
and service support 

• Assist with the Design and Implementation of new services, scope, automations 

• Dedicated Client Technical Escalation Point 

 

 
3 

CIRT Incident Response Retainer 

• Cyber Response Onboarding 

• 24 x 7 IR Retainer with 4-hour response SLA, Cyber Response Engagement & Major 
Incident Management 

• Annual Tabletop Exercises 

 

 
4 

CIRT Incident Response Professional Services 

• Digital Attack Surface Assessment 

• Ransomware Resilience Assessment 

• Cyber Response Planning and Exercising 

• Incident response Policy Assessment 

• Threat Hunting 

 

Managed Sentinel XDR 

ADDITIONAL COMPONENTS 

 
5 

Managed EDR & EPP 

• Fully Managed Endpoint Protection, Detection and response technologies provided 
by Carbon Black and Crowdstrike with Seamless Integration to Microsoft Sentinel 

 
6 

Managed NDR – Network Detection & Response 

• Real time deep packet analysis, analytics and capture of Network traffic providing 
enhanced and additional protection seamlessly integrated to Microsoft Sentinel platform 

 

 
7 

Managed Vulnerability Scanning 

• Continuous vulnerability scanning of your environments and services utilising 
the powerful tenable cloud solution 

• Proactive Vulnerability alerts and notification 

• Custom dashboard and risk reporting 

 
8 

Managed Network Services 

• Managed NOC services providing 24/7/365 support of network security products 
(such as Firewalls, IPS/IDS, 2 factor, etc) 
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* Cyber Incident Response Service Options. Key: ✓ Optional ✓ Standard 

Important: 

• Bank of Retained hours does not roll over annually. 

• Bank of Retained Hours can be used flexibly for other Incident response 
professional services activities. 

Managed IR Bronze Silver Gold 

CIRT RETAINER 

1 24 x 7 IR Retainer with 4-hour Response SLA ✓ ✓ ✓ 

2 
Bank of Retained DFIR Hours in the Event of a 
Cyber Incident* 

 
30 Hours 

 
60 Hours 

 
90 Hours 

3 
Crisis & Incident Management with Aligned 
Cyber Response Incident Manager ✓ ✓ ✓ 

4 Aligned Cyber Response Engagement Manager ✓ ✓ ✓ 

5 
Annual 2-day IR Simulation 
& Tabletop Exercise ✓ ✓ ✓ 

6 
Incident Response Policy Review & 
Assessment ✓ ✓ ✓ 
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Get in touch 
Visit www.lrqa.com for more information 

 
 
 
 
 

 

UK Head Office 

1 Trinity Park 
Bickenhill Lane 
Birmingham 
B37 7ES 

Americas 

810 Seventh Avenue 
Suite 1110 
New York 
NY 10019 

Asia Pacific 

460 Alexandra Road 
#15-01 
mTower 
Singapore 119963 

Europe 

Fidiou 9 
Athina 
106 78 
Greece 

http://www.lrqa.com/

