miti
MTI ITHC Penetration Testing

Service Description

An NCSC CHECK & CREST accredited Penetration Test to review all aspects of your network,
cloud and data security via manual and automated testing methods using highly experienced
Penetration Testers who are accredited to conduct this level of testing. All reporting is in line with
NCSC CHECK requirements.

1. Features

o External network penetration testing

e Web Application Testing

e Internal network penetration testing

e Operating System Build Reviews (Windows / Linux / Unix)
o Active Directory Domain Compromise

e Vulnerability Scanning (Managed or ad-hoc)

o Wireless infrastructure assessments

e Mobile device and Mobile Application reviews

e Red Team / Phishing Assessments

o Routers, switches and firewall configuration reviews

2. Benefits

o Security assurance by CHECK and CREST certified penetration testing organisation
e Over 20 years of penetration testing experience

e Reduce business risk by understanding the security of your organisation

e Tests overseen and conducted by seasoned CHECK Team Leaders

e All testers hold SC (Security Check) Clearance at a minimum

e Peace of mind from CHECK and CREST codes of conduct

e Full and detailed reporting and remediation plans included as standard

e PSN Remediation Plans included as standard

e All tests include a pre-test call and detailed testing plan

e Retesting included for specific services (CES)
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