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1 Overview

Telstra Purple Security Architecture as a Service is a flexible service intended to address
client requirements in what can be a multi-faceted challenge in the security architecture
space. The service ensures that the appropriate security principles, methods, and models are
embedded at an organisational, service, technology or product level resulting in reduction of
risk and exposure to security threats within your cloud architecture.

Security architecture could mean different things to different people however fundamentally
it represents a subset of enterprise architecture which implies it must align with business
architecture, objectives, and goals. The Telstra Purple service follows the same approach
ensuring that whichever architectural domain (e.g. technology, data, application, etc) is to
be addressed aligns with your business objectives and with relevant industry architectural
frameworks such as TOGAF, SABSA and OSA.

Key areas which Telstra Purple can support you with include but is not limited to:

e Cloud architecture (Azure, AWS, etc)

e Design reviews (i.e. HLDs, LLDs)

e Technology and solution evaluation

e M365 implementation

e Architecture representation on governance/change forums
e Identity and access implementations

e Enduserdevice strategy

e Data designs

e Network architecture and strategy

e Encryption and key management strategy

e Secure Software development (including DevSecOps)
e Etc

Finally, if required, the service can provide you with a security architectural governance
framework or provide guidance for improving an existing framework. This ensures that all
aspects of security architectural activities and initiatives are aligned and managed with
clear roles, responsibility, accountability and traceability for all architectural decisions and
changes.
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2 Accelerate projects with Telstra Purple’s Accomplish More
4D

Telstra Purple’s Accomplish More 4D methodology is a robust, modular approach that helps
clients reduce risk and retain control at all points in the project life cycle. This approach has
been successfullyimplemented across a range of industries and projects over the past 20 years
and we are proud of our ability to accelerate project implementation by 25%.
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Each stage is backed with our 4-tier governance model.

Executive Programme Technical
Governance Governance Governance
Programme status Combined project Architectural
versus plan, major status, progress versus considerations,

risk/issues, plan, escalations, methodology sign-off,
budget/replan budgeting, resource, re- critical application
ratification plan approvals planning
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3 Service Features

e Define security program and architecture strategy

e Define tailored security architecture roadmaps

e Develop security architecture requirements and specifications

e Undertake architecture and technology evaluations and assurance

e Provide security architectural authority and direction for solution designs and
implementation

e Establish a security architectural governance approach

Service Features e 4
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4 Benefits

Allows for the adoption of technology and solutions with a clear understanding of
the security controls to be implemented across your cloud estate.

Enhances the security posture of an organisation, service, technology, or product
through definition of baseline security principles, standards and requirements
Save on costly post implementation remediations by adopting a ‘secure by design’
principle

Fit for purpose solutions and technology stack aligned to business objectives and
goals

Effective architectural decisions championed to an established security architecture
governance approach

Reduction of technical debt as a result of alignment to established frameworks and
best practice architectural principles

Benefits ¢ 5
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5 Why Telstra Purple?

1. End to end partner

v" We have the technical experts, the partnership and the managed services to
be an end to end partner throughout the transformation journey.

2. Capability

v 1500 certified network, security, cloud, mobility and analytics experts
globally.

3. Experience & References

v' We've delivered thousands of projects for a broad range of clients. And
we’re proud that so many of them are delighted to reference our work.

4. Industry Recognition

v' We’ve won an array of industry awards including the BCS UK IT Services
Company of the Year and Employer of the Year.

5. Specialisms
v/ We concentrate on being best of breed in our chosen focus areas
6. Strong, proven, governance and methodology

v' 25+ years’ experience in highly regulated industries underpinned by unique
methodologies.

7. Agility, Flexibility and Accessibility
v' Ultimate responsiveness and engagement right to the top of the company.
8. Outcome Focussed

v" We cut through politics and red tape to roll our sleeves up and get the job
done.

9. People-Centric

v" We believe that our clients are not organisations but people. And our team
are individuals and not numbers. Our people-centric approach ensures we
apply the human touch to everything we do.

10. Commercially attractive

v" Alean operate model and high utilisation provides our clients with highly
competitive commercial frameworks.
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6 Appendix A: Commercials

6.1 Information assurance — Impact Level (IL) at which the G-Cloud Service is
accredited to hold and process information

As Telstra Purple propose to provide specialised support services to the G-Cloud Service, our

services do not require Business Impact Level accreditation.

6.2 Details of the level of backup/restore and disaster recovery that will be
provided

This is not applicable to the services described in his document.

6.3 On-boarding and Off-boarding processes/scope etc.

As a provider of Specialist Cloud Services this is not applicable to our response. We are
however able to support clients in defining on-boarding and off-boarding requirements and
process and to assist with the assurance of suppliers throughout

6.4 Pricing (including unit prices, volume discounts (if any), data extraction etc.)

Please see attached SFIA table.

6.5 Service management details

Where the engagement is of a sufficient scale, a dedicated project manager will be assigned
who will be the client’s primary point of contact during the engagement. The project
manager will be responsible for assigning and allocating resource to ensure the engagement
is delivered in line with the agreed service levels.

6.6 Service constraints (e.g. maintenance windows, level of customisation
permitted, schedule for deprecation of functionality/features etc.)

As a provider of Specialist Cloud Services this is not applicable to our response.

6.7 Service Levels (e.g. performance, availability, support hours, severity
definitions etc.)

Telstra Purple Specialist Cloud Services is flexible and hence service levels are bespoke to the
needs of each client and engagement. We work with the Client to agree service levels,
availability and outcomes at the initiation of an engagement.

Performance of our people is measured through a client feedback process. We encourage our
clients to give us a formal review of our service, highlighting any strengths and weaknesses
and areas for improvement so that we can continue to offer a high quality and competitive
service.

6.8 Financial recompense model for not meeting service levels

As a provider of Specialist Cloud Services this is not applicable to our response.
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6.9 Training

Telstra Purple consultants will work collaboratively with the Client to ensure effective
knowledge sharing during the term of the contract.

6.10 Ordering and invoicing process

Ordering from clients is generally done via the presentation of a Purchase Order following
confirmation of the purchase of a service.

Telstra Purple will invoice at the end of every calendar month, giving a precise breakdown of
the services purchased, including VAT/other expenses. We are able to provide consolidated
invoices if required. Invoices can be issued electronically or via post.

6.11 Termination terms

By consumers (i.e. consumption)

Our standard terms and conditions provide for 30 days’ notice of termination. A copy of our
standard terms and conditions is attached.

By the Supplier (removal of the G-Cloud Service)

30 days’ notice would be provided in the event that Telstra Purple was to withdraw from
providing G-Cloud Services. Any ongoing commitments would be supported and maintained
through to completion

6.12 Data restoration / service migration

As a provider of Specialist Cloud Services this is not applicable to our response.

6.13 Consumer responsibilities

The Client is required to provide Telstra Purple with enough information to enable us to
complete the Call off Contract and prepare a specification which clearly outlines the scope of
work and the required outcomes. The Client is encouraged to meet with us weekly to review
the progress of the work being undertaken. The Client should also inform Telstra Purple
immediately should they have a concern about the work being undertaken so we can take
remedial action.

The Client has responsibility for providing office accommodation and facilities (including
software tools where these relate directly to the service being procured by the Client) without
charge where work is required to be conducted at the Client’s premises.

Itis the Client’s responsibility to provide Telstra Purple with such access, information and staff
cooperation, including any third parties as Telstra Purple may reasonably require for the
proper performance of any Services.

The Client shall advise a Telstra Purple consultant or subcontractor working at a client location
the rules, procedures and information relating to matters such as health and safety and
security that are relevant or necessary for working at that site.

6.14 Technical requirements (service dependencies and detailed technical
interfaces, e.g. client side requirements, bandwidth/latency requirements
etc.)

As a provider of Specialist Cloud Services this is not applicable to our response.
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6.15 Details of any trial service available.

Where appropriate, we will discuss with potential clients their challenges or specific
requirements and we can provide guidance on how a particular issue can be addressed or to
better help the client understand the possible options.

In addition, for more complex client requirements, we are able to undertake a small scoping
study to provide a baseline for any wider project or programme. This also enables us to
demonstrate our expertise and ability to work effectively with the client. If we were to
undertake a scoping study we would discount the cost of the study by 25% against our fee
rates.
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