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1. Introduction

This document provides service definitions for the Amazon Web Services EMEA SARL, UK
Branch (AWS) Service Offerings included in the G-Cloud 13 framework catalogue. We have
broken out service definitions in accordance with Invitation to Tender (ITT) requirements.

1.1. How to use the AWS Service Definition Documents

To make it easier for customers to review AWS service content from the hundreds of individual
AWS listings on the Digital Marketplace, AWS has grouped the descriptions from its listed
services into bundled Service Definition Documents that describe the features of each family of
AWS Cloud services. The AWS service families are:

¢ Cloud Compute Infrastructure Services (Lot 1 & 2)
e VMWare Cloud on AWS (Lot 1)

o Professional Services (Lot 3)

e Support Services (Lot 3)

e Training Services (Lot 3)

¢ AWS Managed Services (Lot 3)

This AWS Cloud Compute Infrastructure Services Service Definition document describes the
key features for each of the different Cloud Compute Services available to Customers on G-
Cloud 13 in Lots 1 & 2.

Notwithstanding that AWS has combined its service descriptions into a consolidated document
for ease of review by Customers, to access the options through a Call-Off Contract the
Customer must reference each individual Digital Marketplace Service ID within the Call-Off
Contract in order to enable that service as an option that can be procured under their G-Cloud
13 Call-Off Contract. AWS recommends that Buyers list all of the Digital Marketplace Service
ID’s for every service described in this document in its Call-Off Contract to enable the option to
switch between Services flexibly during the term. For a list of all AWS Digital Marketplace
Service ID’s, please contact an AWS account representative through aws-cloud@amazon.com.

Please note that we have consolidated common elements of each Service Offering (e.g., on-
boarding and off-boarding) and have provided descriptions for these common elements that
apply equally to each Service Offering. To find out more about AWS on G-Cloud and AWS
Cloud services, visit us at AWS on G-Cloud UK.

The AWS Free Tier enables you to gain free, hands-on experience with AWS products and
services. It is designed to enable you to get hands-on experience with AWS at no charge for 12
months after you sign up. After creating your AWS account, you can use products and services
listed at http://aws.amazon.com/free/ for free within certain usage limits.

Please note that the options or parameters selected by AWS on this framework are those that
most closely align with our existing commercial services. AWS is willing to provide additional
information about our services upon request.
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2. AWS Security Assurance

Moving IT infrastructure to AWS means that both the customer and AWS have important roles
in the operation and management of security in their areas of responsibility. AWS operates,
manages, and controls the components from the host operating system and virtualisation layer
down to the physical security of the facilities in which the services operate. The customer is
responsible for management of the guest operating system (including updates and security
patches to the guest operating system) and associated application software, as well as the
configuration of the AWS provided security group firewall and other security-related features.
The customer will generally connect to the AWS environment through services provided by third
parties (e.g., internet service providers). AWS does not provide these connections, and the
customer should consider the security of such connections and the security responsibilities of
such third parties in relation to their systems. This is really no different from working with a
network service provider who brings connectivity to on-premises data centres.

We are vigilant about the security of our underlying cloud environment and have implemented
sophisticated technical and organisational measures against unauthorised access. Customers
can validate the security controls in place within the AWS environment through AWS
certifications and reports, including the AWS System and Organisation Controls (SOC) 1, 2, and
3 reports, International Organisation for Standardization (ISO) 27001 certification, and Payment
Card Industry Data Security Standard (PCI DSS) compliance reports. These reports and
certifications are produced by independent third-party auditors and attest to the design and
operating effectiveness of AWS security controls. The applicable AWS compliance certifications
and reports can be requested at https://aws.amazon.com/compliance/contact. More information
on AWS compliance certifications, reports, and alignment with best practices and standards can
be found at https://aws.amazon.com/compliance and
https://aws.amazon.com/compliance/programs/.

British Standard 7858:2019

Buyers selecting AWS Services and expressly requiring AWS conformity to BS7858:2019
acknowledge that AWS scopes BS7858:2019 compliance to those AWS employees with
physical access to the ‘data layer’ zones within datacentres and those who are directed by the
Buyer to access Buyer Data such as Technical Account Managers (“TAMS”). A list of TAMs
shall be provided to the Buyer by the Supplier prior to the Start date of the Call-Off Contract and
the Buyer shall only contact the listed TAMs in relation to Buyer Data during the Term of the
Call-Off Contract. Buyers are obliged in accordance with the Call-Off Contract to encrypt Buyer
Data when using AWS Services. Buyer should note that the Supplier does not include Supplier
Staff (as defined in the Call-Off Contract) responsible for operating the AWS Services or those
with logical access to encrypted Buyer Data for the purposes of its BS7858:2019 compliance.

2.1. Information Assurance
The following subsections provide information relating to information assurance.
2.1.1. ISO 27001 Certification

AWS is certified under the 1SO 27001 standard. ISO 27001 is a widely adopted global security
standard that outlines the requirements for information security management systems. It
provides a systematic approach to managing company and customer information that is based
on periodic risk assessments. In order to achieve the certification, a company must show it has
a systematic and ongoing approach to managing information security risks that affect the
confidentiality, integrity, and availability of company and customer information.
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AWS has established a formal programme to maintain the certification. More information
regarding AWS’s ISO 27001 certification can be found at
http://aws.amazon.com/compliance/iso-27001-fags/.

2.1.2. NCSC UK Cloud Security Principles

In 2016, National Cyber Security Centre (NCSC) UK published the Cloud Security Collection
documents for public sector organisations that are considering the use of cloud services for
handling information classified as OFFICIAL. The collection of guidance documents aims to help
public sector organisations make informed decisions about cloud services and choose a cloud
service that balances business benefits and security risks. In order to provide you with more
information regarding NCSC UK’s Cloud Security Principles and to make an informed decision
when performing risk assessments, we have published a whitepaper called Using AWS in the
Context of NCSC UK'’s Cloud Security Principles.

This whitepaper provides insights into implementation and assurance approaches within AWS
based on the published guidance for each of the 14 Cloud Security Principles and provides an
in-depth view into the AWS implementation approach in relation to the Cloud Security
Principles. Based on this information, UK public sector organisations and their information
security functions can conduct informed risk assessments and select the appropriate AWS
Cloud services for their cloud environment.

2.2. GDPR and processing of Personal Data

AWS offers a GDPR-compliant Data Processing Addendum (DPA), enabling customers to
comply with GDPR contractual obligations. More information can be found at the following links:

e AWS GDPR Center: https://aws.amazon.com/de/compliance/gdpr-center/

e AWS EU Data Protection website: https://aws.amazon.com/compliance/eudata-
protection/
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3. Amazon API Gateway

3.1. Service Overview

Amazon AP| Gateway is a fully managed service that makes it easy for developers to create,
publish, maintain, monitor, and secure APIs at any scale. APIs act as the "front door" for
applications to access data, business logic, or functionality from your backend services. Using
API Gateway, you can create RESTful APIs and WebSocket APIs that enable real-time two-way
communication applications. APl Gateway supports containerized and serverless workloads, as
well as web applications.

API Gateway handles all the tasks involved in accepting and processing up to hundreds of
thousands of concurrent API calls, including traffic management, CORS support, authorization
and access control, throttling, monitoring, and API version management. APl Gateway has no
minimum fees or start-up costs. You pay for the API calls you receive and the amount of data
transferred out and, with the API Gateway tiered pricing model, you can reduce your cost as
your API usage scales.

3.1.1. Features

e Support for RESTful APIs and WebSocket APIs: With APl Gateway, you can create
RESTful APIs using either HTTP APIs or REST APIs. HTTP APIs are the best way to
build APIs that do not require APl management features. HTTP APIs are optimized for
serverless workloads and HTTP backends—they offer up to 71% cost savings and 60%
latency reduction compared to REST APIs from APl Gateway.

e Private integrations with AWS ELB & AWS Cloud Map: With API Gateway, you can
route requests to private resources in your VPC. Using HTTP APIs, you can build APIs
for services behind private ALBs, private NLBs, and IP-based services registered in
AWS Cloud Map, such as ECS tasks.

e Easy API Creation and Deployment: With APl Gateway, you can quickly and easily
create a custom API to your code running in AWS Lambda and then call the Lambda
code from your API.

e API Operations Monitoring: After an API is deployed and in use, API Gateway
provides you with a dashboard to visually monitor calls to the services. The API Gateway
console is integrated with Amazon CloudWatch, so you get backend performance
metrics such as API calls, latency, and error rates.

o AWS Authorization: To authorize and verify API requests to AWS services, API
Gateway can help you leverage signature version 4 for REST APIs and WebSocket
APIs.

e API Keys for Third-Party Developers: If you're using REST APIs, API Gateway helps
you manage the ecosystem of third-party developers accessing your APIs.

e SDK Generation: If you're using REST APIs, API Gateway can generate client SDKs for
a number of platforms which you can use to quickly test new APIs from your applications
and distribute SDKSs to third-party developers.

e API Lifecycle Management: If you're using REST APIs, APl Gateway lets you run
multiple versions of the same API simultaneously so that applications can continue to
call previous API versions even after the latest versions are published.
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3.1.2. Benefits

o Efficient API development: Run multiple versions of the same API simultaneously with
API Gateway, allowing you to quickly iterate, test, and release new versions. You pay for
calls made to your APIs and data transfer out and there are no minimum fees or upfront
commitments.

e Performance at any scale: Provide end users with the lowest possible latency for API
requests and responses by taking advantage of our global network of edge locations
using Amazon CloudFront. Throttle traffic and authorize API calls to ensure that backend
operations withstand traffic spikes and backend systems are not unnecessarily called.

e Cost savings at scale: APl Gateway provides a tiered pricing model for API requests.
With an API Requests price as low as $0.90 per million requests at the highest tier, you
can decrease your costs as your APl usage increases per region across your AWS
accounts.

e Easy monitoring: Monitor performance metrics and information on API calls, data
latency, and error rates from the API Gateway dashboard, which allows you to visually
monitor calls to your services using Amazon CloudWatch.

o Flexible security controls: Authorize access to your APIs with AWS Identity and
Access Management (IAM) and Amazon Cognito. If you use OAuth tokens, API
Gateway offers native OIDC and OAuth2 support. To support custom authorization
requirements, you can execute a Lambda authorizer from AWS Lambda.

e RESTful APl options: Create RESTful APIs using HTTP APIs or REST APIs. HTTP
APIls are the best way to build APIs for a majority of use cases—they're up to 71%
cheaper than REST APIs. If your use case requires API proxy functionality and
management features in a single solution, you can use REST APIs.

3.2. Backup/Restore and Disaster Recovery

This service allows for backup and recovery. The service can back up swagger exports. Users
control this via a manual or scheduled API call. Users schedule and recover backups through a
web interface.

3.3. Pricing Overview

Please see the AWS UK G Cloud 13 Pricing Document accompanying this service in the Digital
Marketplace.

3.4. Service Constraints
Information on service features and constraints is available online here:

e Service documentation: https://docs.aws.amazon.com/apigateway/

e Service quotas:
https://docs.aws.amazon.com/apigateway/latest/developerquide/limits.html

e Service FAQs: https://aws.amazon.com/api-gateway/fags/

3.5. Technical Requirements

Please refer to https://docs.aws.amazon.com/apigateway/ and the following links for
comprehensive technical documentation regarding this service.
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e Developer Guide: Provides a conceptual overview of Amazon API Gateway and
includes detailed instructions for using the service.

e V1 API Reference: Describes the APl Gateway Version 1 API operations for creating
and deploying REST APIs.

o V2 APl Reference: Describes the APl Gateway Version 2 API operations for creating
and deploying APIs.

4. Amazon AppFlow
4.1. Service Overview

Amazon AppFlow is a fully managed integration service that enables you to securely transfer
data between Software-as-a-Service (SaaS) applications like Salesforce, SAP, Zendesk, Slack,
and ServiceNow, and AWS services like Amazon S3 and Amazon Redshift, in just a few clicks.
With AppFlow, you can run data flows at enterprise scale at the frequency you choose - on a
schedule, in response to a business event, or on demand. You can configure data
transformation capabilities like filtering and validation to generate rich, ready-to-use data as part
of the flow itself, without additional steps. AppFlow automatically encrypts data in motion, and
allows users to restrict data from flowing over the public Internet for SaaS applications that are
integrated with AWS PrivateLink, reducing exposure to security threats.

4.1.1. Features

o Point and click user interface: You can use AppFlow to set up data flows in minutes -
no coding required. A point and click user interface enables you to select your data
sources and destinations, configure optional transformations and validations, and run
your flow without creating dependencies on technical teams.

o Flexible data flow triggers: AppFlow enables you to run data flows on demand to do
bulk transfers or tests, set up a routine schedule to keep data in sync, or run flows in
response to business events like the creation of a sales opportunity, the status change
of a support ticket, or the completion of a registration form.

e Native SaaS integrations: AppFlow include native integration with the Software-as-a-
Service (SaaS) applications used daily for business operations, including Salesforce,
Marketo, Slack and more - and more integrations are planned. With AppFlow, you can
easily transfer data from any supported SaaS application in just a few clicks.

e Easyto use field mapping: You use the AppFlow interface to map source and
destination fields together all at once through bulk mapping, or map each field one at a
time. For data flows with a large number of fields, you can also upload a csv file to map
many fields quickly.

e Pay as you go: Amazon AppFlow offers significant cost-savings advantage compared
to building connectors in-house or using other application integration services. There are
no upfront charges or licensing fees to use AppFlow, and customers only pay for the
number of flows they run and the volume of data processed.

o High scale data transfer: Amazon AppFlow can run up to 100 GB of data per flow,
which enables you to easily transfer millions of Salesforce records, Marketo leads or
Zendesk tickets - all while running a single flow.

e Enterprise grade data transformations: AppFlow enables you to perform data
transformations like mapping, merging, masking, filtering, and validation as part of the
flow itself, so there’s no need for additional steps. For example, you can validate that
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4.1.2.

data is in the right numeric format, merge first and last names, or mask credit card
details.

Data privacy defaults through PrivateLink: AWS PrivateLink simplifies the security of
data shared with cloud-based applications by eliminating the exposure of data to the
public Internet. For SaaS applications that have PrivateLink enabled, AppFlow
automatically creates and configures private endpoints so your data remains private by
default.

Custom encryption keys: All data flowing through AppFlow is encrypted at rest and in
transit, and you can encrypt data with AWS keys, or bring your own custom keys.

Benefits

Integrate with a few clicks: Anyone can use AppFlow to integrate applications in a few
minutes — no more waiting days or weeks to code custom connectors. Features like data
pagination, error logging, and network connection retries are included by default so
there’s no coding or management. With Appflow, data flow quality is built in, and you can
enrich the flow of data through mapping, merging, masking, filtering, and validation as
part of the flow itself.

Transfer data at massive scale: AppFlow easily scales up without the need to plan or
provision resources, so you can move large volumes of data without breaking it down
into multiple batches. AppFlow can run up to 100 GB per flow, which enables you to
easily transfer millions of Salesforce records or Zendesk events or Marketo responses or
other data - all while running a single flow.

Automate data security: All data flowing through AppFlow is encrypted at rest and in
transit, and you can encrypt data with AWS keys, or bring your own custom keys. With
AppFlow, you can use your existing Identity and Access Management (IAM) policies to
enforce fine-grained permissions, rather than creating new policies. For SaaS
integrations with AWS PrivateLink enabled, data is secured from the public internet by
default.

4.2. Backup/Restore and Disaster Recovery

This requirement is not applicable for this service. For additional information beyond what is
described herein, please refer to hitp://aws.amazon.com/documentation/.

4.3. Pricing Overview

“Please see the AWS UK G Cloud 13 Pricing Document accompanying this service in the Digital
Marketplace.”

4.4. Service Constraints

Information on service features and constraints is available online here:
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Service FAQs: https://aws.amazon.com/appflow/fags/
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4.5. Technical Requirements

Please refer to https://docs.aws.amazon.com/appflow/index.html and the following links for
comprehensive technical documentation regarding this service.

User Guide: Describes key concepts of Amazon AppFlow and provides instructions for
using the features of Amazon AppFlow.

AP| Reference Guide: Describes all the API operations for Amazon AppFlow in detail.
Also provides sample requests, responses, and errors for the supported web service
protocols.

AWS CloudFormation User Guide for Amazon AppFlow: Documents the reference
information for all Amazon AppFlow resource and property types that are supported by
AWS CloudFormation.

Amazon AppFlow SDK for Java APl Reference: Describes all the API operations for
the AWS SDK for JavaScript in detail. Also provides sample requests, responses, and
errors for the supported web service protocols.

Amazon AppFlow SDK for Python (Boto3): Describes all of the classes included in
the Amazon AppFlow SDK for Python.

AWS CLI| Reference for Amazon AppFlow: Documents the Amazon AppFlow
commands available in the AWS Command Line Interface (AWS CLI).

Amazon AppFlow Custom Connector SDK (Python): Use the Python Custom
Connector SDK to build custom source and destination connectors for Amazon
AppFlow. With custom connectors, you can transfer data between private APIs, on-
premise systems, other cloud services, and AWS.

Amazon AppFlow Custom Connector SDK (Java): Use the Java Custom Connector
SDK to build custom source and destination connectors for Amazon AppFlow. With
custom connectors, you can transfer data between private APIs, on-premise systems,
other cloud services, and AWS.

5. Amazon AppStream 2.0
5.1. Service Overview

Amazon AppStream 2.0 lets you move your desktop applications to AWS, without rewriting
them. It's easy to install your applications on AppStream 2.0, set launch configurations, and
make your applications available to users. AppStream 2.0 offers a wide selection of virtual
machine options so that you can select the instance type that best matches your application
requirements, and set the auto-scale parameters so that you can easily meet the needs of your
end users. AppStream 2.0 allows you to launch applications in your own network, which means
your applications can interact with your existing AWS resources.

5.1.1. Features

Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this document

Simple application management: Amazon AppStream 2.0 enables you to quickly and
easily install, test, and update your applications using the image builder. Any application
that runs on Microsoft Windows Server 2012 R2, Windows Server 2016, Windows
Server 2019, or Amazon Linux 2 is supported and you don’t need to make any
modifications.
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¢ Multiple virtual machine types: Amazon AppStream 2.0 runs your applications on
virtual machines (VMs) called streaming instances, which provide the GPU, CPU,
memory, storage, and networking capacity you need.

e GPU optimized virtual machines: Amazon AppStream 2.0 offers Graphics Design,
Graphics Pro and Graphics G4 instance families.

e Amazon VPC support: With Amazon AppStream 2.0, your desktop applications can be
launched inside an Amazon Virtual Private Cloud (VPC). You can use VPC security
groups to provide granular access control to streaming instances, and to manage users'
access to the resources in your VPC, such as your databases, file shares, license
servers, and application servers.

e |dentity federation: Amazon AppStream 2.0 supports federated sign-in using SAML
2.0. Users can sign in to AppStream 2.0 using their existing credentials, and start
streaming applications.

e Microsoft Active Directory domain support: Your Amazon AppStream 2.0 Always-On
and On-Demand fleet streaming instances and image builders can connect to your
Microsoft Active Directory (AD) domain.

e Smart card support: Your users can use their Personal Identity Verification (PIV) and
Common Access Card (CAC) smart card, and other types of smart cards, to sign into a
Windows OS based AppStream 2.0 streaming instance that is joined to a Microsoft
Active Directory domain.

e Monitoring: Amazon AppStream 2.0 allows you to monitor the utilization of your
AppStream 2.0 fleet resources using Amazon CloudWatch metrics. With Elastic fleets,
you can track the number of instances that are being used over time. With Always-On
and On-Demand fleets, you can see the size of your fleet, the number of instances you
have running, and the available capacity for new connections.

o Elastic fleets: Elastic fleets are a serverless fleet type that allows you to deliver your
applications to end users without needing to predict concurrency, create or manage auto
scaling policies, or create any images. Your applications are stored within virtual hard
disks that are downloaded to streaming instances on user request simplifying how you
deliver streaming applications to users.

o Fleet auto scaling: With Always-On and On-Demand fleets, you can use auto scaling
policies to adjust the number of instances that are running to reduce your streaming
costs. With Elastic fleets, AppStream 2.0 manages the size of the fleet for you without
needing to use autoscaling policies.

e Programmatic control: Amazon AppStream 2.0 includes APIs that you can use to
easily integrate and extend the service. The APIs enable you to create, update, and
delete AppStream 2.0 resources, and provide detailed information about resource
states. You can create URLSs for administrators to connect to their image builders to
install applications, and create URLSs for users to access their AppStream 2.0
applications.

e Browser and client access: Amazon AppStream 2.0 allows you to access your desktop
applications from HTML5-capable browsers such as Google Chrome, Mozilla Firefox,
Microsoft Internet Explorer, and Microsoft Edge. No plug-ins are needed.
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o Persistent storage: Amazon AppStream 2.0 offers multiple options for persistent file
storage to allow users to store and retrieve files between their application streaming
sessions. You can use a home folder backed by Amazon S3, Google Drive for G Suite,
or Microsoft OneDrive for Business.

e Simple user interface: Amazon AppStream 2.0 offers an intuitive user interface,
making it easy to control your experience.

e NICE DCV protocol: Amazon AppStream 2.0 uses NICE DCV technology to provide
secure, high-performance access to your applications.

e HTTPS access: With Amazon AppStream 2.0, your application streams and user input
flows through a secure streaming gateway on AWS over HTTPS. Streaming instances
are not directly accessible from the internet, and users can only access their applications
through the streaming gateway after being authenticated.

o Globally available: Amazon AppStream 2.0 is available in multiple AWS regions
globally. You can host your AppStream 2.0 resources in multiple AWS regions, and
direct users to the closest AWS region for the best end-user experience.

5.1.2. Benefits

o Empower your remote workforce: React quickly to changing conditions with access to
applications and desktops from anywhere.

e Strengthen security: Store data on AWS instead of vulnerable endpoint devices.

e Optimize costs: Benefit from on-demand cloud scalability with a range of compute,
memory, and storage options.

e Reduce downtime: Fully managed application delivery and reliable AWS infrastructure
offering 99.9% uptime.

5.2. Backup/Restore and Disaster Recovery

This service allows for backup and recovery. The service can back up files. Users control this
Via the "home folder", which is Appstream 2.0's native persistent storage option. More
information is available at
https://docs.aws.amazon.com/appstream2/latest/developerquide/home-folders.html. Users
schedule and recover backups through a web interface.

5.3. Pricing Overview

Please see the AWS UK G Cloud 13 Pricing Document accompanying this service in the Digital
Marketplace.

5.4. Service Constraints
Information on service features and constraints is available online here:

e Service documentation: https://docs.aws.amazon.com/appstream?2/

e Service quotas:
https://docs.aws.amazon.com/appstream?2/latest/developerguide/limits.html

e Service FAQs: https://aws.amazon.com/appstream?2/fags/
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5.5. Technical Requirements

Please refer to https://docs.aws.amazon.com/appstream2/ and the following links for
comprehensive technical documentation regarding this service.

o Administration Guide: Provides a conceptual overview of Amazon AppStream 2.0 and
includes detailed instructions for using the features available in this service.

o API Reference: Describes all the API operations for Amazon AppStream 2.0 in detail.
Also provides sample requests, responses, and errors for the supported web services
protocols.

6. Amazon Athena
6.1. Service Overview

Amazon Athena is an interactive query service that makes it easy to analyse data in Amazon S3
using standard SQL. Athena is serverless, so there is no infrastructure to manage, and you pay
only for the queries that you run.

Athena is easy to use. Simply point to your data in Amazon S3, define the schema, and start
guerying using standard SQL. Most results are delivered within seconds. With Athena, there’s
no need for complex ETL jobs to prepare your data for analysis. This makes it easy for anyone
with SQL skills to quickly analyse large-scale datasets.

Athena is out-of-the-box integrated with AWS Glue Data Catalog, allowing you to create a
unified metadata repository across various services, crawl data sources to discover schemas
and populate your Catalog with new and modified table and partition definitions, and maintain
schema versioning.

6.1.1. Features

e Serverless. Zero infrastructure. Zero administration: Amazon Athena is serverless,
so there is no infrastructure to manage. You don’t need to worry about configuration,
software updates, failures or scaling your infrastructure as your datasets and number of
users grow. Athena automatically takes care of all of this for you, so you can focus on
the data, not the infrastructure.

e Easy to get started: To get started, log into the Athena console, define your schema
using the console wizard or by entering DDL statements, and immediately start querying
using the built-in query editor. You can also use AWS Glue to automatically crawl data
sources to discover data and populate your Data Catalog with new and modified table
and partition definitions.

e [Easyto query, just use standard SQL: Amazon Athena uses Presto, an open source,
distributed SQL query engine optimized for low latency, ad hoc analysis of data. This
means you can run queries against large datasets in Amazon S3 using ANSI SQL, with
full support for large joins, window functions, and arrays.

e Pay per query: With Amazon Athena, you pay only for the queries that you run. You are
charged based on the amount of data scanned by each query. You can get significant
cost savings and performance gains by compressing, partitioning, or converting your
data to a columnar format, because each of those operations reduces the amount of
data that Athena needs to scan to execute a query.
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Fast performance: With Amazon Athena, you don’t have to worry about managing or
tuning clusters to get fast performance. Athena is optimized for fast performance with
Amazon S3. Athena automatically executes queries in parallel, so that you get query
results in seconds, even on large datasets.

Highly available & durable: Amazon Athena is highly available and executes queries
using compute resources across multiple facilities, automatically routing queries
appropriately if a particular facility is unreachable. Athena uses Amazon S3 as its
underlying data store, making your data highly available and durable.

Secure: Amazon Athena allows you to control access to your data by using AWS
Identity and Access Management (IAM) policies, access control lists (ACLs), and
Amazon S3 bucket policies. With IAM policies, you can grant IAM users fine-grained
control to your S3 buckets.

Integrated: Amazon Athena integrates out-of-the-box with AWS Glue. With Glue Data
Catalog, you will be able to create a unified metadata repository across various services,
crawl data sources to discover data and populate your Data Catalog with new and
modified table and partition definitions, and maintain schema versioning. You can also
use Glue’s fully-managed ETL capabilities to transform data or convert it into columnar
formats to optimize query performance and reduce costs. Learn more about AWS Glue.

Federated query: Athena enables you to run SQL queries across data stored in
relational, non-relational, object, and custom data sources. You can use familiar SQL
constructs to JOIN data across multiple data sources for quick analysis, and store
results in Amazon S3 for subsequent use.

Machine learning: You can invoke your SageMaker Machine Learning models in an
Athena SQL query to run inference. The ability to use ML models in SQL queries makes
complex tasks such anomaly detection, customer cohort analysis and sales predictions
as simple as writing a SQL query. Athena makes it easy for anyone with SQL experience
to run ML models deployed on Amazon SageMaker.

Benefits

Start querying instantly: Athena is serverless. You can quickly query your data without
having to setup and manage any servers or data warehouses. Just point to your data in
Amazon S3, define the schema, and start querying using the built-in query editor.
Amazon Athena allows you to tap into all your data in S3 without the need to set up
complex processes to extract, transform, and load the data (ETL).

Pay per query: With Amazon Athena, you pay only for the queries that you run. You are
charged $5 per terabyte scanned by your queries. You can save from 30% to 90% on
your per-query costs and get better performance by compressing, partitioning, and
converting your data into columnar formats. Athena queries data directly in Amazon S3.
There are no additional storage charges beyond S3.

Open, powerful, standard: Amazon Athena uses Presto with ANSI SQL support and
works with a variety of standard data formats, including CSV, JSON, ORC, Avro, and
Parquet. Athena is ideal for quick, ad-hoc querying but it can also handle complex
analysis, including large joins, window functions, and arrays. Amazon Athena is highly
available; and executes queries using compute resources across multiple facilities and
multiple devices in each facility. Amazon Athena uses Amazon S3 as its underlying data
store, making your data highly available and durable.
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e Interactive performance even for large datasets: With Amazon Athena, you don't
have to worry about having enough compute resources to get fast, interactive query
performance. Amazon Athena automatically executes queries in parallel, so most results
come back within seconds.

6.2. Backup/Restore and Disaster Recovery

This requirement is not applicable for this service. For additional information beyond what is
described herein, please refer to http://aws.amazon.com/documentation/.

6.3. Pricing Overview

Please see the AWS UK G Cloud 13 Pricing Document accompanying this service in the Digital
Marketplace.

6.4. Service Constraints
Information on service features and constraints is available online here:

e Service documentation: https://docs.aws.amazon.com/athena/

e Service quotas: https://docs.aws.amazon.com/athena/latest/ug/service-limits.html

e Service FAQs: https://aws.amazon.com/athena/fags/

6.5. Technical Requirements

Please refer to https://docs.aws.amazon.com/athena/ and the following links for comprehensive
technical documentation regarding this service.

e User Guide: Learn how to use Athena to query data stored in Amazon S3.

o API Reference: Describes the Athena API operations in detail.

7. Amazon Augmented Al (A2I)
7.1. Service Overview

Some machine learning applications need human oversight to ensure accuracy with sensitive
data, to help provide continuous improvements and, retrain models with updated predictions.
However, in these situations, you’re often forced to choose between a machine learning only or
human only system. Companies are looking for the best of both worlds -- integrating machine
learning systems into your workflow while keeping a human eye on the results to guarantee a
needed precision.

Amazon Augmented Al is a machine learning service which makes it easy to build the workflows
required for human review. Amazon A2l brings human review to all developers, removing the
undifferentiated heavy lifting associated with building human review systems or managing large
numbers of human reviewers whether it runs on AWS or not.

Please note that procurement of services via AWS Marketplace or Mechanical Turk is not
possible via this framework.

7.1.1. Features

e Easy integration: Amazon Augmented Al (Amazon A2l) is integrated with Amazon
Textract for document processing and Amazon Rekognition for content moderation, so
you can implement human review workflows for these use cases with just a few clicks in
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the Amazon A2l console or a few API parameters. The Amazon A2l API also allows you
to integrate your workflows into custom models that you’ve built with Amazon
SageMaker or other machine learning tools.

Flexibility to work with reviewers inside and outside of your organization: Amazon
A2l supports multiple choices for human reviewers. You can use your private team of
reviewers for in-house review jobs, especially when handling sensitive data that needs to
stay within your organization.

Easy instructions for reviewers: With Amazon A2l, you provide instructional guidance

to human reviewers to help ensure consistency. These detailed instructions are available
to reviewers within their review interface. You can update these instructions at any time,

which makes it easy to add more detail to tasks where reviewers often commit mistakes

or to adjust instructions based on evolving needs.

Workflows to simplify the human review process: Amazon A2l provides built-in
workflows that route predictions to reviewers and take the reviewers step by step
through their tasks. The conditions under which workflows route predictions to reviewers
can be either a confidence threshold or a random sampling percentage. You can also
build custom workflows by providing an AWS Lambda function that you write to tell
Amazon A2l when to trigger human reviews, and a web interface that you create using
one of the over 60 available HTML templates or from scratch.

Content moderation: The reviewer interface for content moderation allows you to
specify clear instructions to help reviewers complete their tasks.

Form extraction: The reviewer interface for form extraction enables you to extract key-
value pairs from document images or online forms. The interface allows you to specify
clear instructions to help reviewers complete their tasks.

Improve results with multiple reviews: You can use multiple workers in reviews to
increase the confidence level of the results. When defining an Amazon A2l workflow,
you can specify the number of workers per review, and Amazon A2l routes each review
to that many reviewers.

Benefits

Easily implement human review of ML predictions: Amazon A2l gives you the
flexibility to incorporate human review into ML applications based on your specific
requirements. Low-confidence predictions are sent to humans to review and take action.
If needed, you can also require multiple reviewers to review a prediction to achieve
consensus. Additionally, to audit models, you can randomly sample predictions for
human review so that you can regularly evaluate if the model is still performing well.
Amazon A2l helps people and machines do what they do best.

Integrate human oversight with any application: Amazon A2l provides you an easy
way to integrate human oversight into your machine learning workflows, with no machine
learning experience required. No need to go with an all human review system vs.
machine learning only, Amazon A2l brings together machine learning and humans to
provide you with automation while keeping a human eye on the results to provide
needed precision. Amazon A2l makes it easy to integrate human judgement and Al into
any ML application, regardless of whether it's run on AWS or on another platform.

Get to market quicker: Deciding between machine learning vs. humans doing manual
processes can be the decision to get to market today vs. months from now. Integrating
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Amazon A2l into your workflow not only aids in getting to market with your machine
learning quicker but you can also update and retrain your models over time. As your
business needs change, so can your workflows and Amazon A2l can help provide you
continuously improve your models at whatever stage you are in your machine learning
journey.

7.2. Backup/Restore and Disaster Recovery

This requirement is not applicable for this service. For additional information beyond what is
described herein, please refer to http://aws.amazon.com/documentation/.

7.3. Pricing Overview

Please see the AWS UK G Cloud 13 Pricing Document accompanying this service in the Digital
Marketplace.

7.4. Service Constraints
Information on service features and constraints is available online here:

e Service documentation: https://docs.aws.amazon.com/sagemaker/latest/dg/a2i-
getting-started.html

e Service quotas: https://docs.aws.amazon.com/general/latest/gr/a2i.html

e Service FAQs: https://aws.amazon.com/augmented-ai/faqs/

7.5. Technical Requirements

Please refer to https://docs.aws.amazon.com/sagemaker/latest/dg/a2i-getting-started.html for
comprehensive technical documentation regarding this service.

8. Amazon Aurora
8.1. Service Overview

Amazon Aurora is a MySQL and PostgreSQL-compatible relational database built for the cloud
that combines the performance and availability of traditional enterprise databases with the
simplicity and cost-effectiveness of open source databases.

Amazon Aurora is up to five times faster than standard MySQL databases and three times
faster than standard PostgreSQL databases. It provides the security, availability, and reliability
of commercial databases at 1/10th the cost. Amazon Aurora is fully managed by Amazon
Relational Database Service (RDS), which automates time-consuming administration tasks like
hardware provisioning, database setup, patching, and backups.

Amazon Aurora features a distributed, fault-tolerant, self-healing storage system that auto-
scales up to 128TB per database instance. It delivers high performance and availability with up
to 15 low-latency read replicas, point-in-time recovery, continuous backup to Amazon S3, and
replication across three Availability Zones.

Visit the Amazon RDS Management Console to create your first Aurora database instance and
start migrating your MySQL and PostgreSQL databases.

8.1.1. Features

o High Performance and Scalability: Get 5X the throughput of standard MySQL and 3X
the throughput of standard PostgreSQL. This performance is on par with commercial
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databases, at 1/10th the cost. You can easily scale your database deployment up and
down from smaller to larger instance types as your needs change, or let Aurora
Serverless handle scaling automatically for you. To scale read capacity and
performance, you can add up to 15 low latency read replicas across three Availability
Zones. Amazon Aurora automatically grows storage as needed, up to 128TB per
database instance.

¢ High Availability and Durability: Amazon Aurora is designed to offer 99.99%
availability, replicating 6 copies of your data across 3 Availability Zones and backing up
your data continuously to Amazon S3. It transparently recovers from physical storage
failures; instance failover typically takes less than 30 seconds. You can also backtrack
within seconds to a previous point in time to recover from user errors. With Global
Database, a single Aurora database can span multiple AWS Regions to enable fast local
reads and quick disaster recovery.

e Highly Secure: Amazon Aurora provides multiple levels of security for your database.
These include network isolation using Amazon VPC, encryption at rest using keys you
create and control through AWS Key Management Service (KMS) and encryption of data
in transit using SSL. On an encrypted Amazon Aurora instance, data in the underlying
storage is encrypted, as are the automated backups, snapshots, and replicas in the
same cluster.

8.1.2. Benefits

o MySQL and PostgreSQL Compatible: The Amazon Aurora database engine is fully
compatible with existing MySQL and PostgreSQL open source databases, and adds
support for new releases regularly. This means you can easily migrate MySQL or
PostgreSQL databases to Aurora using standard MySQL or PostgreSQL import/export
tools or snapshots. It also means the code, applications, drivers, and tools you already
use with your existing databases can be used with Amazon Aurora with little or no
change.

e Fully Managed: Amazon Aurora is fully managed by Amazon Relational Database
Service (RDS). You no longer need to worry about database management tasks such as
hardware provisioning, software patching, setup, configuration, or backups. Aurora
automatically and continuously monitors and backs up your database to Amazon S3,
enabling granular point-in-time recovery. You can monitor database performance using
Amazon CloudWatch, Enhanced Monitoring, or Performance Insights, an easy-to-use
tool that helps you quickly detect performance problems.

e Migration Support: MySQL and PostgreSQL compatibility make Amazon Aurora a
compelling target for database migrations to the cloud. If you're migrating from MySQL
or PostgreSQL, see our migration documentation for a list of tools and options. To
migrate from commercial database engines, you can use the AWS Database Migration
Service for a secure migration with minimal downtime.

8.2. Backup/Restore and Disaster Recovery

This service allows for backup and recovery. The service can back up block volumes. Users
control this via a manual or scheduled API call. Users schedule and recover backups through a
web interface.

8.3. Pricing Overview

Please see the AWS UK G Cloud 13 Pricing Document accompanying this service in the Digital
Marketplace.
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8.4. Service Constraints
Information on service features and constraints is available online here:

e Service documentation: https://docs.aws.amazon.com/rds/index.html

e Service quotas:
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/CHAP Limits.html

e Service FAQs: https://aws.amazon.com/rds/aurora/fags/

8.5. Technical Requirements

Please refer to https://docs.aws.amazon.com/rds/index.html and the following link for
comprehensive technical documentation regarding this service.

o Amazon Aurora User Guide: Describes all Amazon Aurora concepts and provides
instructions on using the various features with both the console and the command line
interface.

9. Amazon Braket
9.1. Service Overview

Amazon Braket is a fully managed quantum computing service that helps you get started with
guantum computing and accelerate your research. Amazon Braket provides everything you
need to build, test, and run quantum algorithms on AWS. It includes access to different types of
guantum computers, a unified development environment, a choice of classical circuit simulators,
and fully managed execution of hybrid quantum-classical algorithms.

9.1.1. Features

¢ Hardware-agnostic developer framework: To simplify the process of designing and
executing quantum algorithms, you can use the Amazon Braket SDK. It has been
designed to be technology agnostic, removing the need to code against different
guantum programming tools for each type of quantum hardware. The SDK supports a
unified developer framework that enables you to build quantum algorithms and run them
on any compatible quantum hardware or circuit simulator provided through the Amazon
Braket service. As new quantum technologies emerge and are added to the Amazon
Braket service, you can be confident that your development experience will remain
consistent and that your existing designs and quantum algorithms can be tested on
these new systems.

o Fully managed executions of quantum-classical algorithms with Hybrid Jobs:
Amazon Braket Hybrid Jobs simplifies the process of setting up, monitoring, and running
hybrid quantum-classical algorithms. After you provide your algorithm script and select
the QPU or simulator to run on, Amazon Braket spins up the classical compute,
executes the algorithm, and releases the resources once the job is completed. You can
define custom metrics for your algorithms, which are automatically logged by Amazon
CloudWatch and displayed in real-time in the Amazon Braket console as the algorithm
runs. This gives you live insights into how your algorithm is progressing, so you can
make adjustments to your algorithm if needed. Most importantly, Hybrid Jobs provides
prioritized access to your chosen QPU to help your algorithm execute quickly and
predictably, enabling you to improve the quality and reproducibility of results.
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9.1.2.

Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this document

Develop variational quantum algorithms with PennyLane: Amazon Braket natively
supports PennylLane, an open source software framework built around the concept of
guantum differentiable programming, to help you build and run hybrid quantum-classical,
or variational, algorithms. This approach enables you to train quantum circuits in the
same way that you would train a machine learning neural network to find solutions to
computational problems in quantum chemistry, quantum machine learning, and
optimization. PennyLane is performance-optimized for Amazon Braket and provides
interfaces to familiar machine learning tools, including PyTorch and TensorFlow, to
make training quantum circuits fast, easy, and intuitive.

Fully managed Jupyter notebooks: You have the choice of using your own
development environment or fully managed Jupyter notebooks in Amazon Braket to
build your quantum algorithms and manage experiments. Amazon Braket makes it easy
to create notebooks with a single click. You can select the notebook instance type to
match your performance requirements and configure security settings such as
encryption for stored data. Amazon Braket notebooks come pre-configured with a suite
of quantum computing developer tools, including the Amazon Braket SDK, PennylLane,
and Ocean, to help you get started quickly.

Pre-built algorithms and tutorials: Amazon Braket notebooks come pre-installed with
the Amazon Braket SDK, tutorials and a selection of pre-built algorithms to give you
everything you need to get started in a single place. Use them to familiarize yourself with
the recommended steps to build and execute quantum algorithms using Amazon Braket.
Learn more in the Amazon Braket documentation.

Choice of simulation tools: With Amazon Braket, you have a choice of four circuit
simulators to run and test quantum algorithms. These include the local simulator that is
included in the Amazon Braket SDK and three fully managed simulators. The local
simulator can run on a laptop or within an Amazon Braket managed notebook and
supports simulation of quantum circuits with and without noise. The fully managed
simulators are SV1, a general-purpose state vector simulator; DM1, a density matrix
simulator that supports noise modeling; and TN1, a tensor network simulator that
specializes in certain larger scale structured quantum circuits. Learn more »

Consistent experience: You can run a circuit on Amazon Braket simulators with a
single API call. A request to run your algorithm on a simulator works in the same way as
a request to run on quantum hardware; by changing a single line of code, you can
change from running on a simulator to an actual quantum computer.

Choice of result types: You can choose different result types for your simulation tasks,
including individual samples, custom observables, individual amplitudes, or the full state
vector. Amazon Braket simulators can calculate exact results, or return measurement
samples emulating the behavior of quantum computers.

Benefits

Simplified access to quantum computers: Amazon Braket provides secure access to
a variety of quantum computing technologies. There is no upfront commitment or
contract to sign, and you pay only for what you use through your AWS bill.

Choice of quantum processing units (QPUs): Amazon Braket provides access to both
annealing and gate-based quantum computers. Following the gate-based quantum
computing paradigm, you can access trapped-ion technology from lonQ and
superconducting quantum processors from Oxford Quantum Circuits and Rigetti.
Alternatively, you can solve quantum annealing problems using the latest QPUs from D-
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Wave. This helps you test different technologies, compare the compute performance of
different machines for the problem that you are trying to solve, and choose the hardware
system that is best suited to your application. Please visit the Hardware Providers page
to learn more about the QPUs that are available on Amazon Braket.

e Amazon Quantum Solutions Lab: Today, quantum computing is still in its infancy, and
there are still many unknowns and challenges to solve. The Amazon Quantum Solutions
Lab can help. It is a collaborative research and professional services program staffed
with quantum computing experts who can assist you to more effectively explore quantum
computing and assess the current performance of this nascent technology. Additionally,
you can work with our qualified technology and consulting partners in the AWS Partner
Network (APN) that specialize in applications for quantum computing and can help you
address your specific requirements. Please visit the Quantum Solutions lab webpage to
get started.

e Management Console: As a native AWS service, Amazon Braket is accessible through
the AWS Management Console, a centralized and easy to use web interface for Amazon
Web Services, which provides you with a secure login using your AWS account or AWS
Identity and Access Management (IAM) credentials. You can use the console to manage
and monitor your Amazon Braket resources, such as notebooks and tasks, and access
detailed information about quantum circuit simulators and QPUs.

e User access management, security, and monitoring: Amazon Braket is integrated
with AWS services such as Amazon CloudWatch, AWS CloudTrail, Amazon
EventBridge, and AWS IAM to enable the monitoring of workloads, generate notifications
when your tasks are completed, and manage access controls and permissions. Your
simulation and quantum task results are delivered to your preferred Amazon Simple
Storage Service (S3) bucket for storage and analysis, giving you full control over your
data.

9.2. Backup/Restore and Disaster Recovery

This requirement is not applicable for this service. For additional information beyond what is
described herein, please refer to hitp://aws.amazon.com/documentation/.

9.3. Pricing Overview

Please see the AWS UK G Cloud 13 Pricing Document accompanying this service in the Digital
Marketplace.

9.4. Service Constraints
Information on service features and constraints is available online here:

e Service documentation: https://docs.aws.amazon.com/braket/index.html

e Service quotas: https://docs.aws.amazon.com/braket/latest/developerguide/braket-
quotas.html

e Service FAQs: https://aws.amazon.com/braket/fags/

9.5. Technical Requirements

Please refer to https://docs.aws.amazon.com/braket/index.html and the following links for
comprehensive technical documentation regarding this service.
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10.

Developer Guide : Provides a conceptual overview of Amazon Braket, and detailed
information about how to design and create quantum tasks, test them on quantum
simulators, and then run them on a quantum computer.

API Reference : The Amazon Braket APl Reference provides information about the
operations and structures supported in Amazon Braket.

Amazon Braket Boto 3 SDK : Allows you to interact with Amazon Braket using the AWS
SDK for Python (Boto3).

Braket Python SDK : The Amazon Braket Python SDK is an open source library to
design and build quantum circuits, submit them to Amazon Braket devices as quantum
tasks, and monitor their execution.

Amazon Chime

10.1.Service Overview

Amazon Chime is a communications service that lets you meet, chat, and place business calls
inside and outside your organization, all using a single application.

With Amazon Chime, customers can:

Conduct and attend online meetings with HD video, audio, screen sharing, meeting chat,
dial-in numbers, and in-room video conference support;

Use chat and chat rooms for persistent communications across desktop and mobile
devices;

Administer enterprise users, manage policies, and setup SSO or other advanced
features in minutes using the Amazon Chime management console.

Amazon Chime offers an easy-to-use app available for Windows, Mac, web, 10S, Android
devices.

For a set of real-time communications components to quickly add messaging, audio, video, and
screen sharing capabilities to your web or mobile applications, please visit Amazon Chime SDK.

10.1.1. Features

Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this document

Online Meetings: Easily schedule, join, and participate in online meetings

Video Conferencing: You can use high-quality wideband audio and high-definition
video conferencing for up to 16 people on your desktop, or 8 people on mobile devices.
Conference room video systems: Amazon Chime supports most Session Initiation
Protocol (SIP) and H.323 video conferencing systems, and meeting participants can join
meetings by simply entering the meeting ID into the device console.

Team Collaboration: You can use Amazon Chime to chat with colleagues directly, in a
group, or in a chat room. You can share attachments up to 50 megabytes, search
contacts, conversations, and chat rooms, and read conversations across all devices.
Chat Rooms can be created to enable multiple users to collaborate on projects, share
files with colleagues, and use @mentions to direct messages to specific participants.
There is no limit to the number of users that can be invited to a chat room and individual
users can join as many chat rooms as needed.

Business Calling: You can place and receive phone calls and send and receive text
messages directly from the Amazon Chime application. Calls to your phone number ring
will ring the Amazon Chime app on all of your devices -- across desktop, mobile, or web.
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Just answer on one device and the others will stop ringing. ou can add additional
participants to your 1:1 phone call to turn it into a Amazon Chime meeting, regardless of
whether they are using the Amazon Chime application or their telephones.

e Security and Administration: Amazon Chime is an AWS service, which means you
benefit from a data center and network architecture built to meet the requirements of the
most security-sensitive organizations. In addition, Amazon Chime features security
capabilities built directly into the service. Messages, voice, video, and content are
encrypted using AES 256-bit encryption. The Amazon Chime desktop, mobile, and web
clients contain logic to keep users on the latest versions providing the most recent
features and security patches. You can log, continuously monitor, and record account
activity related to actions taken in the Amazon Chime console, using AWS CloudTrail.

10.1.2. Benefits

e Choose how you communicate: Amazon Chime lets you choose the communication
options that are best suited for your business. You have the option to choose from
meetings, chat, and business calling. With Amazon Chime, you have the flexibility to
choose the communication option that fits with your business needs, and the freedom to
scale up or down as needed.

e Use one app for all your communication: Amazon Chime lets you meet, chat, and
place business phone calls with a single, secure application. You don’t need to switch
between applications to collaborate and can instantly go from a chat to a call, share your
screen, and even invite more people to join your meeting. When it’s time for your
meeting, Amazon Chime will call you on all your devices to help ensure you are never
late, and that your meetings start on time.

o Pay only for what you use: Amazon Chime offers pay-per-use pricing which lets you
pay for features you use, on the days that you use them. With pay-per-use pricing
there’s no upfront investment or long-term contracts. You can switch between Basic
features that don’t include a charge, and Pro features that do include a charge. You can
use the right features for your business without worrying about overspending.

10.2.Backup/Restore and Disaster Recovery

This requirement is not applicable for this service. For additional information beyond what is
described herein, please refer to hitp://aws.amazon.com/documentation/.

10.3.Pricing Overview

Please see the AWS UK G Cloud 13 Pricing Document accompanying this service in the Digital
Marketplace.

10.4.Service Constraints

Information on service features and constraints is available online here:

e Service documentation: https://docs.aws.amazon.com/chime/

e Service quotas: https://docs.aws.amazon.com/general/latest/gr/chime.html

e Service FAQs: https://aws.amazon.com/chime/faq/

10.5.Technical Requirements

Please refer to https://docs.aws.amazon.com/chime/ and the following links for comprehensive
technical documentation regarding this service.
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11.

Administrator Guide: Helps you use Amazon Chime to perform several administrative
tasks, such as creating an Amazon Chime account, inviting users, and managing
licenses.

User Guide: Helps you use Amazon Chime, including joining, attending, and scheduling
meetings for your organization.

Amazon Chime section of AWS CLI| Reference: Documents the Amazon Chime
commands available in the AWS Command Line Interface (AWS CLI).

Amazon CloudFront

11.1.Service Overview

Amazon CloudFront is a fast content delivery network (CDN) service that securely delivers data,
videos, applications, and APIs to customers globally with low latency, high transfer speeds, all
within a developer-friendly environment. Amazon CloudFront is integrated with AWS—both with
physical locations that are directly connected to the AWS global infrastructure and with other
AWS Cloud services. Amazon CloudFront works seamlessly with services like AWS Shield for
distributed denial of service (DDoS) mitigation, Amazon S3, Elastic Load Balancing or Amazon
EC2 as origins for your applications, and Lambda@Edge to run custom code closer to your
users and to customize the user experience.

11.1.1. Features

Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this document

Network Connectivity and Backbone: Amazon CloudFront peers with thousands of
Tier 1/2/3 telecom carriers globally, is well connected with all major access networks for
optimal performance, and has hundreds of terabits of deployed capacity. CloudFront
Edge locations are connected to the AWS Regions through the AWS network backbone
- fully redundant, multiple 100GbE parallel fiber that circles the globe and links with tens
of thousands of networks for improved origin fetches and dynamic content acceleration.

Protection against Network and Application Layer Attacks: With CloudFront as the
“front door” to an application and infrastructure, the primary attack surface is moved
away from critical content, data, code and infrastructure.

SSL/TLS Encryptions and HTTPS: With Amazon CloudFront, content, APIs or
applications can be delivered over HTTPS using the latest version Transport Layer
Security (TLSv1.3) to encrypt and secure communication between viewer clients and
CloudFront. AWS Certificate Manager (ACM) can be used to easily create a custom SSL
certificate and deploy to an CloudFront distribution for free.

Real-time Metrics: Amazon CloudFront is integrated with Amazon CloudWatch, and
automatically publishes six operational metrics per distribution, which are displayed in a
set of graphs in the CloudFront console. Additional, granular metrics are available with
simple click on the console or via API. It also includes standard and real time logginh.

Fast Change Propagation and Invalidations: CloudFront offers fast change
propagation and invalidations, within a matter of minutes. Typically, changes are
propagated to the edge in a matter of a few minutes, and invalidation times are under
two minutes.

CloudFront Functions: Amazon CloudFront offers programmable and secure edge
CDN computing capabilities through CloudFront Functions and AWS Lambda@Edge.
CloudFront Functions is ideal for high scale and latency sensitive operations like HTTP
header manipulations, URL rewrites/redirects, and cache-key normalizations.
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Origin Shield: Amazon CloudFront automatically reduces the volume of application
origin requests. Content is stored in CloudFront’s edge and regional caches and only
fetched from origins when needed. The load on application origins can be further
reduced by using Origin Shield to enable a centralized caching layer. Origin Shield
optimizes cache hit ratios and collapses requests across regions leading to as few as
one origin request per object.

Enabling redundancy for origins: CloudFront supports multiple origins for backend
architecture redundancy. CloudFront’s native origin failover capability automatically
serves content from a backup origin when the primary origin is unavailable.

11.1.2. Benefits

Latency: Reduce latency by delivering data through 310+ globally dispersed Points of
Presence (PoPs) with automated network mapping and intelligent routing.

Security: Improve security with traffic encryption and access controls, and use AWS
Shield Standard to defend against DDoS attacks at no additional charge.

Price: Cut costs with consolidated requests, customizable pricing options, and zero fees
for data transfer out from AWS origins.

Customization: Customize the code you run at the AWS content delivery network
(CDN) edge using serverless compute features to balance cost, performance, and
security.

Deliver fast, secure websites: Reach viewers across the globe in milliseconds with
built-in data compression, edge compute capabilities, and field-level encryption.

Accelerate dynamic content delivery and APIs: Optimize dynamic web content
delivery with the purpose-built and feature-rich AWS global network infrastructure
supporting edge termination and WebSockets.

Stream live and on-demand video: Start streams quickly, play them with consistency,
and deliver high-quality video to any device with AWS Media Service and AWS
Elemental integration.

Distribute patches and updates: Scale automatically to deliver software, game
patches, and IoT over-the-air (OTA) updates at scale with high transfer rates.

11.2.Backup/Restore and Disaster Recovery

This requirement is not applicable for this service. For additional information beyond what is
described herein, please refer to http://aws.amazon.com/documentation/.

11.3.Pricing Overview

Please see the AWS UK G Cloud 13 Pricing Document accompanying this service in the Digital
Marketplace.”

11.4.Service Constraints

Information on service features and constraints is available online here:

Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this document

Service documentation: https://docs.aws.amazon.com/cloudfront/

Service quotas:
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cloudfront-
limits.html
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e Service FAQs: https://aws.amazon.com/cloudfront/fags/

11.5.Technical Requirements

Please refer to https://docs.aws.amazon.com/cloudfront/ and the following links for
comprehensive technical documentation regarding this service.

e APl Reference: Describes all the API operations for Amazon CloudFront in detail. Also
provides sample requests, responses, and errors for the supported web services
protocols.

e Developer Guide: Provides a conceptual overview of Amazon CloudFront and includes
detailed instructions for using the service.

12. Amazon CloudSearch

12.1.Service Overview

Amazon CloudSearch is a fully managed service in the cloud that makes it easy to set up,
manage, and scale a search solution for your website. Amazon CloudSearch enables you to
search large collections of data such as web pages, document files, forum posts, or product
information. With Amazon CloudSearch, you can quickly add search capabilities to your website
without having to become a search expert or worry about hardware provisioning, setup, and
maintenance. As your volume of data and traffic fluctuates, Amazon CloudSearch automatically
scales to meet your needs.

Amazon CloudSearch supports 34 languages and popular search features such as highlighting,
autocomplete, and geospatial search.

12.1.1. Features

e Index and Search: You can use Amazon CloudSearch to index and search both
structured data and plain text.

¢ Wide range of search options: With Amazon CloudSearch you can perform: Full text
search with language-specific text processing; Boolean search; Prefix searches; Range
searches; Term boosting; Faceting; Highlighting; Autocomplete Suggestions

e Search result options: You can get search results in JSON or XML, sort and filter
results based on field values, and sort results alphabetically, numerically, or according to
custom expressions.

12.1.2. Benefits

e Simple: You can configure and manage an Amazon CloudSearch domain through the
AWS Management Console, AWS CLI, and AWS SDKs. Simply point to a sample of
your data and Amazon CloudSearch will automatically recommend how to configure
your domain's indexing options. You can easily add or delete index fields and customize
search options such as faceting and highlighting. Configuration changes do not require
you to re-upload your data.

e Scalable: Amazon CloudSearch offers powerful autoscaling for all search domains. As
your data or query volume changes, Amazon CloudSearch can scale your search
domain's resources up or down as needed. You can control scaling if you know that you
need more capacity for bulk uploads or are expecting a surge in search traffic.
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¢ Reliable: Amazon CloudSearch provides automatic monitoring and recovery for your
search domains. When Multi-AZ is enabled, Amazon CloudSearch provisions and
maintains resources for a search domain in two Availability Zones to ensure high
availability. Updates are automatically applied to the search instances in both Availability
Zones. Search traffic is distributed across both Availability Zones and the instances in
either zone are capable of handling the full load in the event of a failure.

o High Performance: Amazon CloudSearch ensures low latency and high throughput
performance, even at large scale through automatic sharding and horizontal and vertical
autoscaling.

o Fully Managed: Amazon CloudSearch is a fully managed custom search service.
Hardware and software provisioning, setup and configuration, software patching, data
partitioning, nhode monitoring, scaling, and data durability are handled for you.

12.2.Backup/Restore and Disaster Recovery

This requirement is not applicable for this service. For additional information beyond what is
described herein, please refer to http://aws.amazon.com/documentation/.

12.3.Pricing Overview

Please see the AWS UK G Cloud 13 Pricing Document accompanying this service in the Digital
Marketplace.

12.4.Service Constraints
Information on service features and constraints is available online here:

e Service documentation: https://docs.aws.amazon.com/cloudsearch/

e Service quotas: https://docs.aws.amazon.com/general/latest/gr/cloudsearch.html

e Service FAQs: https://aws.amazon.com/cloudsearch/fags/

12.5.Technical Requirements

Please refer to https://docs.aws.amazon.com/cloudsearch/ for comprehensive technical
documentation regarding this service.

13. Amazon CloudWatch
13.1.Service Overview

Amazon CloudWatch is a monitoring and observability service built for DevOps engineers,
developers, site reliability engineers (SREs), IT managers, and product owners. CloudWatch
provides you with data and actionable insights to monitor your applications, respond to system-
wide performance changes, and optimize resource utilization. CloudWatch collects monitoring
and operational data in the form of logs, metrics, and events. You get a unified view of
operational health and gain complete visibility of your AWS resources, applications, and
services running on AWS and on-premises. You can use CloudWatch to detect anomalous
behavior in your environments, set alarms, visualize logs and metrics side by side, take
automated actions, troubleshoot issues, and discover insights to keep your applications running
smoothly.
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13.1.1. Features
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Easily collect and store logs: The Amazon CloudWatch Logs service allows you to
collect and store logs from your resources, applications, and services in near real time.

Collect and aggregate infrastructure and application metrics: Amazon CloudwWatch
allows you to collect infrastructure metrics from more than 70 AWS services, such as
Amazon Elastic Compute Cloud (Amazon EC2), Amazon DynamoDB, Amazon Simple
Storage Service (Amazon S3), Amazon ECS, AWS Lambda, and Amazon APl Gateway,
with no action on your part.

Unified operational view with dashboards: Amazon CloudWatch dashboards enable
you to create reusable graphs and visualize your cloud resources and applications in a
unified view. You can graph metrics and logs data side by side in a single dashboard to
quickly get the context and move from diagnosing the problem to understanding the root
cause.

Composite alarms: With Amazon CloudWatch composite alarms, you can combine
multiple alarms and reduce alarm noise. If an issue affects several resources in an
application, you will receive a single alarm notification for the entire application instead of
one for each affected resource. This helps you focus on finding the root cause of
operational issues to reduce application downtime.

Logs and metrics correlation: Applications and infrastructure resources generate large
amounts of operational and monitoring data in the form of logs and metrics. In addition to
letting you access and visualize these datasets in a single platform, Amazon
CloudWatch also makes it easy to correlate them. This helps you quickly move from
diagnosing the problem to understanding the root cause.

Application Insights: Amazon CloudWatch Application Insights provides automated
setup of observability for your enterprise applications so you can get visibility into their
health. It helps you identify and set up key metrics and logs across your application
resources and technology stack, such as database, web (IIS) and application servers,
operating system, load balancers, and queues. It constantly monitors this telemetry data
to detect and correlate anomalies and errors to notify you of any problems in your
application.

ServicelLens: You can use Amazon CloudWatch ServicelLens to visualize and analyze
the health, performance, and availability of your applications in a single place. It ties
together CloudWatch metrics and logs as well as traces from AWS X-Ray to give you a
complete view of your applications and their dependencies. Quickly pinpoint
performance bottlenecks, isolate root causes of application issues, and determine the
impact on users.

Automate response to operational changes with CloudWatch Events: CloudWatch
Events provides a near real-time stream of system events that describe changes to your
AWS resources. It allows you to respond quickly to operational changes and take
corrective action. You simply write rules to indicate which events are of interest to your
application and what automated actions to take when a rule matches an event.

Granular data and extended retention: Amazon CloudWatch allows you to monitor
trends and seasonality with 15 months of metric data (storage and retention). This lets
you perform historical analysis to fine-tune resource utilization. With CloudWatch, you
can also collect up to one second of health metrics, including custom metrics (such as
those coming from your on-premises applications). Granular real-time data enables
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better visualization and the ability to spot and monitor trends to optimize application
performance and operational health.

Custom operations on metrics: Amazon CloudWatch Metric Math enables you to
perform calculations across multiple metrics for real-time analysis so you can easily
derive insights from your existing CloudWatch metrics and better understand the
operational health and performance of your infrastructure. You can visualize these
computed metrics in the AWS Management Console, add them to CloudWatch
dashboards, or retrieve them using the GetMetricData API action. Metric Math supports
arithmetic operations (such as +, -, /, and *) and mathematical functions (such as Sum,
Average, Min, Max, and Standard Deviation).

13.1.2. Benefits

Use a single platform for observability: Modern applications, such as those running
on microservices architectures, generate large volumes of data in the form of metrics,
logs, and events. Amazon CloudWatch allows you to collect, access, and correlate this
data on a single platform from across all your AWS resources, applications, and services
running on AWS and on-premises, helping you break down data silos to gain system-
wide visibility and quickly resolve issues.

Collect metrics on AWS and on premises: Monitoring your AWS resources and
applications is easy with CloudWatch. It natively integrates with more than 70 AWS
services, such as Amazon EC2, Amazon DynamoDB, Amazon S3, Amazon ECS,
Amazon EKS, and AWS Lambda. It automatically publishes detailed one-minute metrics
and custom metrics with up to one-second granularity so you can dive deep into your
logs for additional context. You can also use CloudWatch in hybrid environments by
using the CloudWatch Agent or API to monitor your on-premises resources.

Improve operational performance and resource optimization: Set alarms and
automate actions based on predefined thresholds or on machine learning (ML)
algorithms that identify anomalous behavior in your metrics. For example, you can start
Amazon EC2 Auto Scaling automatically or stop an instance to reduce billing overages.
You can also use CloudWatch Events for serverless to trigger workflows with services
like AWS Lambda, Amazon SNS, and AWS CloudFormation.

Get operational visibility and insight: To optimize performance and resource
utilization, you need a unified operational view, real-time granular data, and historical
reference. CloudWatch provides automatic dashboards, data with one-second
granularity, and up to 15 months of metrics storage and retention. You can also perform
metric math on your data to derive operational and utilization insights; for example, you
can aggregate usage across an entire fleet of EC2 instances.

Derive actionable insights from logs: Explore, analyze, and visualize your logs so you
can troubleshoot operational problems with ease. With CloudWatch Logs Insights, you
pay only for the queries you run. It scales with your log volume and query complexity,
giving you answers in seconds. In addition, you can publish log-based metrics, create
alarms, and correlate logs and metrics together in CloudWatch Dashboards for complete
operational visibility.

13.2.Backup/Restore and Disaster Recovery

This service allows for backup and recovery. The service can back up logs to S3. Users control
this via a manual or scheduled API call. Users schedule and recover backups through a web
interface.
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13.3.Pricing Overview

Please see the AWS UK G Cloud 13 Pricing Document accompanying this service in the Digital
Marketplace.

13.4.Service Constraints
Information on service features and constraints is available online here:

e Service documentation: https://docs.aws.amazon.com/cloudwatch/index.html

e Service quotas:
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch limits.h
tml

e Service FAQs: https://aws.amazon.com/cloudwatch/fags/

13.5.Technical Requirements

Please refer to https://docs.aws.amazon.com/cloudwatch/index.html and the following links for
comprehensive technical documentation regarding this service.

o CloudWatch User Guide: Provides a conceptual overview of CloudWatch and includes
detailed development instructions for using the various features.

¢ CloudWatch APl Reference: Describes all the API operations for CloudWatch in detail.
Also provides sample requests, responses, and errors for the supported web services
protocols.

e CloudWatch Logs User Guide: Provides a conceptual overview of CloudWatch Logs and
includes detailed development instructions for using the various features.

14. Amazon CodeGuru
14.1.Service Overview

Amazon CodeGuru is a developer tool that provides intelligent recommendations to improve
code quality and identify an application’s most expensive lines of code. Integrate CodeGuru into
your existing software development workflow to automate code reviews during application
development and continuously monitor application's performance in production and provide
recommendations and visual clues on how to improve code quality, application performance,
and reduce overall cost.

CodeGuru Reviewer uses machine learning and automated reasoning to identify critical issues,
security vulnerabilities, and hard-to-find bugs during application development and provides
recommendations to improve code quality. Learn more »

CodeGuru Profiler helps developers find an application’s most expensive lines of code by
helping them understand the runtime behaviour of their applications, identify and remove code
inefficiencies, improve performance, and significantly decrease compute costs. Learn more »

14.1.1. Features

Copy and paste features from service features page

e Amazon CodeGuru Reviewer: Amazon CodeGuru Reviewer finds issues in your Java
and Python code and provides recommendations to improve your code. For example,
CodeGuru Reviewer detects security vulnerabilities, secrets, resource leaks,
concurrency issues, incorrect input validation, and deviation from best practices for using

Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this document

May 2022 28


https://docs.aws.amazon.com/cloudwatch/index.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_limits.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_limits.html
https://aws.amazon.com/cloudwatch/faqs/
https://docs.aws.amazon.com/cloudwatch/index.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/index.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/index.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/index.html
https://aws.amazon.com/codeguru/#CodeGuruReviewerBenefits
https://aws.amazon.com/codeguru/#CodeGuruProfilerBenefits

aWS G-Cloud 13 AWS Service Definition Catalogue

AWS APIs and SDKs. To begin reviewing code, you can associate your existing code
repositories on GitHub, GitHub Enterprise, Bitbucket, or AWS CodeCommit with
CodeGuru.

e Security detection: CodeGuru Reviewer helps you improve code security and provides
recommendations based on common vulnerabilities (OWASP Top 10) and AWS internal
security best practices. It uses automated reasoning to analyze data flow from source to
sink and across multiple functions to detect hard-to-find security vulnerabilities.

e Secrets detection: CodeGuru Reviewer Secrets Detector uses machine learning-based
analysis to help you detect secrets that are hardcoded in your repository or configuration
files, including passwords, API keys, SSH keys, access tokens, database connection
strings and JSON Web Tokens. Part of CodeGuru Reviewer, Secrets Detector is an
automated mechanism that checks code for these secrets and provides point-and-click
steps to secure them using AWS Secrets Manager. It can also identify specific keys
generated by the most common API providers, including AWS, Atlassian, GitHub,
Salesforce, HubSpot, and Stripe.

o Code quality: CodeGuru Reviewer identifies code quality issues and equips your
development team to maintain a high bar of coding standards in the software
development process

e CI/CD integration with GitHub Actions: CI/CD experience for CodeGuru Reviewer
allow you to invoke code quality and security analysis as a step within your Cl workflow
using GitHub Actions. You can configure it to run and provide recommendations on a
pull, push, or scheduled run of your pipeline. After you invoke a CodeGuru Reviewer
scan via CI/CD, you can view your code quality and security recommendations within the
CodeGuru Reviewer Console or within the GitHub’s user interface. With CI/CD
integration, you can continuously monitor the quality and security of your code to help
ensure that you do not miss a recommendation.

e Amazon CodeGuru Profiler: Amazon CodeGuru Profiler is always searching for
application performance optimizations, identifying your most “expensive” lines of code
and recommending ways to fix them to reduce CPU utilization, cut compute costs, and
improve application performance. For example, CodeGuru Profiler can identify when
your application is consuming excessive CPU capacity on a logging routine instead of
executing on core business logic.

e Always-on profiling of applications in production: CodeGuru Profiler is designed to
continuously run on production with minimal overhead which means you can leave it on
all the time with minimal impact on application performance. It enables you to profile and
troubleshoot your application using real customer traffic patterns and easily discover
performance issues. With the profiler data and ML-powered recommendations, you can
identify and fix performance issues for your applications in production. CodeGuru Profiler
also provides a heap summary, so you can identify what objects are using up memory at
any given time.

¢ Understand the runtime behavior of applications: CodeGuru Profiler continuously
analyzes application CPU utilization, heap usage, and latency characteristics to show
you where you are spending the most cycles or time in your application. The CPU and
latency analysis is presented in an interactive flame graph that helps you easily
understand which code paths consume the most resources, verify that your application
is performing as expected, and uncover areas that can be optimized further.

o Intelligent recommendations: CodeGuru Profiler automatically identifies performance
issues in your application and provides ML-powered recommendations on how to
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14.1.

remediate them. These recommendations help you identify and optimize the most
expensive or resource intensive methods within your code without requiring you to be a
performance engineering expert. These optimizations help you reduce the cost of your
infrastructure, reduce latency, and improve your overall end user experience.

Anomaly detection: Amazon CodeGuru Profiler continuously analyzes your application
profiles in real-time and detects anomalies in the behavior of your application and its
methods. Each anomaly is tracked in the Recommendation report of the CodeGuru
Profiler console and you can see time series of how the method’s latency behaves over
time with anomalies clearly highlighted. If configured, an Amazon SNS notification will
also be sent when a new anomaly is detected.

2. Benefits

Catch code problems before they hit production: For code reviews, developers
commit their code to GitHub, GitHub Enterprise, Bitbucket Cloud, and AWS
CodeCommit and add CodeGuru Reviewer as one of the code reviewers, with no other
changes to their development process. CodeGuru Reviewer analyzes existing code
bases in the repository, identifies hard-to-find bugs and critical issues with high
accuracy, provides intelligent suggestions on how to remediate them, and creates a
baseline for successive code reviews.

Fix security vulnerabilities: CodeGuru Reviewer Security Detector leverages
automated reasoning and AWS'’s years of security experience to improve your code
security. It enables you to incorporate security reviews directly into your application
development CI/CD processes via a GitHub Action and ensures that your code follows
best practices for AWS Key Management Service (AWS KMS), Amazon Elastic Cloud
Compute (Amazon EC2), application programming interfaces (APIs), common Java or
Python crypto, and TLS (Transport Layer Security)/SSL (Secure Socket Layer) libraries.
When the security detector discovers an issue, a recommendation for remediation is
provided along with an explanation for why the code improvement is suggested, thereby
enabling Security Engineers to focus on architectural and application-specific security
best practices.

Proactively improve code quality with continuous monitoring: For every pull
request initiated, CodeGuru Reviewer automatically analyzes the incremental code
changes and posts recommendations directly on the pull request. Additionally, it
supports full repository or code base scan for periodic code maintainability, and code
due diligence initiatives to ensure that your code quality is consistent. CodeGuru
Reviewer can also be integrated into your CI/CD pipelines. You can configure it to run on
a pull, push, or scheduled run of your pipeline and view your code quality and security
recommendations within the AWS Console or within your CI/CD provider’s user
interface.

14.2.Backup/Restore and Disaster Recovery

This requirement is not applicable for this service. For additional information beyond what is
described herein, please refer to hitp://aws.amazon.com/documentation/.

14.3.Pricing Overview

Please see the AWS UK G Cloud 13 Pricing Document accompanying this service in the Digital
Marketplace.
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14.4.Service Constraints
Information on service features and constraints is available online here:

e Service documentation: https://docs.aws.amazon.com/codeguru/index.html

e Service quotas: https://docs.aws.amazon.com/codeqguru/latest/profiler-ug/quotas.html
for CodeGuru Profiler and https://docs.aws.amazon.com/codeguru/latest/reviewer-
ug/quotas.html for CodeGuru Reviewer

e Service FAQs: https://aws.amazon.com/codeguru/fags/

14.5.Technical Requirements

Please refer to https://docs.aws.amazon.com/codeguru/index.html and the following links for
comprehensive technical documentation regarding this service.

e User Guide for CodeGuru: Provides a conceptual overview of Amazon CodeGuru
Reviewer, instructions for getting started, product and service integrations, and review
recommendations.

o API Reference for CodeGuru: Describes all the Amazon CodeGuru Reviewer API
operations in detail. Also provides sample requests, responses, and errors for the
supported web services protocols.

o CodeGuru Reviewer section of the AWS CLI Reference: Describes the AWS CLI
commands that you can use to work with CodeGuru Reviewer repository associations
and code reviews.

o User Guide for Profiler: Provides a conceptual overview of Amazon CodeGuru Profiler,
instructions for creating profile groups, using graphs and filters, reviewing
recommendations, and exploring code.

o API Reference for Profiler: Describes all the Amazon CodeGuru Profiler APl operations
in detail. Also provides sample requests, responses, and errors for the supported web
services protocols.

e CodeGuru Profiler section of the AWS CLI Reference: Describes the AWS CLI
commands that you can use to work with profiling groups.

15. Amazon Cognito
15.1.Service Overview

Amazon Cognito lets you add user sign-up, sign-in, and access control to your web and mobile
apps quickly and easily. Amazon Cognito scales to millions of users and supports sign-in with
social identity providers, such as Apple, Facebook, Google, and Amazon, and enterprise identity
providers via SAML 2.0 and OpenID Connect.

Please note, Amazon Cognito Sync is not available for procurement via this framework.

15.1.1. Features

e An identity store for all your apps and users: Amazon Cognito User Pools provide a
secure identiy store that scales to millions of users. As a fully managed service, User
Pools are easy to set up without provisioning any infrastructure. User Pools store user
profiles and support authentication for users who sign up directly and for federated users
who sign in with social and enterprise identity providers.
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Built-in customizable Ul to sign in users: Amazon Cognito provides a built-in and
customizable Ul for user sign-up and sign-in. You can use Android, iOS, and JavaScript
SDKs for Amazon Cognito to add user sign-up and sign-in pages to your apps.

Advanced security features to protect your users: Using advanced security features
for Amazon Cognito helps you protect access to user accounts in your applications.
These advanced security features provide risk-based adaptive authentication and
protection from the use of compromised credentials. With just a few clicks, you can
enable these advanced security features for your Amazon Cognito User Pools.

Social and enterprise identity federation: With Amazon Cognito, your users can sign-
in through social identity providers such as Google, Facebook, and Amazon, and
through enterprise identity providers such as Microsoft Active Directory using SAML.

Access control for AWS resources: Amazon Cognito provides solutions to control
access to AWS resources from your app. You can define roles and map users to
different roles so your app can access only the resources that are authorized for each
user. Alternatively, you can use attributes from identity providers in AWS Identity and
Access Management permission policies, so you can control access to resources to
users who meet specific attribute conditions.

Standards-based authentication: Amazon Cognito uses common identity management
standards including OpenID Connect, OAuth 2.0, and SAML 2.0.

Adaptive authentication: Using advanced security features for Amazon Cognito to add
adaptive authentication to your applications helps protect your applications’ user
accounts and user experience. When Amazon Cognito detects unusual sign-in activity,
such as sign-in attempts from new locations and devices, it assigns a risk score to the
activity and lets you choose to either prompt users for additional verification or block the
sign-in request. Users can verify their identities using SMS or a Time-based One-time
Password (TOTP) generator, such as Google Authenticator.

Protection from compromised credentials: Advanced security features for Amazon
Cognito helps protect your application users from unauthorized access to their accounts
using compromised credentials. When Amazon Cognito detects users have entered
credentials that have been compromised elsewhere, it prompts them to change their
password.

Supports Multiple Compliance Programs: Amazon Cognito helps you meet multiple
security and compliance requirements, including those for highly regulated organizations
such as healthcare companies and merchants. Amazon Cognito is HIPAA eligible and
PCI DSS, SOC, and ISO/IEC 27001, ISO/IEC 27017, ISO/IEC 27018, and ISO 9001
compliant.

15.1.2. Benefits

Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this document

Social and enterprise identity federation: With Amazon Cognito, your users can sign
in through social identity providers such as Apple, Google, Facebook, and Amazon, and
through enterprise identity providers such as SAML and OpenID Connect.

Secure and scalable identity store: Amazon Cognito User Pools provide a secure
identity store that scales to millions of users. Cognito User Pools can be more easily set
up without provisioning any infrastructure, and all members of the user pool have a
directory profile that you can manage through a Software Development Kit (SDK).

Security for your apps and users: Amazon Cognito supports multi-factor
authentication and encryption of data-at-rest and in-transit. Amazon Cognito is HIPAA
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eligible and PCI DSS, SOC, ISO/IEC 27001, ISO/IEC 27017, ISO/IEC 27018, and ISO
9001 compliant.

e Access control for AWS resources: Amazon Cognito provides solutions to control
access to AWS resources from your app. You can define roles and map users to
different roles so your app can access only the resources that are authorized for each
user. Alternatively, you can use attributes from identity providers in AWS Identity and
Access Management permission policies, so you can control access to resources to
users who meet specific attribute conditions.

o Easy integration with your app: With a built-in Ul and easy configuration for federating
identity providers, you can integrate Amazon Cognito to add user sign-in, sign-up, and
access control to your app in minutes. You can customize the Ul to put your company
branding front and center for all user interactions.

15.2.Backup/Restore and Disaster Recovery

This requirement is not applicable for this service. For additional information beyond what is
described herein, please refer to http://aws.amazon.com/documentation/.

15.3.Pricing Overview

Please see the AWS UK G Cloud 13 Pricing Document accompanying this service in the Digital
Marketplace.

15.4.Service Constraints
Information on service features and constraints is available online here:

e Service documentation: https://docs.aws.amazon.com/cognito/

e Service quotas: https://docs.aws.amazon.com/cognito/latest/developerguide/limits.html

e Service FAQs: https://aws.amazon.com/cognito/faqs/

15.5.Technical Requirements

Please refer to https://docs.aws.amazon.com/cognito/ and the following links for comprehensive
technical documentation regarding this service.

e Developer Guide: Provides a conceptual overview of Amazon Cognito user pools and
includes instructions that show you how to use its features.

e API Reference: Describes the REST API for user pools.

o AWS CLI| Reference: Describes the AWS CLI commands for user pools.

16. Amazon Comprehend
16.1.Service Overview

Amazon Comprehend is a natural language processing (NLP) service that uses machine
learning to discover insights from text. Amazon Comprehend provides Keyphrase Extraction,
Sentiment Analysis, Entity Recognition, Topic Modelling, and Language Detection APIs so you
can easily integrate natural language processing into your applications. You simply call the
Amazon Comprehend APIs in your application and provide the location of the source document
or text. The APIs will output entities, key phrases, sentiment, and language in a JSON format,
which you can use in your application.
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16.1.1. Features

Keyphrase Extraction: The Keyphrase Extraction API returns the key phrases or
talking points and a confidence score to support that this is a key phrase.

Sentiment Analysis: The Sentiment Analysis API returns the overall sentiment of a text
(Positive, Negative, Neutral, or Mixed).

Syntax Analysis: The Amazon Comprehend Syntax API enables customers to analyse
text using tokenization and Parts of Speech (PoS), and identify word boundaries and
labels like nouns and adjectives within the text.

Entity Recognition: The Entity Recognition API returns the named entities ("People,"
"Places," "Locations," etc.) that are automatically categorized based on the provided
text.

Custom Entities: Custom Entity Recognition allows you to customize Amazon
Comprehend to identify terms that are specific to your domain. Using AutoML,
Comprehend will learn from a small set of examples (for example, a list of policy
numbers, claim numbers, or SSN), and then train a private, custom model to recognize
these terms such as claim numbers in any other block of text within PDFs, plain text, or
Microsoft Word documents — no machine learning required.

Custom Classification: The Custom Classification API enables you to easily build
custom text classification models using your business-specific labels without learning
ML. For example, your customer support organization can use Custom Classification to
automatically categorize inbound requests by problem type based on how the customer
has described the issue.

Topic Modelling: Topic Modelling identifies relevant terms or topics from a collection of
documents stored in Amazon S3. It will identify the most common topics in the collection
and organize them in groups and then map which documents belong to which topic.

Multiple language support: Amazon Comprehend can perform text analysis on
English, French, German, Italian, Portuguese, and Spanish texts. This lets you build
applications that can detect text in multiple languages, convert the text to English,
French, German, ltalian, Portuguese, and Spanish with Amazon Translate, and then use
Amazon Comprehend to perform text analysis.

16.1.2. Benefits

Uncover valuable insights: from text in documents, customer support tickets, product
reviews, emails, social media feeds, and more.

Simplify document processing workflows: extract text, key phrases, topics,
sentiment, and more from documents such as insurance claims.

Differentiate your business: train a model to classify documents and identify terms,
with no machine learning experience required.

Protect and control who has access to your sensitive data: identify and redact
Personally Identifiable Information (PIl) from documents.

16.2.Backup/Restore and Disaster Recovery

This requirement is not applicable for this service. For additional information beyond what is
described herein, please refer to hitp://aws.amazon.com/documentation/.
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16.3.Pricing Overview

Please see the AWS UK G Cloud 13 Pricing Document accompanying this service in the Digital
Marketplace.

16.4.Service Constraints
Information on service features and constraints is available online here:

e Service documentation: https://docs.aws.amazon.com/comprehend/

e Service quotas: https://docs.aws.amazon.com/comprehend/latest/dg/quidelines-and-
limits.html

o Service FAQs: https://aws.amazon.com/comprehend/fags/

16.5.Technical Requirements

Please refer to https://docs.aws.amazon.com/comprehend/ and the following links for
comprehensive technical documentation regarding this service.

o Developer Guide: Provides a conceptual overview of Amazon Comprehend and detailed
instructions for using its features.

e API Reference: Describes all the API operations for Amazon Comprehend in detail.
17. Amazon Comprehend Medical
17.1.Service Overview

Amazon Comprehend Medical is a HIPAA-eligible natural language processing (NLP) service
that uses machine learning to extract health data from medical text—no machine learning
experience is required.

With a simple API call to Amazon Comprehend Medical you can quickly and accurately extract
information such as medical conditions, medications, dosages, tests, treatments and
procedures, and protected health information while retaining the context of the information.
Amazon Comprehend Medical can identify the relationships among the extracted information to
help you build applications for use cases like population health analytics, clinical trial
management, pharmacovigilance, and summarization. You can also use Amazon Comprehend
Medical to link the extracted information to medical ontologies such as ICD10-CM or RxNorm to
help you build applications for use cases like revenue cycle management (medical coding),
claim validation and processing, and electronic health record creation.

Amazon Comprehend Medical is fully managed, so there are no servers to provision, and no
machine learning models to build, train, or deploy. You pay only for what you use, and there are
no minimum fees and no upfront commitments.

17.1.1. Features

o Medical Named Entity and Relationship Extraction (NERe): The Medical NERe API
returns the medical information such as medication, medical condition, test, treatment
and procedures (TTP), anatomy, and Protected Health Information (PHI). It also
identifies relationships between extracted sub-types associated to Medications and TTP.
There is also contextual information provided as entity “traits” (negation, or if a diagnosis
is a sign or symptom). The table below shows the extracted information with relevant
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sub-types and entity traits. To only extract PHI, you can use the Protected Health
Information Data Identification (PHId) API.

Medical Ontology Linking: The Medical Ontology Linking APIs identifies medical
information and links them to codes and concepts in standard medical ontologies.
Medical conditions are linked to ICD-10-CM codes (e.g. “headache” is linked to the
“R51” code) with the InferlCD10CM API, while medications are linked to RxNorm codes
(“Acetaminophine / Codeine” is linked to the “C2341132” cui). The Medical Ontology
Linking APls also detects contextual information as entity traits (e.g. negation).

Keyphrase Extraction: The Keyphrase Extraction API returns the key phrases or
talking points and a confidence score to support that this is a key phrase.

Sentiment Analysis: The Sentiment Analysis API returns the overall sentiment of a text
(Positive, Negative, Neutral, or Mixed).

Syntax Analysis: The Amazon Comprehend Syntax API enables customers to analyse
text using tokenization and Parts of Speech (PoS), and identify word boundaries and
labels like nouns and adjectives within the text.

Entity Recognition: The Entity Recognition API returns the named entities ("People,"
"Places," "Locations," etc.) that are automatically categorized based on the provided
text.

Custom Entities: Custom Entity Recognition allows you to customize Amazon
Comprehend to identify terms that are specific to your domain. Using AutoML,
Comprehend will learn from a small set of examples (for example, a list of policy
numbers, claim numbers, or SSN), and then train a private, custom model to recognize
these terms such as claim numbers in any other block of text within PDFs, plain text, or
Microsoft Word documents — no machine learning required.

Custom Classification: The Custom Classification API enables you to easily build
custom text classification models using your business-specific labels without learning
ML. For example, your customer support organization can use Custom Classification to
automatically categorize inbound requests by problem type based on how the customer
has described the issue.

Topic Modelling: Topic Modelling identifies relevant terms or topics from a collection of
documents stored in Amazon S3. It will identify the most common topics in the collection
and organize them in groups and then map which documents belong to which topic.

Multiple language support: Amazon Comprehend can perform text analysis on
English, French, German, Italian, Portuguese, and Spanish texts. This lets you build
applications that can detect text in multiple languages, convert the text to English,
French, German, Italian, Portuguese, and Spanish with Amazon Translate, and then use
Amazon Comprehend to perform text analysis.

17.1.2. Benefits
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Extract medical information quickly and accurately: Powered by state-of-the-art
machine learning models, Amazon Comprehend Medical understands and identifies
complex medical information quickly and more accurately. For example, Amazon
Comprehend Medical can extract "methicillin-resistant Staphylococcus aureus" (often
input as "MRSA") link it to the "J15.212" ICD-10-CM code, and provide context, such as
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whether a patient has tested positive or negative, to make the extracted term
meaningful.

e Protect patient information: Amazon Comprehend Medical provides a number of
capabilities to help healthcare providers stay compliant and protect patient data. The
service is HIPAA eligible and can identify protected health information (PHI) stored in
medical record systems while adhering to the standards for General Data Protection
Regulation (GDPR). Amazon Comprehend Medical allows developers to implement data
privacy and security solutions by extracting and then identifying relevant patient
identifiers as described in HIPAA’s Safe Harbor method of de-identification. Finally, the
service does not store or save any customer data.

e Lower medical document processing costs: Amazon Comprehend Medical makes it
easy to automate and lower the cost of processing and coding unstructured medical text
from patient records, billing, and clinical indexing. It offers 2 APIs that developers can
integrate into existing workflows and applications with only a few lines of code, costing a
penny or less for every 100 characters of analysed text. You pay only for what you use,
and there are no minimum fees.

17.2.Backup/Restore and Disaster Recovery

This requirement is not applicable for this service. For additional information beyond what is
described herein, please refer to http://aws.amazon.com/documentation/.

17.3.Pricing Overview

Please see the AWS UK G Cloud 13 Pricing Document accompanying this service in the Digital
Marketplace.

17.4.Service Constraints
Information on service features and constraints is available online here:

e Service documentation: https://docs.aws.amazon.com/comprehend-
medical/latest/dev/icomprehendmedical-welcome.html

e Service quotas: https://docs.aws.amazon.com/comprehend-
medical/latest/dev/icomprehendmedical-quotas.html

e Service FAQs: https://aws.amazon.com/comprehend/faqs/

17.5.Technical Requirements

Please refer to https://docs.aws.amazon.com/comprehend-
medical/latest/dev/comprehendmedical-welcome.html

18. Amazon Connect
18.1.Service Overview

Amazon Connect is a self-service, cloud-based contact centre service that makes it easy for any
business to deliver better customer service at lower cost. Amazon Connect is based on the
same contact centre technology used by Amazon customer service associates around the world
to power millions of customer conversations. The self-service graphical interface in Amazon
Connect makes it easy for non-technical users to design contact flows, manage agents, and
track performance metrics—no specialised skills required. There are no up-front payments or
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long-term commitments and no infrastructure to manage with Amazon Connect; customers pay
by the minute for Amazon Connect usage plus any associated telephony services.

18.1

.1. Features

Telephony: Amazon Connect manages a network of telephony providers from around
the world, removing the need for you to manage multiple vendors, negotiate complex
multi-year contracts, or commit to peak call volumes. Its telephony service includes
direct inward dial (DID) and toll-free phone numbers in 20+ countries worldwide. There
are also 200+ outbound calling destinations available. The telephony-as-a service model
also offers proactive monitoring from telephony experts, which can scale up and down at
a moment’s notice. Best of all, you only pay for what you use with pay-as-you-go pricing.

High-quality audio: Sound quality in a call impacts productivity. When your customers
can’t hear you clearly, it can lead to wasted time and frustration. With Amazon Connect,
calls are made over the internet from a computing device like a PC, using the Amazon
Connect softphone. The Amazon Connect softphone delivers high-quality 16kHz audio
and is resistant to packet loss to ensure a high-quality call experience.

Web and mobile chat: With Amazon Lex natively integrated within Amazon Connect,
no coding is required for adding chatbots that have natural language understanding
(NLU) and for the context of conversations to be passed automatically when escalated to
a human agent. Amazon Connect Chat supports asynchronous messaging, so your
customers and agents have the ability to message without being available at the same
time. Chats are secure and encrypted and support all existing Amazon Connect
compliance certifications. Amazon Connect also offers native integration with Apple
Business Chat, enabling your agents to support customers through the same popular
iOS Messaging application that they use every day. Management for Apple Business
Chat is easy because it uses Amazon Connect contact flows, configuration, and routing.

Omnichannel routing: Amazon Connect has a single user interface (Ul) across voice,
chat, and tasks for contact routing, queuing, analytics, and management. This
omnichannel experience means your call centre agents don't have to learn and work
across multiple tools. The same automated interactions and chatbots can be used
across both channels, increasing operational efficiency because you don’t have to
rebuild interaction flows. Customers can interact with your agents on voice or chat based
on factors such as personal preferences and wait times. Customers can keep working
with the same agent across channels, but if it’s a different agent, their interaction history
is preserved, so they don’t have to repeat themselves. The omnichannel contact centre
improves customer experience while reducing resolution time. With Amazon Connect,
you can build call flows, rules, and reports once and enable them across channels.

Task management: Follow-up items to resolve customer issues and requests are
essential to maintaining high customer satisfaction. Amazon Connect Tasks makes it
easy for you to prioritize, assign, and track agent tasks to completion, including work in
external applications to ensure customer issues are quickly resolved. Today, agents who
keep track of tasks and follow-up items for customers manually know that it’s difficult and
error prone, especially when a task spans multiple systems. Amazon Connect Tasks
allows your agents to create and complete tasks just like they do a call or chat. You can
also use workflows to automate tasks that don't require agent interaction. This results in
improved agent productivity leading to increased customer satisfaction.
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¢ Contact centre automation: Amazon Connect works on behalf of your supervisors and
agents to save time and money while providing your customers with the best possible
contact centre experience. Amazon Connect has self-service tools and intelligent
automation, such as natural language chatbots, interactive voice response (IVR), and
automated customer voice authentication. Amazon Connect provides a seamless
omnichannel experience for agents and managers for voice, chat, and task management
to ensure customers are routed with their conversation's full context or work across
applications when switching channels. Once Amazon Connect has identified the
customer’s needs, skills-based routing matches them with the best available agent most
likely to resolve their issue. Amazon Connect has all the automation capabilities you
need to improve efficiency and reduce agent time performing repetitive functions.

¢ Rules engine: Automatically define filers based on information such as specific
keywords and phrases extracted from a customer-agent conversation using real-time or
post-call rules in Contact Lens for Amazon Connect. For example, you can set up a rule
to alert QA managers when a VIP customer mentions “cancel my subscription,” or to
inform the sales team when a new customer mentions “I'd like to upgrade my account,”
assigning and routing an Amazon Connect task to the next available agent.

e Agent application: Amazon Connect’s agent application consolidates all agent features
into one easy to use experience, helping to save your agents valuable time and
increasing their productivity. It combines the Contact Control Panel (CCP) with other
Amazon Connect agent capabilities, such as task management, customer information,
knowledge assist, and workforce schedules into a single UI.

e Contact Control Panel: The Contact Control Panel (CCP) provides a single, easy to
use communication interface for agents to receive calls, chat with contacts, transfer
them to other agents, put them on hold, and perform other tasks. It is also easy to
customize your agent experience allowing you to integrate your external applications like
CRM or marketing automation.

e Skills-based routing: Amazon Connect has a single Ul and routing engine for calls and
chat, increasing efficiency among agents. Efficient routing is important to minimize wait
times and ensure an end customer gets the answer they need. With skills-based routing,
Amazon Connect ensures contacts are sent to the right agent at the right time based on
variables such as availability, skillset, customer sentiment, and past history. This helps
agents quickly and efficiently resolve issues.

e Unified customer profiles: Amazon Connect Customer Profiles brings together
information from multiple applications into a unified customer profile to empower
automated interactions and help your agents improve customer service. It aggregates
customer data with built-in connectors for third-party applications like Salesforce,
ServiceNow, Zendesk, and Marketo. When a customer contacts the contact centre,
Amazon Connect Customer Profiles scans and matches phone numbers or customer
IDs to customer information located in connected applications. It also combines contact
history information from Amazon Connect—for example, the number of holds,
transcripts, and customer information from CRMs.

e Agent assist: Amazon Connect Wisdom, a feature of Amazon Connect, delivers your
agents the information they need to help reduce time spent searching for answers and
improve customer satisfaction. They can search across connected data repositories to
find answers and quickly resolve customer issues during a conversation in real time.
Amazon Connect Wisdom links relevant knowledge repositories with built-in connectors

Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this document

May 2022 39



aWS G-Cloud 13 AWS Service Definition Catalogue

for third-party applications like Salesforce and ServiceNow and with internal wikis, FAQ
stores, and file shares. Also, it uses ML-powered speech analytics in Contact Lens for
Amazon Connect to automatically detect customer issues during calls and recommend
content to your agents in real time, helping them resolve the issue without having to
manually search.

e Caller authentication and fraud risk detection: Amazon Connect Voice ID uses ML to
provide real-time caller authentication and fraud risk detection to make voice interactions
faster and more secure. Amazon Connect Voice ID analyses caller's unigue voice
characteristics and carrier network metadata to provide your agents and self-service
interactive voice response (IVR) systems with a real-time decision on a caller's identity
for faster and more accurate verification. Amazon Connect Voice ID also screens for
fraudulent actors in real time, based on your contact centre’s custom watchlist, reducing
potential losses from fraudulent attacks.

e Real-time speech and sentiment analysis: Contact Lens for Amazon Connect enables
you to better understand the sentiment, trends, and compliance of customer
conversations in your contact centre. This helps supervisors train agents, replicate
successful interactions, and identify crucial company feedback. Supervisors can conduct
fast full-text search on all transcripts to quickly troubleshoot customer issues. Using real-
time analytics powered by ML, you can also get alerted to issues during live customer
calls and deliver coaching to agents while calls are in progress, improving customer
satisfaction.

e Call summarization: With call summarization, a capability of Contact Lens, important
aspects of each customer call are automatically summarized, such as the outcome of
the agent’s actions and any follow-up items (for example, issuing a refund) to complete
the request for the customer. Your contact centre agents and supervisors can easily
access the call summary with just a few clicks in Amazon Connect without requiring any
technical expertise.

o Data redaction: With data redaction (that is, data masking), a feature of Contact Lens,
sensitive data such as name, address, and social security number are automatically
detected and redacted from call recordings and transcripts. In addition, businesses can
protect sensitive customer information by controlling access to the redacted and non-
redacted data through user-defined permission groups.

¢ Natural language chatbots with automated design: You can easily build natural
language chatbot contact flows using Amazon Lex, an AWS artificial intelligence (Al)
service that is natively integrated within Amazon Connect and has the same automatic
speech recognition (ASR) technology and natural language understanding (NLU) that
powers Amazon Alexa.

e Simple self-service and contact flow builder: An Amazon Connect contact flow
defines the customer experience with your contact centre from start to finish, including
setting logging behaviour, setting text-to-speech language and voice, capturing customer
inputs (spoken or by pressing 0-9 on the phone keypad), playing prompts, and
transferring to appropriate queue. With the contact flow builder’s graphical user interface
in Amazon Connect, contact centre managers can easily create dynamic, personal, and
automated customer experiences without needing to write a single line of code. Amazon
Connect makes it possible to design automated contact flows that dynamically adapt to
the caller experience in real time. With Amazon Connect, you also have the flexibility to
use other AWS services. Using AWS Lambda, you can create targeted and personal
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experiences by accessing virtually any back-end system and easily pulling in
information, such as past purchases, contact history, and customer tendencies, that can
be used to anticipate end-customer needs and deliver answers to questions before they
are even asked.

You can also design contact flows to change based on information retrieved by Amazon
Connect from AWS services (for example, Amazon DynamoDB, Amazon Redshift, or
Amazon Aurora) or third-party systems (for example, CRM or analytics solutions). For
example, an airline could design a contact flow to recognize a caller’s phone number,
look up their travel schedule in a booking database, and present options like “rebook,” or
“cancel” if the caller just missed a flight. Customers can also build contact flows that
understand natural language using Amazon Lex, an Al service that has the same ASR
and NLU technology that powers Amazon Alexa, so callers can simply say what they
want instead of having to listen to long lists of menu options and guess which one is
most closely related to what they want to do.

Real-time and historical analytics: Understanding your contact centre at the most
granular level is key to improving performance and lowering costs. Amazon Connect
offers powerful analytics tools, including a visual dashboard with customizable real-time
and historical metrics. With Amazon Connect you can also stream your most detailed
contact metrics to the data lake of your choice where you can join and analyse them with
other data like conversion rates or customer satisfaction. This enables your contact
centre manager to make data-driven decisions to increase agent productivity and reduce
customer wait times. Historical metrics also provide longer-term insights to identify
common trends with customer issues and overall operational performance.

Call recording: Amazon Connect also comes with integrated call recording for agent
performance assessment to help monitor and improve customer experiences.

18.1.2. Benefits
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Deliver omnichannel customer service: Build high-quality omnichannel voice and
interactive chat experiences to support your customers from anywhere. Use a single
intuitive user interface (UI) for contact routing, queuing, and analytics.

Use built-in Al and ML to personalize interactions: With embedded atrtificial
intelligence (Al) and machine learning (ML), Amazon Connect makes it easy to automate
interactions, understand customer sentiment, authenticate callers, and enable
capabilities like interactive voice response (IVR) and chatbots.

Improve agent productivity: Empower your agents to be more proactive and
productive. Surface unified customer profiles and recommended answers in real time,
and track follow-up tasks to quickly resolve customer issues.

Easy to use: In just a few clicks, you can set up and make changes to your contact
centre so that agents can begin helping customers right away.

Cost effective: Save up to 80 percent compared to traditional contact centre solutions
with no minimum fees, long-term commitments, or upfront license charges.

Flexible and scalable: Easily scale up or down to meet demand, with the flexibility to
onboard tens of thousands of agents working from anywhere.
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18.2.Backup/Restore and Disaster Recovery

This requirement is not applicable for this service. For additional information beyond what is
described herein, please refer to http://aws.amazon.com/documentation/.

18.3.Pricing Overview

Please see the AWS UK G Cloud 13 Pricing Document accompanying this service in the Digital
Marketplace.

18.4.Service Constraints
Information on service features and constraints is available online here:

e Service documentation: https://docs.aws.amazon.com/connect/

e Service quotas: https://docs.aws.amazon.com/connect/latest/adminguide/amazon-
connect-service-limits.html

e Service FAQs: https://aws.amazon.com/connect/fags/

18.5.Technical Requirements

Please refer to https://docs.aws.amazon.com/connect/ and the following links for
comprehensive technical documentation regarding this service:

o Administrator Guide: Helps you get started using Amazon Connect. Learn how to
provision, configure, monitor, and scale a virtual contact centre.

19. Amazon Detective

19.1.Service Overview

Amazon Detective makes it easy to analyse, investigate, and quickly identify the root cause of
potential security issues or suspicious activities. Amazon Detective automatically collects log
data from your AWS resources and uses machine learning, statistical analysis, and graph
theory to build a linked set of data that enables you to easily conduct faster and more efficient
security investigations.

AWS security services like Amazon GuardDuty, Amazon Macie, and AWS Security Hub as well
as partner security products can be used to identify potential security issues, or findings. These
services are really helpful in alerting you when something is wrong and pointing out where to go
to fix it. But sometimes there might be a security finding where you need to dig a lot deeper and
analyse more information to isolate the root cause and take action. Determining the root cause
of security findings can be a complex process that often involves collecting and combining logs
from many separate data sources, using extract, transform, and load (ETL) tools or custom
scripting to organize the data, and then security analysts having to analyse the data and
conduct lengthy investigations.

Amazon Detective simplifies this process by enabling your security teams to easily investigate
and quickly get to the root cause of a finding. Amazon Detective can analyse trillions of events
from multiple data sources such as Virtual Private Cloud (VPC) Flow Logs, AWS CloudTrall,
and Amazon GuardDuty, and automatically creates a unified, interactive view of your resources,
users, and the interactions between them over time. With this unified view, you can visualize all
the details and context in one place to identify the underlying reasons for the findings, drill down
into relevant historical activities, and quickly determine the root cause.
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You can get started with Amazon Detective in just a few clicks in the AWS Console. There is no
software to deploy, or data sources to enable and maintain.

19.1.1. Features

Automatic data collection across all your AWS accounts: Amazon Detective
automatically ingests and processes relevant data from all enabled accounts. You don't
have to configure or enable any data sources. Amazon Detective collects and analyses
events from data sources, such as AWS CloudTrail, VPC Flow Logs, and Amazon
GuardDuty findings, and maintains up to a year of aggregated data for analysis.

Consolidates disparate events into a graph model: Amazon Detective can analyse
trillions of events from many separate data sources about the IP traffic, AWS
management operations, and malicious or unauthorized activity to construct a graph
model that distils log data using machine learning, statistical analysis, and graph theory
to build a linked set of data for security investigations.

Interactive visualizations for efficient investigation: Amazon Detective provides
interactive visualizations that makes it easy to investigate issues faster and more
thoroughly with less effort. With an unified view that enables you to visualize all the
context and details in one place, it is easier to identify patterns that may validate or
refute a security issue, and to understand all of the resources impacted by a security
finding.

Newly observed geolocations: The Amazon Detective geolocation map shows you
activity coming from newly observed locations that weren'’t previously observed. This
helps you to identify unusual activity and investigate if it is legitimate or suspicious
activity.

Overall API call volume: The Overall API call volume shows you successful and failed
calls in a specific time period and compares it to the established baseline. This helps you
to identify patterns of abnormal activity and validate a security finding.

Seamless integration for investigating a security finding: Amazon Detective is
integrated with AWS security services such as Amazon GuardDuty and AWS Security
Hub as well as AWS partner security products to help quickly investigate security
findings identified in these services.

Simple deployment with no upfront data source integration or complex
configurations to maintain: With few clicks in the AWS Management Console, you can
enable Amazon Detective. There is no software to deploy, agents to install, or complex
configurations to maintain. There are also no data sources to enable, which means you
do not have to incur the costs of data source enablement, data transfer, and data
storage.

19.1.2. Benefits
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Faster and more effective investigations: Amazon Detective presents a unified view
of user and resource interactions over time, with all the context and details in one place
to help you quickly analyse and get to the root cause of a security finding. For example,
an Amazon GuardDuty finding, like an unusual Console Login API call, can be quickly
investigated in Amazon Detective with details about the API call trends over time, and
user login attempts on a geolocation map. These details enable you to quickly identify if
you think it is legitimate or an indication of a compromised AWS resource.
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e Save time and effort with continuous data updates: Amazon Detective automatically
processes terabytes of event data records about IP traffic, AWS management
operations, and malicious or unauthorized activity. It organizes the data into a graph
model that summarizes all the security-related relationships in your AWS environment.
Amazon Detective then queries this model to create visualizations used in investigations.
The graph model is continuously updated as new data becomes available from AWS
resources, so you spend less time managing constantly changing data.

e Easy to use visualizations: Amazon Detective produces visualizations with the
information you need to investigate and respond to security findings. It helps you answer
questions like ‘is this normal for this role to have so many failed API calls?’ or ‘is this
spike in traffic from this instance expected?’ without having to organize any data or
develop, configure, or tune your own queries and algorithms. Amazon Detective
maintains up to a year of aggregated data that shows changes in the type and volume of
activity over a selected time window, and links those changes to security findings.

19.2.Backup/Restore and Disaster Recovery

This requirement is not applicable for this service. For additional information beyond what is
described herein, please refer to hitp://aws.amazon.com/documentation/.

19.3.Pricing Overview

Please see the AWS UK G Cloud 13 Pricing Document accompanying this service in the Digital
Marketplace.

19.4.Service Constraints
Information on service features and constraints is available online here:

e Service documentation: https://docs.aws.amazon.com/detective/

e Service quotas: https://docs.aws.amazon.com/general/latest/gr/detective.html

e Service FAQs: https://aws.amazon.com/detective/fags/

19.5.Technical Requirements

Please refer to https://docs.aws.amazon.com/detective/ and the following links for
comprehensive technical documentation regarding this service.

e Administration Guide: Provides information on how to enable and disable the Detective
service and how to manage the accounts in a Detective behaviour graph. Describes
other administrative functions such as logging, tracking usage, and maintaining security.

e User Guide: Provides information on how to investigate suspicious activity using the
visualizations generated from a Detective behaviour graph. Identifies the possible
investigation starting points and shows how to use the Detective tools to conduct an
investigation.

o API Reference: Describes the API operations for Amazon Detective. Provides example
requests and responses for each operation.
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20. Amazon DevOps Guru
20.1.Service Overview

Amazon DevOps Guru is a service powered by machine learning (ML) that is designed to make
it easy to improve an application’s operational performance and availability. DevOps Guru helps
detect behaviours that deviate from normal operating patterns so you can identify operational
issues long before they impact your customers.

DevOps Guru uses ML models informed by years of Amazon.com and AWS operational
excellence to identify anomalous application behaviour (for example, increased latency, error
rates, resource constraints, and others) and helps surface critical issues that could cause
potential outages or service disruptions. When DevOps Guru identifies a critical issue, it
automatically sends an alert and provides a summary of related anomalies, the likely root
cause, and context for when and where the issue occurred. When possible, DevOps Guru also
helps provide recommendations on how to remediate the issue.

With one-click deployment, DevOps Guru automatically ingests operational data from your AWS
applications and provides a single dashboard to visualize issues in your operational data. You
can get started by enabling DevOps Guru for all resources in your AWS account, resources in
your AWS CloudFormation Stacks, or resources grouped together by AWS Tags, with no
manual setup or ML expertise required.

20.1.1. Features

e Consolidate operational data from multiple sources: Amazon DevOps Guru
continuously analyzes and consolidates streams of operational data from multiple
sources such as Amazon CloudWatch metrics, AWS Config, AWS CloudFormation, and
AWS X-Ray and provides you with a single-console dashboard to search for and
visualize anomalies in your operational data, thereby reducing the need to use multiple
tools. This delegated administrator can then view, sort, and filter insights from all
accounts within your organization to develop an org-wide view of the health of all
monitored applications—without the need for any additional customization.

e Save time with ML-powered insights: Amazon DevOps Guru improves application
availability and remediates operational issues faster with less manual effort by using ML-
powered recommendations. It continuously ingests and analyzes metrics, logs, events,
and traces to establish normal bounds for application behavior. DevOps Guru then looks
for deviations from normal behavior and aggregates anomalies to create operational
insights based on component relationships in your application. Operational insights
include information on which components are impacted, identification of related
anomalies, and recommendations on how to remediate using contextual data such as
AWS CloudTrail events.

o Automatically configure alarms: Developers and operators can enable Amazon
DevOps Guru to configure and set up alarms for their applications. As applications
evolve and you adopt new services, DevOps Guru automatically recognizes the new
resources and ingests related metrics. It then alerts you when a deviation occurs from
normal operating patterns without requiring any manual updates to rules and alarms.

o Detect the most critical issues with minimal noise: Amazon DevOps Guru leverages
years of experience operating universally available applications such as Amazon.com
and uses ML models trained on internal AWS operational data to provide accurate
operational insights for critical issues that impact applications.

Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this document

May 2022 45



aWS G-Cloud 13 AWS Service Definition Catalogue

20.1.

One-click deployment, with no additional software to deploy and manage: With one
click in the AWS Management Console or a single API call, you can enable Amazon
DevOps Guru on a single account. Amazon DevOps Guru also supports multi-account
insight visibility through AWS Organizations integration. Once enabled, Amazon DevOps
Guru uses ML to automatically collect and analyze data such as application metrics,
logs, events, and behaviors that deviate from normal operating patterns. There are no
additional services to deploy or manage.

Integrate with AWS services and third-party tools: Amazon DevOps Guru natively
integrates with Amazon CloudWatch, AWS Config, AWS CloudFormation, and AWS X-
Ray to discover and track connections and dependencies between application
components. DevOps Guru also integrates with AWS Systems Manager and Amazon
EventBridge. The integration with AWS Systems Manager enables you to automatically
receive an Opsltem in OpsCenter for each insight that DevOps Guru generates. This
allows you to leverage OpsCenter functionality to further view, investigate, and resolve
operational issues faster. The integration with Amazon EventBridge enables you to set
up routing rules to determine where to send notifications, use pre-defined DevOps Guru
patterns to only send notifications or trigger actions that match that pattern (e.g., only
send for “New Insights Open”), or create custom patterns to send notifications. DevOps
Guru is also integrated with third-party incident management tools from PagerDuty and
Atlassian who are able to ingest SNS notifications from DevOps Guru, SO you can
automatically manage incidents within their platform.

2. Benefits

Copy and paste benefits from service landing page

Automatically detect operational issues: Using ML, Amazon DevOps Guru
automatically collects and analyzes data such as application metrics, logs, events, and
behaviors that deviate from normal operating patterns. The service is designed to
automatically detect and alert on operational issues and risks, such as impending
resource exhaustion, code and configuration changes that may cause outages, memory
leaks, under-provisioned compute capacity, and database input/output (1/0)
overutilization.

Resolve issues quickly with ML-powered insights: Amazon DevOps Guru helps
reduce time to identify and resolve the root cause of issues by correlating anomalous
behavior and operational events. When an issue occurs, DevOps Guru is designed to
generate insights with a summary of related anomalies and contextual information about
the issue. When possible, it helps provide actionable recommendations for remediation.

Easily scale and maintain availability: Amazon DevOps Guru saves you the time and
effort involved in manually updating static rules and alarms so you can effectively
monitor complex and evolving applications. When you migrate or adopt new AWS
services, DevOps Guru automatically analyzes their metrics, logs, and events. Then it
produces insights, helping you easily adapt to changing behavior and evolving system
architecture.

Reduce noise and alarm fatigue: Amazon DevOps Guru helps developers and IT
operators reduce alarm noise and overcome alarm fatigue by using pre-trained ML
models to correlate and group related anomalies and surface the most critical alerts.
With DevOps Guru, you can reduce the need to manage multiple monitoring tools and
alarms, which means you can focus on the root cause of the issue and remediation.
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20.2.Backup/Restore and Disaster Recovery

This requirement is not applicable for this service. For additional information beyond what is
described herein, please refer to http://aws.amazon.com/documentation/.

20.3.Pricing Overview

Please see the AWS UK G Cloud 13 Pricing Document accompanying this service in the Digital
Marketplace.

20.4.Service Constraints
Information on service features and constraints is available online here:

e Service documentation: https://docs.aws.amazon.com/devops-guru/index.html

e Service quotas: https://docs.aws.amazon.com/devops-
guru/latest/userguide/quotas.html

e Service FAQs: https://aws.amazon.com/devops-guru/fags/?nc=sn&loc=5

20.5.Technical Requirements

Please refer to https://docs.aws.amazon.com/devops-guru/index.html and the following links for
comprehensive technical documentation regarding this service.

e User Guide: Describes how to use Amazon DevOps Guru to generate insights using
machine learning to help you improve the performance of your operational applications.

o API Reference: Describes the API operations for Amazon DevOps Guru. Also provides
details of related request and response syntax and errors.

e AWS CLI Reference for Amazon DevOps Guru: Describes the AWS CLI commands
that you can use to automate building your source code.

21. Amazon DocumentDB (with MongoDB compatibility)

21.1.Service Overview

Amazon DocumentDB (with MongoDB compatibility) is a database service that is purpose-built
for JSON data management at scale, fully managed and integrated with AWS, and enterprise-
ready with high durability. This scalable service offers you the durability you need when
operating mission-critical MongoDB workloads. In Amazon DocumentDB, storage scales
automatically up to 64 TB without any impact to your application. DocumentDB supports millions
of requests per second with up to 15 low latency read replicas in minutes, without any
application downtime, regardless of the size of your data. Amazon DocumentDB is designed for
99.99% availability and replicates six copies of your data across three AWS Availability Zones
(AZs). You can use AWS Database Migration Service (DMS) for free (for six months) to easily
migrate your self-managed MongoDB databases to Amazon DocumentDB with virtually no
downtime.

21.1.1. Features

e MongoDB-compatible: Amazon DocumentDB is compatible with MongoDB 3.6 and 4.0
drivers and tools. A vast majority of the applications, drivers, and tools that customers
already use today with their open-source MongoDB non-relational database can be used
with Amazon DocumentDB. Amazon DocumentDB emulates the responses that a client
expects from a MongoDB server by implementing the Apache 2.0 open source
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MongoDB 3.6 and 4.0 APIs on a purpose-built, distributed, fault-tolerant, and self-
healing storage system that gives customers the performance, scalability, and
availability they need when operating mission-critical MongoDB workloads at scale.

¢ Fully Managed: Getting started with Amazon DocumentDB is easy. Just launch a new
Amazon DocumentDB cluster using the AWS Management Console. Amazon
DocumentDB instances are pre-configured with parameters and settings appropriate for
the instance class you have selected. You can launch a cluster and connect your
application within minutes without additional configuration. Amazon DocumentDB will
keep your database up-to-date with the latest patches. You can control if and when your
cluster is patched via Database Engine Version Management.

e Performance at scale: Amazon DocumentDB has a flexible JSON document
model, data types, and efficient indexing. The service uses a scale-up, in-memory
optimized architecture to allow for fast query evaluation over large documents sets. With
a few clicks in the AWS Management Console, you can scale the compute and memory
resources, up or down, by creating new replica instances of the desired size or by
removing instances. Compute scaling operations typically complete in a few minutes.
Amazon DocumentDB will automatically grow the size of your storage volume as your
cluster storage needs grow. Your storage volume will grow in increments of 10 GB up to
a maximum of 64 TB. You don't need to provision excess storage for your NoSQL
database to handle future growth.

e Highly Secure and Compliant: Amazon DocumentDB runs in Amazon Virtual Private
Cloud (VPC), which allows you to isolate your cluster in your own virtual network and
connect to your on-premises IT infrastructure using industry- standard encrypted IPsec
virtual private networks (VPNs). In addition, using Amazon DocumentDB’s VPC
configuration, you can configure firewall settings and control network access to your
cluster.

e Encryption: Amazon DocumentDB allows you to encrypt your databases using keys
you create and control through AWS Key Management Service (KMS). On a cluster
running with Amazon DocumentDB encryption, data stored at rest in the underlying
storage is encrypted, as are the automated backups, snapshots, and replicas in the
same cluster. By default, connections between a client and Amazon DocumentDB are
encrypted-in-transit with TLS.

e Highly Available: Amazon DocumentDB Global Clusters provides disaster recovery
from region-wide outages and enables low-latency global reads. Amazon DocumentDB
Global Clusters replicates your data to clusters in up to 5 AWS regions with little to no
impact on performance, with a typical lag of less than one second. Learn more about
setting up Global Clusters in the Amazon DocumentDB user guide.

e Instance Monitoring and Repair: The health of your Amazon DocumentDB cluster and
its instances are continuously monitored. If the instance powering your database fails,
the instance and associated processes are automatically restarted. Amazon
DocumentDB recovery does not require the potentially lengthy replay of database redo
logs, so your instance restart times are typically 30 seconds or less. It also isolates the
database cache from database processes, allowing the cache to survive a database
restart.

e Fault-tolerant and Self-healing Storage: Each 10 GB portion of your storage volume is
replicated six ways, across three Availability Zones (AZs). Amazon DocumentDB uses
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fault-tolerant storage that transparently handles the loss of up to two copies of data
without affecting database write availability and up to three copies without affecting read
availability. Amazon DocumentDB’s storage is also self-healing; data blocks and disks
are continuously scanned for errors and replaced automatically.

21.1.2. Benefits

e Scalable: Support millions of document read requests per second by scaling compute
and storage independently.

¢ Automated: Automate hardware provisioning, patching, setup, and other database
management tasks.

o Durable: Achieve 99.999999999% durability with automatic replication, continuous
backup, and strict network isolation.

e Compatible: Use existing MongoDB drivers and tools with the Apache 2.0 open-source
MongoDB 3.6 and 4.0 APIs.

21.2.Backup/Restore and Disaster Recovery

This service allows for backup and recovery. Automated backups are always enabled on
Amazon DocumentDB clusters. Amazon DocumentDB automatically maintains six copies of
your data across three Availability Zones and will automatically attempt to recover your instance
in a healthy AZ with no data loss. In the unlikely event your data is unavailable within Amazon
DocumentDB storage, you can restore from a cluster snapshot or perform a point-in-time
restore operation to a new cluster. Amazon DocumentDB automatically divides your storage
volume into 10GB segments spread across many disks. Each 10GB chunk of your storage
volume is replicated six ways, across three Availability Zones.

21.3.Pricing Overview

Please see the AWS UK G Cloud 13 Pricing Document accompanying this service in the Digital
Marketplace.

21.4.Service Constraints
Information on service features and constraints is available online here:

e Service documentation: https://docs.aws.amazon.com/documentdb/

e Service quotas:
https://docs.aws.amazon.com/documentdb/latest/developerguide/limits.html

e Service FAQs: https://aws.amazon.com/documentdb/fags/

21.5.Technical Requirements

Please refer to https://docs.aws.amazon.com/documentdb/ and the following links for
comprehensive technical documentation regarding this service.

o Developer Guide: Provides a conceptual overview of Amazon DocumentDB and
provides instructions on using the various features with both the console and the
command line interface.

e Amazon DocumentDB section of the AWS CLI Reference: Describes the command line
interface for Amazon DocumentDB (with MongoDB compatibility) in detail. Provides
basic syntax, options, and usage examples for each command.
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22.

Amazon DynamoDB

22.1.Service Overview

Amazon DynamoDB is a NoSQL database that supports key-value and document data models.
Developers can use DynamoDB to build modern, serverless applications that can start small
and scale globally to support petabytes of data and tens of millions of read and write requests
per second. DynamoDB is designed to run high-performance, internet-scale applications that
would overburden traditional relational databases.

22.1.1. Features

Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this document

Performance at scale: DynamoDB is a key-value and document database that can
support tables of virtually any size with horizontal scaling. This enables DynamoDB to
scale to more than 10 trillion requests per day with peaks greater than 20 million
requests per second, over petabytes of storage.

Key-value and document data models: DynamoDB supports both key-value and
document data models. This enables DynamoDB to have a flexible schema, so each row
can have any number of columns at any point in time. This allows you to easily adapt the
tables as your business requirements change, without having to redefine the table
schema as you would in relational databases.

Microsecond latency with DynamoDB Accelerator: DynamoDB Accelerator (DAX) is
an in-memory cache that delivers fast read performance for your tables at scale by
enabling you to use a fully managed in-memory cache. Using DAX, you can improve the
read performance of your DynamoDB tables by up to 10 times—taking the time required
for reads from milliseconds to microseconds, even at millions of requests per second.

Automated global replication with global tables: DynamoDB global tables replicate
your data automatically across your choice of AWS Regions and automatically scale
capacity to accommodate your workloads. With global tables, your globally distributed
applications can access data locally in the selected regions to get single-digit millisecond
read and write performance.

Advanced streaming applications with Kinesis Data Streams for DynamoDB:
Amazon Kinesis Data Streams for DynamoDB captures item-level changes in your
DynamoDB tables as a Kinesis data stream. This feature enables you to build advanced
streaming applications such as real-time log aggregation, real-time business analytics,
and Internet of Things data capture. Through Kinesis Data Streams, you also can use
Amazon Kinesis Data Firehose to deliver DynamoDB data automatically to other AWS
services.

Serverless: With DynamoDB, there are no servers to provision, patch, or manage, and
no software to install, maintain, or operate. DynamoDB automatically scales tables to
adjust for capacity and maintains performance with zero administration. Availability and
fault tolerance are built in, eliminating the need to architect your applications for these
capabilities.

Read/write capacity modes: DynamoDB provides capacity modes for each table: on-
demand and provisioned. For workloads that are less predictable for which you are
unsure that you will have high utilization, on-demand capacity mode takes care of
managing capacity for you, and you only pay for what you consume. Tables using
provisioned capacity mode require you to set read and write capacity. Provisioned
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capacity mode is more cost effective when you’re confident you'll have decent utilization
of the provisioned capacity you specify.

On-demand mode: For tables using on-demand capacity mode, DynamoDB instantly
accommodates your workloads as they ramp up or down to any previously reached
traffic level. If a workload’s traffic level hits a new peak, DynamoDB adapts rapidly to
accommodate the workload. You can use on-demand capacity mode for both new and
existing tables, and you can continue using the existing DynamoDB APIs without
changing code.

Auto scaling: For tables using provisioned capacity, DynamoDB delivers automatic
scaling of throughput and storage based on your previously set capacity by monitoring
the performance usage of your application. If your application traffic grows, DynamoDB
increases throughput to accommodate the load. If your application traffic shrinks,
DynamoDB scales down so that you pay less for unused capacity.

Change tracking with triggers: DynamoDB integrates with AWS Lambda to provide
triggers. Using triggers, you can automatically execute a custom function when item-
level changes in a DynamoDB table are detected. With triggers, you can build
applications that react to data modifications in DynamoDB tables. The Lambda function
can perform any actions you specify, such as sending a notification or initiating a
workflow.

22.1.2. Benefits

Performance: Deliver apps with consistent single-digit millisecond performance, nearly
unlimited throughput and storage, and automatic multi-region replication.

Security: Secure your data with encryption at rest, automatic backup and restore, and
guaranteed reliability with an SLA of up to 99.999% availability.

Fully Managed: Focus on innovation and optimize costs with a fully managed
serverless database that automatically scales up and down to fit your needs.

Integration: Integrate with AWS services to do more with your data. Use built-in tools to
perform analytics, extract insights, and monitor traffic trends.

22.2.Backup/Restore and Disaster Recovery

This service allows for backup and recovery. The service can back up tables and data. Users
control this via a manual or scheduled API call. Users schedule and recover backups through a
web interface.

22.3.Pricing Overview

Please see the AWS UK G Cloud 13 Pricing Document accompanying this service in the Digital
Marketplace.

22.4.Service Constraints

Information on service features and constraints is available online here:
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Service quotas:
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/ServiceQuotas.h
tml
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e Service FAQs: https://aws.amazon.com/dynamodb/fags/

22.5.Technical Requirements

Please refer to https://docs.aws.amazon.com/dynamodb/ and the following links for
comprehensive technical documentation regarding this service.

e Developer Guide: Provides a conceptual overview of Amazon DynamoDB and includes
detailed development instructions for using the various features.

o API Reference: Describes all the API operations for Amazon DynamoDB in detail. Also
provides sample requests, responses, and errors for the supported web services
protocols.

23. Amazon ECS Anywhere
23.1.Service Overview

Amazon Elastic Container Service (ECS) Anywhere enables you to easily run and manage
container workloads on customer-managed infrastructure.

ECS Anywhere builds upon the ease and simplicity of Amazon ECS to provide a consistent
tooling and API experience across your container-based applications. Whether on-premises or
in the cloud, you'll have similar cluster management, workload scheduling, and monitoring
you've come to know from Amazon ECS. Reduce costs and mitigate complex local container
orchestration by taking advantage of the completely managed solution that ECS Anywhere
provides. ECS Anywhere helps you meet compliance requirements and scale your business
without sacrificing your on-premises investments.

23.1.1. Features

e Containerize existing on-premises workloads: Rather than installing and operating a
local control plane, you can use the same hyperscale, trusted, and fully managed
Amazon ECS control plane for your on-premises container workloads.

¢ Data processing workloads at the edge: Run containerized data processing
workloads at edge locations on your own hardware with Amazon ECS Anywhere so that
you can stay close to your end customers and maintain reduced latency.

e Burstto cloud as needed: With Amazon ECS Anywhere, you can use your on-
premises infrastructure as base capacity while bursting into the AWS cloud for additional
capacity to meet peaks in demand and as your business grows. ECS Anywhere offers a
cost-effective way for you to meet your compute needs as your business scales.

e Make use of existing capital investments: Amazon ECS Anywhere enables you to
leverage your existing capital investments while simultaneously taking advantage of
running workloads in the cloud. Consistent Amazon ECS tooling on-premises and in the
cloud makes it easier for you to migrate your containers workloads to the cloud in the
future, if you choose.

e On-premises ML and video processing workloads: Utilize your on-premises GPU
compute capacity to run GPU-based container workloads while keeping the simplicity of
a fully managed orchestration service provided by ECS. Run machine learning, image
processing, 3D visualization, big data, among other applications without the need to
transfer your data to the cloud or manage a third party orchestration software.
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23.1.2. Benefits

o Fully managed cloud control plane: With Amazon ECS Anywhere, you don't need to
run and operate separate container management software for your on-premises
container workloads. With the familiar managed in-region ECS control plane to
orchestrate your containers and run tasks on your infrastructure, you'll spend less time
on operational overhead and more time focusing on driving innovation for your business.

e Consistent tooling and governance: Amazon ECS Anywhere makes it easy for you to
use the same ECS APIs, cluster management, workload scheduling, and monitoring for
all of your container-based applications. This ensures a simple and consistent operator
experience no matter where your applications are running.

¢ Manage your hybrid footprint: Amazon ECS Anywhere enables you to run
applications in both on-premises environments and the cloud with a standardized
container orchestrator, removing the need for your team to learn multiple domains and
skillsets and manage complex software on their own.

e Helps fulfil your compliance and business requirements: Satisfy compliance, data
gravity, and other business requirements by running your workloads on infrastructure
you own while enjoying simple and familiar ECS tooling.

23.2.Backup/Restore and Disaster Recovery

This service allows for backup and recovery. The service can back up machine images. Users
control this via a manual or scheduled API call. Users schedule and recover backups through a
web interface.

23.3.Pricing Overview

Please see the AWS UK G Cloud 13 Pricing Document accompanying this service in the Digital
Marketplace.

23.4.Service Constraints
Information on service features and constraints is available online here:

e Service documentation:
https://docs.aws.amazon.com/AmazonECS/latest/developerquide/ecs-anywhere.html

e Service quotas:
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-quotas.html

e Service FAQs: https://aws.amazon.com/ecs/anywhere/fags/

23.5.Technical Requirements

Please refer to https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs-
anywhere.html for comprehensive technical documentation regarding this service.

24. Amazon EKS Anywhere
24.1.Service Overview

Amazon EKS Anywhere helps simplify the creation and operation of on-premises Kubernetes
clusters with default component configurations while providing tools for automating cluster
management. It builds on the strengths of Amazon EKS Distro: the same Kubernetes
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distribution that powers Amazon EKS on AWS. AWS supports all Amazon EKS Anywhere
components including the integrated 3rd-party software, so that customers can reduce their
support costs and avoid maintenance of redundant open-source and third-party tools. In
addition, Amazon EKS Anywhere gives customers on-premises Kubernetes operational tooling
that’s consistent with Amazon EKS.

24.1.1. Features

e Hybrid cloud consistency: You may have lots of Kubernetes workloads on Amazon
EKS but also need to operate Kubernetes clusters on-premises. Amazon EKS Anywhere
offers strong operational consistency with Amazon EKS so you can standardize your
Kubernetes operations based on a unified toolset.

¢ Disconnected environment: You may need to secure your applications in
disconnected environment or run applications in areas without internet connectivity.
Amazon EKS Anywhere allows you to deploy and operate highly-available clusters with
the same Kubernetes distribution that powers Amazon EKS on AWS.

e Application modernization: Amazon EKS Anywhere empowers you to modernize your
on-premises applications, removing the heavy lifting of keeping up with upstream
Kubernetes and security patches, so you can focus on your core business value.

¢ Data sovereignty: You may want to keep your large data sets on-premises due to legal
requirements concerning the location of the data. Amazon EKS Anywhere brings the
trusted Amazon EKS Kubernetes distribution and tools to where your data needs to be.

24.1.2. Benefits

e Simplify on-premises Kubernetes management: Amazon EKS Anywhere helps
simplify the creation and operation of on-premises Kubernetes clusters with default
component configurations while providing tools for automating cluster management.

e One stop support: AWS supports all Amazon EKS Anywhere components including the
integrated 3rd-party software, so that customers can reduce their support costs and
avoid maintenance of redundant open-source and third-party tools.

o Consistent and reliable: Amazon EKS Anywhere gives you on-premises Kubernetes
operational tooling that’s consistent with Amazon EKS. It builds on the strengths of
Amazon EKS Distro and provides open-source software that’s up-to-date and patched,
S0 you can have a Kubernetes environment on-premises that is more reliable than self-
managed Kubernetes offerings.

24.2.Backup/Restore and Disaster Recovery

This service allows for backup and recovery. The service can back up data on the cluster by
publishing snapshots to S3. Users control this via User intervention and schedules. Users
schedule and recover backups through a web interface.

24.3.Pricing Overview

“‘Please see the AWS UK G Cloud 13 Pricing Document accompanying this service in the Digital
Marketplace.”

24.4.Service Constraints
Information on service features and constraints is available online here:

e Service documentation: https://docs.aws.amazon.com/eks/index.html

Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this document
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Service quotas: https://docs.aws.amazon.com/eks/latest/userguide/service-quotas.html

Service FAQs: https://aws.amazon.com/eks/eks-anywhere/fags/

24.5.Technical Requirements

Please refer to https://docs.aws.amazon.com/eks/index.html and the following links for
comprehensive technical documentation regarding this service.

25.

User Guide: Describes key concepts of Amazon EKS and provides instructions for
using the features of Amazon EKS.

API Reference: Documents the Amazon EKS API.

Amazon EKS section of AWS CLI Reference: Documents the Amazon EKS
commands available in the AWS Command Line Interface (AWS CLI).

Amazon EKS module of AWS Cloud Development Kit: Describes how to define
Amazon EKS clusters using the AWS Cloud Development Kit.

Amazon EKS Workshop: Interactive workshop that shows host to use Amazon EKS
features with other AWS services.

Amazon EKS best practices guides: Describes best practices for using Amazon EKS.

Amazon Elastic Block Store (EBS)

25.1.Service Overview

Amazon EBS allows you to create storage volumes and attach them to Amazon EC2 instances.
Once attached, you can create a file system on top of these volumes, run a database, or use
them in any other way you would use block storage. Amazon EBS volumes are placed in a
specific Availability Zone where they are automatically replicated to protect you from the failure
of a single component. All EBS volume types offer durable snapshot capabilities and are
designed for 99.999% availability.

25.1.1. Features

Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this document

Amazon EBS volume types: Amazon EBS provides a range of options that allow you
to optimize storage performance and cost for your workload. These options are divided
into two major categories: SSD-backed storage for transactional workloads, such as
databases and boot volumes (performance depends primarily on IOPS), and HDD-
backed storage for throughput intensive workloads, such as MapReduce and log
processing (performance depends primarily on MB/s).

Amazon data lifecycle manager for EBS snapshots: Data Lifecycle Manager for EBS
snapshots provides a simple, automated way to back up data stored on EBS volumes by
ensuring that EBS snapshots are created and deleted on a custom schedule. You no
longer need to use scripts or other tools to comply with data backup and retention
policies specific to your organization or industry.

Amazon EBS Elastic Volumes: Elastic Volumes is a feature that allows you to easily
adapt your volumes as the needs of your applications change. Elastic Volumes allows
you to dynamically increase capacity, tune performance, and change the type of any
new or existing current generation volume with no downtime or performance impact.
Easily right-size your deployment and adapt to performance changes.

Amazon EBS Snapshots: Amazon EBS provides the ability to save point-in-time
snapshots of your volumes to Amazon S3. Amazon EBS Snapshots are stored
incrementally: only the blocks that have changed after your last snapshot are saved, and
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you are billed only for the changed blocks. If you have a device with 100 GB of data but
only 5 GB has changed after your last snapshot, a subsequent snapshot consumes only
5 additional GB and you are billed only for the additional 5 GB of snapshot storage, even
though both the earlier and later snapshots appear complete.

Amazon EBS-Optimized instances: For an additional low, hourly fee, customers can
launch certain Amazon EC2 instance types as EBS-optimized instances. EBS-optimized
instances enable EC2 instances to fully use the IOPS provisioned on an EBS volume.

Amazon EBS availability and durability: Amazon EBS volumes are designed to be
highly available, reliable, and durable. At no additional charge to you, Amazon EBS
volume data is replicated across multiple servers in an Availability Zone to prevent the
loss of data from the failure of any single component. Amazon EBS offers a higher
durability volume (io2), that is designed to provide 99.999% durability with an annual
failure rate (AFR) of 0.001%, where failure refers to a complete or partial loss of the
volume. For example, if you have 100,000 EBS io2 volumes running for 1 year, you
should expect only one i02 volume to experience a failure. This makes i02 ideal for
business-critical applications such as SAP HANA, Oracle, Microsoft SQL Server and
IBM DB2 that will benefit from higher uptime. io2 volumes are 2000 times more reliable
than typical commodity disk drives, which fail with an AFR of around 2%. All other
Amazon EBS volumes are designed to provided 99.8%-99.9% durability with an AFR of
between 0.1% - 0.2%,

Amazon EBS encryption and AWS Identity and Access Management: Amazon EBS
encryption offers seamless encryption of EBS data volumes, boot volumes and
snapshots, eliminating the need to build and manage a secure key management
infrastructure. EBS encryption enables data at rest security by encrypting your data
volumes, boot volumes and snapshots using Amazon-managed keys or keys you create
and manage using the AWS Key Management Service (KMS). In addition, the
encryption occurs on the servers that host EC2 instances, providing encryption of data
as it moves between EC2 instances and EBS data and boot volumes.

25.1.2. Benefits

Scalable: Scale fast for your most demanding, high-performance workloads, including
mission-critical applications such as SAP, Oracle, and Microsoft products.

Available and durable: Protect against failures with 99.999% availability, including
replication within Availability Zone (AZs), and 99.999% durability with io2 Block Express
volumes.

Range of storage types: Select the storage that best fits your workload. Volumes range
from cost-effective dollar-per-GB to high performance with the fastest IOPS and
throughput.

25.2.Backup/Restore and Disaster Recovery

This service allows for backup and recovery. The service can back up volumes. Users control
this via a manual or scheduled API call. Users schedule and recover backups through a web
interface.

25.3.Pricing Overview

Please see the AWS UK G Cloud 13 Pricing Document accompanying this service in the Digital
Marketplace.

Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this document
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25.4.Service Constraints
Information on service features and constraints is available online here:

e Service documentation: https://docs.aws.amazon.com/ebs/

e Service quotas: https://docs.aws.amazon.com/AWSEC?2/latest/UserGuide/ebs-
resource-quotas.html

e Service FAQs: https://aws.amazon.com/ebs/fags/

25.5.Technical Requirements

Please refer to https://docs.aws.amazon.com/ebs/ and the following links for comprehensive
technical documentation regarding this service.

e User Guide: Describes key concepts of Amazon EBS and provides instructions for using
the Amazon EBS volumes.

o API Reference: Describes the API operations for Amazon EBS.

26. Amazon Elastic Compute Cloud (EC2)
26.1.Service Overview

Amazon EC2 provides the broadest and deepest instance choice to match your workload’s
needs. General purpose, compute optimized, memory optimized, storage optimized, and
accelerated computing instance types are available that provide the optimal compute, memory,
storage, and networking balance for your workloads. Processors from Intel, AMD, NVIDIA and
AWS power these instance types and provide additional performance and cost optimizations.
Local storage and enhanced networking options available with instance types further help
optimize performance for workloads that are disk or network 1/0 bound. Many instance types
also offer bare metal instances that provide your applications with direct access to the processor
and memory of the underlying server for running in non-virtualized environments or for
applications where you want to use your own hypervisor.

26.1.1. Features

e Multiple Locations: Amazon EC2 provides the ability to place instances in multiple
locations. Amazon EC2 locations are composed of Regions and Availability Zones.
Availability Zones are distinct locations that are engineered to be insulated from failures
in other Availability Zones and provide inexpensive, low latency network connectivity to
other Availability Zones in the same Region. By launching instances in separate
Availability Zones, you can protect your applications from failure of a single location.
Regions consist of one or more Availability Zones and are geographically dispersed. The
Amazon EC2 Service Level Agreement commitment is 99.99% availability for each
Amazon EC2 Region. Please refer to Regional Products and Services for more details of
our product and service availability by region.

e High Precision Time with Amazon Time Sync Service: The Amazon Time Sync
Service provides a highly accurate, reliable and available time source to AWS services
including EC2 instances. For instructions on how to access the service, see Setting the
Time sections of the Linux and Windows User Guides.

e Choice of operating systems and software: Amazon Machine Images (AMIs) are
preconfigured with an ever-growing list of operating systems, including Microsoft

Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this document
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Windows and Linux distributions such as Amazon Linux 2, Ubuntu, Red Hat Enterprise
Linux, CentOS, SUSE and Debian. We work with our partners and community to provide
you with the most choice possible. The AWS Marketplace features a wide selection of
commercial and free software from well-known vendors, designed to run on your EC2
instances.

e Pay for What You Use: With per-second billing, you only pay for what you use. It takes
the cost of unused minutes and seconds in an hour off of the bill, so you can focus on
improving your applications instead of maximizing usage to the hour. Learn more about
EC2 pricing.

e Scale Seamlessly with Amazon EC2 Auto Scaling: Amazon EC2 Auto Scaling allows
you to automatically scale your Amazon EC2 capacity up or down according to
conditions you define. You can use the dynamic and predictive scaling policies within
EC2 Auto Scaling to add or remove EC2 instances. Predictive scaling uses machine
learning to proactively allocate instances based on anticipated demand, and dynamic
scaling allows you to scale compute based on defined metrics. With EC2 Auto Scaling,
you can ensure that the number of Amazon EC2 instances you're using scales up
seamlessly during demand spikes to maintain performance, and scales down
automatically during demand lulls to minimize costs. See Amazon EC2 Auto Scaling for
more details.

e Optimize Compute Performance and Cost with Amazon EC2 Fleet: With a single
API call, Amazon EC2 Fleet lets you provision compute capacity across EC2 instance
types, Availability Zones, and purchase models to help optimize scale, performance and
cost. Read FAQs and this AWS blog to learn more. You can also access EC2 Fleet
capabilities via Amazon EC2 Auto Scaling to provision and automatically scale compute
capacity across EC2 instance types, Availability Zones, and purchase options in a single
Auto Scaling Group.

e Optimized CPU Configurations: The Optimize CPUs feature gives you greater control
of your Amazon EC2 instances on two fronts. First, you can specify a custom number of
vCPUs when launching new instances to save on vCPU-based licensing costs. Second,
you can disable Intel Hyper-Threading Technology (Intel HT Technology) for workloads
that perform well with single-threaded CPUs, such as certain high-performance
computing (HPC) applications. To learn more about how Optimize CPUs can help you,
visit the Optimize CPUs documentation here.

e Pause and Resume Your Instances: You can hibernate your Amazon EC2 instances
backed by Amazon EBS, and resume them from this state at a later time. Applications
that take a while to bootstrap and persist state into memory (RAM) can benefit from this
feature.

e Optimal storage for every workload: Different Amazon EC2 workloads can have
vastly different storage requirements. Beyond the built-in instance storage, we also offer
Amazon Elastic Block Store (Amazon EBS) and Amazon Elastic File System (Amazon
EFS) to suit other cloud storage workload requirements. Amazon EBS provides
persistent, highly available, consistent, low-latency block storage volumes for use with
Amazon EC2 instances, while Amazon EFS provides simple, scalable, persistent, fully
managed cloud file storage for shared access.

e High Packet-Per-Second Performance and Low Latency with Enhanced
Networking: Enhanced Networking enables you to get significantly higher packet per
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second (PPS) performance, lower network jitter and lower latencies. This feature uses a
network virtualization stack that provides higher 1/0 performance and lower CPU
utilization compared to traditional implementations. For instructions on how to enable
Enhanced Networking on EC2 instances, see the Enhanced Networking on Linux and
Enhanced Networking on Windows tutorials. For availability of this feature by instance,
or to learn more, visit the Enhanced Networking FAQ section.

Run High Levels of Inter-Node Communications with Elastic Fabric Adapter:
Elastic Fabric Adapter (EFA) is a network interface for Amazon EC2 instances that
enables customers to run applications requiring high levels of inter-instance
communications, like machine learning, computational fluid dynamics, weather
modelling, and reservoir simulation, at scale on AWS. EFA is available as an optional
EC2 networking feature that you can enable on any supported EC2 instance at no
additional cost.

Manage Dynamic Cloud Computing Services with Elastic IP Addresses: Elastic IP
addresses are static IP addresses designed for dynamic cloud computing. An Elastic IP
address is associated with your account, not with a particular instance, and you control
that address until you choose to explicitly release it. Unlike traditional static IP
addresses, however, Elastic IP addresses allow you to mask instance or Availability
Zone failures by programmatically remapping your public IP addresses to any instance
in your account. You can also optionally configure the reverse DNS record of any of your
Elastic IP addresses by filling out this form.

High Throughput and Low Latency with High Performance Computing (HPC)
Clusters: Customers with complex computational workloads such as tightly coupled
parallel processes, or with applications sensitive to network performance, can achieve
the same high compute and network performance provided by custom-built infrastructure
while benefiting from the elasticity, flexibility and cost advantages of Amazon EC2.

Access Services Hosted on AWS Easily and Securely with AWS PrivateLink: AWS
PrivateLink is a purpose-built technology designed for customers to access Amazon
services in a highly performant and highly available manner, while keeping all the
network traffic within the AWS network.

26.1.2. Benefits

Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this document

Broadest and deepest provision: Amazon Elastic Compute Cloud (Amazon EC2)
offers the broadest and deepest compute platform, with over 475 instances and choice
of the latest processor, storage, networking, operating system, and purchase model to
help you best match the needs of your workload.

Wide range of instances: We are the first major cloud provider that supports Intel,
AMD, and Arm processors, the only cloud with on-demand EC2 Mac instances, and the
only cloud with 400 Gbps Ethernet networking.

Price performance: We offer the best price performance for machine learning training,
as well as the lowest cost per inference instances in the cloud.

Widely used: More SAP, high performance computing (HPC), ML, and Windows
workloads run on AWS than any other cloud.

Reliable and scalable: Access reliable, scalable infrastructure on demand. Scale
capacity within minutes with SLA commitment of 99.99% availability.
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e Security: Provide secure compute for your applications. Security is built into the
foundation of Amazon EC2 with the AWS Nitro System.

e Flexibility: Optimize performance and cost with flexible options like AWS Graviton-
based instances, Amazon EC2 Spot instances, and AWS Savings Plans.

¢ Ease of migration: Migrate and build apps with ease using AWS Migration Tools, AWS
Managed Services, or Amazon Lightsail. Learn how AWS can help.

We offer four different ways to buy instances, each with their own cost benefits:

e On-Demand Instances: On-Demand Instances let you pay for compute capacity by the
hour with no long-term commitments. This frees you from the costs and complexities of
planning, purchasing, and maintaining hardware and transforms what are commonly
large, fixed costs into much smaller variable costs. On-Demand Instances also remove
the need to buy “safety net” capacity to handle periodic traffic spikes.

e Reserved Instances: A Reserved Instance provides you with a significant discount (up
to 75%) compared to On-Demand Instance pricing. There are three Reserved Instance
payment options—No Upfront, Partial Upfront, and All Upfront—that enable you to
balance the amount you pay up front with your effective hourly price. The Reserved
Instance Marketplace is also available, which provides you with the opportunity to sell
Reserved Instances if your needs change (e.g., want to move instances to a new AWS
Region, change to a new instance type, or sell capacity for projects that end before your
Reserved Instance term expires).

e Spot Instances: Spot Instances allow customers to bid on unused Amazon EC2
capacity and run those instances for as long as their bid exceeds the current Spot Price.
The Spot Price changes periodically based on supply and demand, and customers
whose bids meet or exceed it gain access to the available Spot Instances. If you have
flexibility in when your applications can run, Spot Instances can significantly lower your
Amazon EC2 costs.

e Savings Plans: Savings Plans is a flexible pricing model that provides savings of up to
72% on your AWS compute usage. This pricing model offers lower prices on Amazon
EC2 instances usage, regardless of instance family, size, OS, tenancy or AWS Region,
and also applies to AWS Fargate and AWS Lambda usage. Savings Plans offer
significant savings over On Demand, just like EC2 Reserved Instances, in exchange for
a commitment to use a specific amount of compute power (measured in $/hour) for a
one or three year period. You can sign up for Savings Plans for a 1- or 3-year term and
easily manage your plans by taking advantage of recommendations, performance
reporting and budget alerts in the AWS Cost Explorer.

26.1.3. Instance types

Amazon EC2 provides a wide selection of instance types optimised to fit different use cases.
Instance types comprise varying combinations of CPU, memory, storage, and networking
capacity and give you the flexibility to choose the appropriate mix of resources for your
applications. Each instance type includes one or more instance sizes, allowing you to scale your
resources to the requirements of your target workload. We have provided details of some of the
instance types available below.
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26.1.3.1. General Purpose

Al - Amazon EC2 Al instances deliver significant cost savings and are ideally suited for scale-
out and Arm-based workloads that are supported by the extensive Arm ecosystem. Al
instances are the first EC2 instances powered by AWS Graviton Processors that feature 64-bit
Arm Neoverse cores and custom silicon designed by AWS.

e Custom built AWS Graviton Processor with 64-bit Arm Neoverse cores
e Support for Enhanced Networking with Up to 10 Gbps of Network bandwidth
e EBS-optimized by default

o Powered by the AWS Nitro System, a combination of dedicated hardware and
lightweight hypervisor

T3 - T3 instances are the next generation burstable general-purpose instance type that provide
a baseline level of CPU performance with the ability to burst CPU usage at any time for as long
as required. T3 instances offer a balance of compute, memory, and network resources and are
designed for applications with moderate CPU usage that experience temporary spikes in use.

T3 instances accumulate CPU credits when a workload is operating below baseline threshold.
Each earned CPU credit provides the T3 instance the opportunity to burst with the performance
of a full CPU core for one minute when needed. T3 instances can burst at any time for as long
as required in Unlimited mode.

e Burstable CPU, governed by CPU Credits, and consistent baseline performance

¢ Unlimited mode by default to ensure performance during peak periods and Standard
mode option for a predictable monthly cost

¢ Powered by the AWS Nitro System, a combination of dedicated hardware and
lightweight hypervisor

o AWS Nitro System and high frequency Intel Xeon Scalable processors result in up to a
30% price performance improvement over T2 instances

T3a - T3a instances are the next generation burstable general-purpose instance type that
provide a baseline level of CPU performance with the ability to burst CPU usage at any time for
as long as required. T3a instances offer a balance of compute, memory, and network resources
and are designed for applications with moderate CPU usage that experience temporary spikes
in use. T3a instances deliver up to 10% cost savings over comparable instance types.

T3a instances accumulate CPU credits when a workload is operating below baseline threshold.
Each earned CPU credit provides the T3a instance the opportunity to burst with the
performance of a full CPU core for one minute when needed. T3a instances can burst at any
time for as long as required in Unlimited mode.

e AMD EPYC 7000 series processors with an all core turbo clock speed of 2.5 GHz
e Burstable CPU, governed by CPU Credits, and consistent baseline performance

e Unlimited mode by default to ensure performance during peak periods and Standard
mode option for a predictable monthly cost

o Powered by the AWS Nitro System, a combination of dedicated hardware and
lightweight hypervisor
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T2 — T2 instances are Burstable Performance Instances that provide a baseline level of CPU
performance with the ability to burst above the baseline. T2 Unlimited instances can sustain
high CPU performance for as long as a workload needs it. For most general-purpose workloads,
T2 Unlimited instances will provide ample performance without any additional charges.

The baseline performance and ability to burst are governed by CPU Credits. T2 instances
receive CPU Credits continuously at a set rate depending on the instance size, accumulating
CPU Credits when they are idle, and consuming CPU credits when they are active. T2
instances are a good choice for a variety of general-purpose workloads including micro-
services, low-latency interactive applications, small and medium databases, virtual desktops,
development, build and stage environments, code repositories, and product prototypes. For
more information see Burstable Performance Instances. Features include:

e High frequency Intel Xeon processors
e Burstable CPU, governed by CPU Credits, and consistent baseline performance
e Lowest-cost general purpose instance type, and Free Tier eligible*

e Balance of compute, memory, and network resources

M6g - Amazon EC2 M6q instances are powered by Arm-based AWS Graviton2 processors.
They deliver up to 40% better price/performance over current generation M5 instances and offer
a balance of compute, memory, and networking resources for a broad set of workloads.

e Custom built AWS Graviton2 Processor with 64-bit Arm Neoverse cores
e Support for Enhanced Networking with Up to 25 Gbps of Network bandwidth
e EBS-optimized by default

o Powered by the AWS Nitro System, a combination of dedicated hardware and
lightweight hypervisor

M5 - M5 instances are the latest generation of General Purpose Instances. This family provides
a balance of compute, memory, and network resources, and it is a good choice for many
applications. Features include:

e 2.5 GHz Intel Xeon® Platinum 8175 processors with new Intel Advanced Vector
Extension (AXV-512) instruction set

e New larger instance size, m5.24xlarge, offering 96 vCPUs and 384 GiB of memory
e EBS-optimized by default and higher EBS performance on smaller instance sizes
e Up to 25 Ghps network bandwidth using Enhanced Networking

e Requires HVM AMis that include drivers for ENA and NVMe

e Powered by the new light-weight Nitro system, a combination of dedicated hardware and
lightweight hypervisor

Mb5a - M5a instances are the latest generation of General Purpose Instances powered by AMD
EPYC 7000 series processors. M5a instances deliver up to 10% cost savings over comparable
instance types.

e AMD EPYC 7000 series processors with an all core turbo clock speed of 2.5 GHz
e Up to 20 Gbps network bandwidth using Enhanced Networking
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Requires HVM AMIs that include drivers for ENA and NVMe

Powered by the AWS Nitro System, a combination of dedicated hardware and
lightweight hypervisor

Instance storage offered via EBS or NVMe SSDs that are physically attached to the host
server

With Mbad instances, local NVMe-based SSDs are physically connected to the host
server and provide block-level storage that is coupled to the lifetime of the M5a instance

M5n - M5 instances are ideal for workloads that require a balance of compute, memory, and
networking resources including web and application servers, small and mid-sized databases,
cluster computing, gaming servers, and caching fleet. The higher bandwidth, M5n and M5dn,
instance variants are ideal for applications that can take advantage of improved network
throughput and packet rate performance.

2nd generation Intel Xeon Scalable Processors (Cascade Lake) with a sustained all-core
Turbo CPU frequency of 3.1 GHz and maximum single core turbo frequency of 3.5 GHz

Support for the new Intel Vector Neural Network Instructions (AVX-512 VNNI) which will
help speed up typical machine learning operations like convolution, and automatically
improve inference performance over a wide range of deep learning workloads

25 Gbps of peak bandwidth on smaller instance sizes
100 Gbps of network bandwidth on the largest instance size
Requires HVYM AMiIs that include drivers for ENA and NVMe

Powered by the AWS Nitro System, a combination of dedicated hardware and
lightweight hypervisor

Instance storage offered via EBS or NVMe SSDs that are physically attached to the host
server

With M5dn instances, local NVMe-based SSDs are physically connected to the host
server and provide block-level storage that is coupled to the lifetime of the M5 instance

M4 — M4 instances provide a balance of compute, memory, and network resources, and it is a
good choice for many applications. Features include:

2.3 GHz Intel Xeon® E5-2686 v4 (Broadwell) processors or 2.4 GHz Intel Xeon® E5-
2676 v3 (Haswell) processors

EBS-optimized by default at no additional cost
Support for Enhanced Networking

Balance of compute, memory, and network resources

26.1.3.2. Compute-Optimised

C5 - C5 instances are optimized for compute-intensive workloads and deliver very cost-effective
high performance at a low price per compute ratio. Features include:
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C5 instances offer a choice of processors based on the size of the instance.
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New C5 and C5d 12xlarge, 24xlarge, and metal instance sizes feature custom 2nd
generation Intel Xeon Scalable Processors (Cascade Lake) with a sustained all core
Turbo frequency of 3.6GHz and single core turbo frequency of up to 3.9GHz.

Other C5 instance sizes will launch on the 2nd generation Intel Xeon Scalable
Processors (Cascade Lake) or 1st generation Intel Xeon Platinum 8000 series (Skylake-
SP) processor with a sustained all core Turbo frequency of up to 3.4GHz, and single
core turbo frequency of up to 3.5 GHz.

New larger 24xlarge instance size offering 96 vCPUs, 192 GiB of memory, and optional
3.6TB local NVMe-based SSDs

Requires HVM AMIs that include drivers for ENA and NVMe

With C5d instances, local NVMe-based SSDs are physically connected to the host
server and provide block-level storage that is coupled to the lifetime of the C5 instance

Elastic Network Adapter (ENA) provides C5 instances with up to 25 Gbps of network
bandwidth and up to 14 Gbps of dedicated bandwidth to Amazon EBS.
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C5n - C5n instances are ideal for high compute applications (including High Performance
Computing (HPC) workloads, data lakes, and network appliances such as firewalls and routers)
that can take advantage of improved network throughput and packet rate performance. C5n
instances offers up to 100 Gbps network bandwidth and increased memory over comparable C5
instances. C5n.18xlarge instances support Elastic Fabric Adapter (EFA), a network interface for
Amazon EC2 instances that enables customers to run applications requiring high levels of inter-
node communications, like High Performance Computing (HPC) applications using the Message
Passing Interface (MPI), at scale on AWS.

3.0 GHz Intel Xeon Platinum processors with Intel Advanced Vector Extension 512
(AVX-512) instruction set

Run each core at up to 3.5 GHz using Intel Turbo Boost Technology
Larger instance size, c5n.18xlarge, offering 72 vCPUs and 192 GiB of memory
Requires HVM AMIs that include drivers for ENA and NVMe

Network bandwidth increases to up to 100 Gbps, delivering increased performance for
network intensive applications.

EFA support on c5n.18xlarge instances
33% higher memory footprint compared to C5 instances
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C4 - C4 instances are optimized for compute-intensive workloads and deliver very cost-
effective high performance at a low price per compute ratio. Features include:
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High frequency Intel Xeon E5-2666 v3 (Haswell) processors optimized specifically for
EC2

Default EBS-optimized for increased storage performance at no additional cost

May 2022 64


https://aws.amazon.com/ec2/nitro/
https://aws.amazon.com/ec2/instance-types/c5/
https://aws.amazon.com/hpc/efa/
https://aws.amazon.com/hpc/
https://aws.amazon.com/ec2/nitro/

aWS G-Cloud 13 AWS Service Definition Catalogue

Higher networking performance with Enhanced Networking supporting Intel 82599 VF
Requires Amazon VPC, Amazon EBS and 64-bit HYM AMIs

26.1.3.3. Memory Optimised

R5 - R5 instances deliver 5% additional memory per vCPU than R4 and the largest size
provides 768 GiB of memory. In addition, R5 instances deliver a 10% price per GiB
improvement and a ~20% increased CPU performance over R4.

Up to 3.1 GHz Intel Xeon® Platinum 8175 processors with new Intel Advanced Vector
Extension (AVX-512) instruction set

Up to 768 GiB of memory per instance
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