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Us

DLP is a specialist consultancy here to
help you achieve your information se-
curity and privacy objectives.

We assist organisation’s with projects
involving DSP Toolkit, ISO 27001, Cyber
Essentials, GDPR, PCI, Cyber Security,
and Data Protection.

Over the years, DLP consultants have
completed many successful projects for
a wide range of clients including, gov-
ernment clients, NHS departments,
pharmaceutical manufacturers, finan-
cial clients and numerous others.

With a deep understanding of InfoSec
and data protection our consultants will
work with you assessing your level of
compliance, and then provide appropri-
ate guidance and support to move the
project forward.
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Service Definition

DLP penetration testing services use skilled specialists utilising ethical hacking
techniques to discover and fix information security vulnerabilities and issues that put the
organisation’s network and IT infrastructure at risk. Our CREST certified staff can
undertake a wide range of testing services tailored to the exact needs of our clients.

Process

Our assignments typically run on the following lines:

. Sign a confidentiality agreement (either clients or ours)
. Sign a Pen Testing permissions agreement

. Organise a meeting with the project sponsor so that we can develop an understand-
ing of the client’s organisation and the penetration testing project

. Agree on the scope of work

. Identify which client operations staff will be nominated as contacts during the testing
. Determine staff and network/application availability and agree on a testing schedule
. Conduct penetration testing

. Write the report including the findings and recommendations

. Hold debrief meeting with the client to discuss findings and recommendation




Benefits
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Penetration Testing projects are
run by highly experienced CREST
qualified testing staff

Utilise industry standard methodol-
ogies including CREST, OSSTMM
and OWASP

Identification of vulnerabilities
found and how they can be
mitigated

Risks to the business are graded
and communicated in plain english

High-risk vulnerabilities will be
reported to the client immediately

Testing available for Networks,
LANSs, Specific systems,
applications, DMZ, wireless, re-
mote access, servers tested

Report
Debrief meeting

Assessments tailored to meet client
requirements

Subscription based discounts are
available

Benefits

@’ Value: Excellent price and quality

@/ Retesting after vulnerability remedi-
ation is included in the assignment

@/ Comprehensive reporting with the
management report in plain English

@ A wide range of post assignment
technical support is available to
help with mitigation and risk reduc-
tion

@ Boost security defences to reduce
the risk of attack

@ Demonstrate good cyber hygiene
by minimising potential attack vec-
tors

@ Meet customer and compliance
standard testing obligations



DLP consultants managed the infor-
mation security function of a London
based European Union (EU) agency for
over 5 years.

The DLP team provided onsite support
and guidance on a wide range of infor-
mation security issues including at-
tending inter-country EU meetings and
providing input to discussions with vari-
ous international agencies and NGO's.

gy
.' Case 3

Assisting a NHS department with sever-
al aspects of their 1G Toolkit submis-
sion.

Project included the selection and eval-
uation of several security vendor prod-
ucts to meet client requirements.

Major bank reviewing their information
security controls and their alignment
with ISO 27001.

The project involved a review of docu-
mentation and related processes to
determine gaps and potential areas for
better alignment with the ISO 27001
standard.
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Healthcare diagnostic
uiring help and assistance to make
their DSP Toolkit submission.

company re-

Project included the establishment of a

overnance programme aligned with
the DSP standards utilising a Govern-
ance, Risk and Compliance system to
automate many of the routine compli-
ance tasks.




Services

We provide a range of services:

NHS DSP Toolkit
Consultancy

GDPR & Data
Privacy
Consultancy

Outsourced'DPO

(Data Protectioniofficer)

Ransomware
Recovery
Readiness

Penetration
Testing

Business
Continuity

1SO 27001
Consultancy

Incident Response
Consuitancy

NCSC,Cloud
Security Principles

PenTest Lite

AlLGovernance
& Privacy

Cyber Essentials
& CE Plus
Consultancy

Outsourced CISO

(Chief Information Security
Officer)

Cyber Security

Policy &
Documentation
Development
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