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1. Black Rainbow – An Introduction  
Black Rainbow was formed in 2017 and was created to solve Investigation Case and Quality 
Management inefficiencies faced by Investigators in Law Enforcement, Government Intelligence 
Sectors, and large Corporates at an enterprise level. The trusted Black Rainbow Team (www.Black 
Rainbow.com), have worked as, and with, Investigators in over forty countries over the past two 
decades to understand their challenges and develop solutions to their needs.  

What separates Black Rainbow from many of the other products in the market is that Black Rainbow 
was formed with the sole strategic intent of bringing a modern, intuitive, and innovative solution to 
market – which has been successfully achieved and is evidenced in our NIMBUS product solution. 

NIMBUS is the first integrated case investigation and quality management system to service the 
market. There is no other solution in the that offers the level of integration, transparency, and 
operational efficiencies that NIMBUS offers including full equipment and staffing management 
functionality, complete audit control and compliance with accreditations such as ISO/IEC 
17020:2012, 17025:2017.  

The configuration flexibility of the product, the ability to build workflows and in simple terms rapidly 
configure the system to meet your needs without reverting to us for costly and unnecessary 
development and professional services costs, is another differentiating factor of our product and 
services approach. We operate to an agile methodology in both our product development and 
project implementation.  

Our product research is continuously focussed on bringing innovative, flexible, and practical 
solutions to our users and we work in close consultation with our customers in this regard – a fact 
that they will attest to. This ensures that our product developments are grounded in practicality 
whilst at the same time taking advantage of ongoing technology advancements. 

2. Summary of the Solution, NIMBUS  
NIMBUS’ integrated end to end case management and quality management modules create an 
environment where the user can fully oversee the activities and tasks required to maintain a desired 
level of excellence, and to effectively predict and manage risks, without compromising on 
operational efficiency.   

 
Overview of NIMBUS Modules 

NIMBUS delivers a reliable, robust, and defensible system, by ensuring people are appropriately 
trained and competent, assets are validated or verified, and procedures are followed, all within an 
auditable environment. NIMBUS accelerates the journey to accreditation with ISO/IEC 17020:2012, 
17025:2017, 9001:2015 and 27001:2013. 
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2.1   NIMBUS CMS Overview 

2.1.1 Evidence and Data Management  
NIMBUS case management provides access to distinct case phases for data ingestion, crime scenes 
productivity, analysis, disclosure, and reporting, keeping a digital record for continuity and a robust 
audit trail. Evidence handling, tracking and integrity are key to the design of NIMBUS. Evidence is 
tracked on movements on location (internally or externally) and by whom, along with digital 
signatures to maintain a chain of custody.   

 
Evidence List Overview 

2.1.2 Decision Making  

NIMBUS contains specifically designed capabilities to support effective decision-making.  NIMBUS 
facilitates logging from any feed, contemporaneous recording, digital sign off, tagging, searching and 
decision action management. NIMBUS includes dynamic dashboards for visual representations of 
the decision data driven by high tempo situations. These dashboards can be viewed from different 
locations at the same time, with the relevant permissions applied, allowing a centralised approach 
irrespective of the physical locations. 

2.1.3 Workflow Management  

NIMBUS’ unique design is built on a highly flexible workflow engine, that is configurable to reflect 
and track compliance to standard operating procedures, guidance documents and/or training 
manuals. NIMBUS is designed for easy customisation for now and for the future, enabling NIMBUS to 
always be current, relevant and a primary driver of risk management and productivity improvements 
throughout the organisation. 

2.1.4 Action and Task Management  

NIMBUS contains full action and tasking management including a live dashboard to see actions 
executed in real time as they are being worked on and visual action trees to show action routes and 
decision making, along with timers and notifications. NIMBUS allows for all the case information to 
be brought together visually within live interactive graphs and dashboards. Users can create a case 
canvas to link objects, persons, locations, actions helping to identifying sequence of event and links. 
NIMBUS timeline records all activities from case start to assist with the investigation management 
and case reviews.  
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2.1.5 Searching and Analytics  

NIMBUS has several levels of intelligence built on the Elastic Search platform. Building on the basic 
case metadata available within Operational Analytics, and depending on the use case (Policing, 
Counter Terrorism, National Intel etc.), all, or a filtered subset (POLE for example), can be 
automatically targeted and added to the Elastic Cluster, giving real time access to potentially vital 
information, along with automation based on risk profile. This rich source of pertinent data can 
enable important pattern matching across cases where no obvious links were previously known.  

2.1.6 Management Information  

All data in NIMBUS is fully searchable, reportable, and exportable, allowing the production of 
management information in customised reports, charts, and graphs. NIMBUS tailored live 
dashboards and reports provide customers  with a real-time, 360-degree view and are used to 
statistically analyse data, outcomes, trends, geographical representations, and risks to assist with 
managing effective allocation of resources.  

 
Management Information Dashboards 

2.1.7 Remote Working and Submission Portal  

NIMBUS allows for remote working and is compatible with mobile devices, allowing for data to be 
created and searched at any location with connectivity. The NIMBUS integrated portal enables 
requests to be submitted into the (non)investigation teams from any location, with the ability to 
receive status updates or indeed other relevant information required. The NIMBUS portal also 
facilitates ‘offline’ working for situations where there is no connectivity available or risk of digital 
contamination, with the ability to sync data once connected, without the need to rekey data.  

2.1.8 Collaborative Approach  

NIMBUS allows for information and analysis to be shared across a wide variety of user groups for 
differing purposes.  NIMBUS is a scalable collaborative platform, and its’ modular construction 
provides ultimate flexibility for organisational growth, remote working, and rapid enterprise search. 
It is designed for cross case collaboration and investigations on a large scale all in a highly intuitive 
and interactive user interface.  
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2.2   NIMBUS QMS Overview 

NIMBUS has a wide-ranging suite of quality management modules to ensure compliance to ISO 
requirements, including ISO/IEC 17020:2012, 17025:2017, and the Forensic Science Regulator codes 
of practice and conduct, as detailed below.  

 
Overview of NIMBUS QMS Modules 

2.2.1 Document Management System 

The Document Library provides centralised storage for easy access to all documents for all users to 
view documents and to submit change requests. The Document Control sub-module is an area 
designed specifically for the (appropriately permissioned) QMS user to monitor, manage, and control 
the publishing, versioning, and review of documents throughout their entire lifecycle. All published 
documents will be distributed to relevant users via the user’s individual ‘Reading List’.  Reading list 
information is accessible by the user and managers to monitor which documents have been read by 
whom. 

2.2.2 Asset Management System 

NIMBUS’ asset management module enables full comprehensive record of keeping of all assets.  
NIMBUS arranges assets by type, make, model, serial number, location, areas, discipline, status etc. 
to provide full visibility of the assets at a glance. Assets are linked directly into the NIMBUS 
validation module, providing the additional capability of flagging an asset as validated and facilitating 
the scheduling and management of validation and verification events.  Using CMS operational 
workflows, NIMBUS will either warn the user or prevent the use of unvalidated assets in operational 
activity, protecting the quality of evidence and ensuring full operational compliance. 

2.2.3 Staff Management System 

NIMBUS licences are set up per user, which means that users are individually identifiable in the 
system. Each user account is created depending on the customers organisational structure, 
individual’s roles, reporting hierarchy and permission status, which is monitored and administered 
by authorised users. Users are added and archived locally by permitted users and deleted according 
to local retention policies. NIMBUS QMS staffing module facilitates the scheduling of both training 
events and competency reviews and/or assessments against individual user records. 

2.2.4 Management of Audit Activities 

The NIMBUS QMS audit module enables users to create, manage, schedule, task, remind and 
execute audits within the system.  Audit records are hierarchal, enabling the authorised user to 
create high level/parent records of all audits that need to be undertaken.   
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NIMBUS QMS has an integrated Risk Matrix within its audit’s module.  Each audit is scored against a 
pre-determined configurable set of criteria, which automatically generates the risk-based frequency 
of the audit, as shown below. 

2.2.5 Management of Quality Assurance Activities 

NIMBUS manages quality assurance activities across the whole lifecycle of operational, staff, 
equipment and QMS activities. In addition to those previously mentioned, NIMBUS also manages: 

• the due-diligence and contractual requirements of third-party suppliers 
• scheduling, participation and results of proficiency tests (PT)  
• interlaboratory comparisons (ILC) 
• asset and process validations and verifications 
• casework peer reviews and dip sampling 
• the management of management review outputs and actions 
• data trend analysis 
• quality assurance checks of administrative outputs such as evidential reports and findings 

2.2.6 Management of Access Control 

Data access is managed via permissions. The granular permissions follow the ‘List, Create, Read, 
Update and Delete’ (LCRUD) principle, as shown in Figure 6.  This enables the restriction of who can 
enter or amend data within individual modules. All access to LCRUD on NIMBUS is recorded and 
system audited. 

 
LCRUD Principle in NIMBUS 

Role membership from Active Directory such as AD Group membership supports your existing 
permission management methods. User mapped roles are synchronised with Active Directory 
periodically.  

2.2.7 Complete Audit History  

NIMBUS comprehensive audit trails fully record all actions within the system including identifying 
where data has been entered, exported and any changes made to the data within the system. 
Authorised users can view the NIMBUS Audit Logs and compile bespoke or configured reports, as 
required or autogenerate to a specified schedule.  

NIMBUS provides full logging of all activities, such as action, duration, user, access, etc, regardless of 
the type of user, including administrator roles. Audit actions are recorded both within the database 
and indexed for searching. Authorised users compile bespoke or configured Audit History reports, as 
required or autogenerated to a specified schedule.  

2.2.8 Learning Management System  

NIMBUS also has an integrated Learning Management System (LMS). LMS provides both a 
knowledge base platform and a training environment for its users, supporting SCORM & SCORMX 
courses, online interactive manuals, and the application of knowledge checks/tests. The LMS 
knowledge checks can be built by the authorised user and utilised for competency sign-off, providing 
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additional evidence of competence. The LMS is integrated into the staff management system 
automatically updating training and competency records. 

3. NIMBUS Key Benefits 
 
Below is a summary of some of the key benefits of NIMBUS: 
 

 

Optimised resourcing and continuous improvement 
• Majority of focus is on operational delivery 
• Administration burden is reduced 
• Continuous improvement becomes part of operational thinking 

not a separate task 

 

Accountability and Timeliness 
• A full auditable chain of custody of all evidence ready for 

disclosure 
• Decisions, actions and tasks are recorded to see who did what 

and when 

 

Measurable business & operational data 
• Real time dashboards account for all of activities to better plan 

for the day 
• All stakeholders can better understand the business impacts of 

day to day work 
 

 

Transform Standard Operating Procedures to operational workflows 
• SOP’s become dynamic operational workflows and guide 

resource through the processes 
• Actions are better protected and so is my evidence 

 

Case Visualisation 
• Visualise the sequence of events in timelines 
• Visually tell the story to show the links or patterns with entity 

graphing 
• Knowledge sharing 

 

Quality assured methods and tools 
• Equipment is up to date and best suited for operational needs 
• Know where data is and that it is securely stored 
• Activities performed by competent and trained resource 

 

Safe, reliable and assured services 
• ISO accreditation is more achievable with fewer demands on 

resource time 
• Work increases CJS and public confidence 
• Less non-conformances and corrective actions to investigate 
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4. Implementation Plan and Schedule 
Black Rainbow work with individual customers to agree the specific NIMBUS configuration and 
installation timeline and dates. This will be defined within the Statement of Work (SOW) completed 
jointly by both Black Rainbow and customers to ensure alignment on the project goals and 
deliverables. 

The majority of customers choose to configure NIMBUS in a dedicated Black Rainbow cloud 
environment, which is included in any project. This setup enables quick installation and changes 
during configuration, as well as providing ample time for the customer to prepare their production 
environment in parallel to the configuration phase. Projects typically follow the steps:  

• Black Rainbow provides a standard build for customers to explore NIMBUS 
• The standard build is complimented by a configuration document and spreadsheet to capture 

specific field and design decisions 
• Once the decisions are captured in the configuration spreadsheet, the Black Rainbow 

configuration lead will implement the changes in the cloud environment, which will then be 
presented back to the customer 

• A workflow session will be used to assist the building workflows, with the aim of enabling the 
customer to become independent in this area thereafter  

• Once the configuration and workflows have been completed and signed off by the Customer, 
the project moves to the User Acceptance Testing (UAT) phase 

• Training will be provided to users prior to UAT (to ensure familiarity) 
• UAT is then undertaken by the customer 
• The final step is go-live, which is customer driven. Black Rainbow technical lead will be available 

to assist the go-live to customer environment (should it be required) 
• Black Rainbow provides   post go-live knowledge share sessions for in the 6 weeks after 

deployment to assist with user queries and questions 
• The project will then be formally closed, and all ongoing support will be transitioned to the 

dedicated account manager and Black Rainbow support team 

5. NIMBUS Architecture 
The NIMBUS application is available to be deployed as a fully online cloud based managed service. 
NIMBUS is designed to be highly available, scalable and flexible in its handling of user load (i.e.  
number of users) data capacity, and processing load (i.e. 'work' done by the application itself). Black 
Rainbow’s engineering teamwork with individual customers during the implementation phase to 
ensure NIMBUS is deployed and set up in accordance with your specifications and security policies.  

The NIMBUS application runs on standard Microsoft technology stack. NIMBUS can be deployed to 
heterogenous servers (physical or virtual) running Windows Server, or to “cloud-native” PaaS 
services from, for example, Microsoft Azure or Amazon Web Services.  
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The below image is high level illustration of the NIMBUS SaaS1 design:   

 
 

6. Service Level Management 
Black Rainbow provides a Service Level Management (SLM) service as part of its service delivery. Our 
SLM ensures that all current and planned services are delivered to agreed achievable targets.  As 
part of the overall service delivery, service review meetings are expected to be held monthly for the 
first 6 months as a minimum and then transition) to quarterly service review meetings. A clear 
escalation path will also be provided should any issues arise.  

Following consultation with individual customers, the SLM will be configured to suit the specific 
needs, working practices and information requirements.  Service Level Agreements and SLA 
frameworks form part of the SLM and include the following:   

• Monitoring of service performance, availability, and reliability against SLAs  
• Collation, measurement, and improvement of customer satisfaction   
• Review and revision of underpinning contracts and SLAs   
• Production of service reports   
• Service reviews   
• Development of customer relationships   
• Complaint and compliment handling   
• SLAs for the Service Desk, incident, problem, request fulfilment, change and release, and 

availability 
• Performance reports against all open incidents, problems, service requests and change 

requests   
• Capacity reporting  

 
1 Note we also offer on premise solutions. Please contact us for relevant infrastructure information. 
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7. Technical Support/ Service Desk 
A key area of our Service Management is the support or service desk. The Black Rainbow service 
desk is dedicated to responding to and fulfilling requests whilst delivering the highest level of service 
quality to the customer.  

Black Rainbow’s Service Desk SLA covers service objectives including, but not limited to, the 
following:  

• Initial response and target resolution times   
• Categorisation and prioritisation of tickets  
• Auditable and comprehensive information to demonstrate that the SLAs for the Service Desk 

are met   

Our typical service desk response times are as follows within standard business hours: 

Priority     Example Response Time     Target Resolution 
Time     

P1     Entire service unavailable from 
multiple locations   2 hours  4 hours    

P2     Key functionality unavailable 
without workaround   4 hours   8 hours    

P3   Key functionality disrupted where 
workaround is available.   8 hours   Next maintenance 

release    

User Support   Assisting a user with logon or 
feature usage  8 hours    8 hours  

Feature 
Request   

Request for new or amended 
functionality.  24 hours    Subject to 

agreement 

 

8. Continuous Improvement 
Black Rainbow is an ISO 27001 certified organisation and has robust and rigorous development and 
testing regimes. Our research, development and testing Teams are all UK based.  

Our research is continuously focussed on bringing innovative, flexible, and practical solutions to our 
customers and we work in close consultation with our customers in this regard – a fact that they will 
attest to. This ensures that our product developments are grounded in practicality whilst at the 
same time taking advantage of ongoing technology advancements. 
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