MylLogin Ltd.

Enterprise Identity Management
Solution

May 2022

(>
myalogin

Connecting People, Apps & Devices



Table of Contents

1 MY1LOGIN G-CLOUD SOLUTION OVERVIEW ........cutiiiiiuniiissnnnnisssnnsisssnnsissssssissssnsssssssssssssssssssssssssssssssssssssssssassssssasasss 4
2 SUMMARY OF PRODUCT SET.....uciietiiiieniiiieniiienisiessisiemsisiisssssissssstsssssssssssssssssssssssssasssssassssssssssssnsssssnsssssnssssssnsssssnnes 4
2.1 USER EXPERIENCE OPTIONS. ¢ttt tiiuutttteeetesiittteeesesiiseseeesssaaissseeeesesaussatesesesassasesesssaassateeesesanssateeesesansranesesesasnnnnteessassnsnnnes
2.2 USER PORTAL: VIEWING, SEARCHING AND FILTERING STORED PASSWORDS AND APPLICATIONS
3 PRODUCT SET ..uuuuuteiiiiiiiiiiusetiiiiiiiiiisneessisssssssssessisssssssssssssssssssssssssssssssssssssssssssssssssssssessssssssssssseessssssssssssesesssssssssnnes 6
3.1 SINGLE SIGN-ON FORWEB & IVIOBILE ....eiiuitieeiiiteieiteeesitte e st eeeeiteeestteessabteeesteeesabteesasbeesaasbeesabeeesusbeeesbeeesabeeesansaeesnsneas 6
3.1.1 OVervieW Of SSO fOr WED & MODIIE ................ooeeueeeeeeeeeeeeeeeeeeeeeeeee et e e e et e e s eae e e s aas e e sseesatsaeessseas 6
3.1.2 VWD SSO....oeeeeeeee ettt ettt ettt a ettt e bt et e et e st et e st et e s e eteenaneeas 6
3.1.3 Web S50 - Domain INCIUSION/EXCIUSION LiSt ......ccvveeeeeeeieeieeieeceeeeieeeteeee et eeteeeaeeeteeesasesaeeeasessseessessreeaneen 7
3.14 Web SSO - Automatic Detection and Automatic SSO Integration of Web APPS.......ccceecveeveeecvesieeriresennnnn 7
3.1.5 Web SSO - Form Finder, Multi-Step Login Forms and Custom Credential Field Mapping ............ccc.cccecuvn... 8
3.1.6 1Y o] o1 = XY O 2T PSSP 8
3.1.7 SSO Without Revealing Credentials for Web and Mobile Web APPS.........ccueccueeeecveeeeiiiieeiiiieeciieeeiivaessen 8
3.1.8 SSO for Web and Mobile: Handling of Multiple Credentials for a Single Web Application ........................... 9
3.1.9 Soft Blocking FOrm Finder 0N SPECIfiC URLS...........c.oeeeeeeeeseeeceeeieeeesteeceestte st esieaseestaassaesseasnsaensnasaseenes 9
3.1.10 Hard Blocking URLS............ccoveeevrveeacrnann, .9
3.2 SINGLE SIGN-ON FOR LEGACY APPS ..10
3.2.1 Overview of Single Sign-On (SSO) for Legacy Applications.... vereenne. 10
3.2.2 Integrating Legacy Desktop Web APPlICAtIONS ...........cceceeeeeeeeeeeieesiesieeieesiessieeseansaans S 14
3.2.3 Integrating Windows Executable Applications that Do Not Have Connectors Available ..... ....10
3.24 “Desktop” Applications: Linking Stored Credentials with Other “Desktop” and Web Apps ...............c........ 10
3.2.5 Windows Executable Applications: Automatically Integrating Users’ Application Credentials................... 11
3.2.6 “Windows Executable Applications: Examples of Compatibility and Limitations..............cccceecveevvenueennee. 11
3.2.7 Windows Executable Applications: Handling of Multiple Credentials for a Single Application.................... 11
3.2.8 Handling of Custom Login Windows and Multi-Step LOGiN PrOCESSES..............cccueeecvuveecvueeeiireeeeiveesiiveaanns 11
33 ENTERPRISE PASSWORD IMIANAGER ... ...cettuttieeiaitte sttt e ettt e sttt e st e e st e s eabe e s ebaeeesabe e e sabbeesambbeesabbeesenbaeeesbeeesabeeesantnesannnees 12
3.3.1 Overview of Enterprise PASSWOId MOANGAGET ............cooueerueerieeieenieesitesiesieesiteeteesitesseesseesiteeseesaseesseeninens 12
3.3.2 Issuing Enterprise Passwords: Fine-grained PermiSSiONs ..............ccceeeeueeesuieesiieeesiieeesiee st sieee e 12
3.3.3 Enterprise Password Manager - Scripted Password Generation for Specific Web APpPs ...........cccccueeennenn. 12
3.34 Enterprise Password Manager - Scripted Password Updates on Specific Web APPS .......cccccceeeeeeveeeecunnnnn. 12
3.3.5 Enterprise Password Manager - Automatic Password Generation for All Web AppS...........ccccceeeevveeecuvnnn. 13
3.3.6 Enterprise Password Manager - Automatic Password Generation for Specific Web Apps................c........ 13
3.3.7 Enterprise Password Manager - Automatic Password Updates for All Web ApPPS ........cccceeeevevveecrvecreannn. 13
3.3.8 Enterprise Password Manager - Automatic Password Updates for Specific Web ApPpPs ..........ccccevuveeennnn. 14
3.3.9 Enterprise Password Manager - Automatic Password Updates for Windows Desktop Apps.. ...14
34 MULTI-FACTOR AUTHENTICATION (IMIFA) ...ttt sttt sttt st st st be st ae s ... 15
3.4.1 Overview of Multi-Factor Authentication I )
3.4.2 MFA: Currently supported MFA Types ...... T )
3.4.3 MFA: On-Boarding Users and Groups ... T )
3.44 IMIFA: GIACE PEIIOT ...ttt ettt s ettt sttt s et e s ate et e s ate et enatsenteesateenseenssesaseens 15
3.5 IMFA: APPLICATION SPECIFIC IMFA POLICIES ....vveeeeeeiiiteteeesesiitetee e e ettt e e e e e sttt eeeesesabstaeeesesausneeeeeessannnsseeeesessnsssnaaessnns 15
3.6 PROVISIONING ENGINE.....ettteeeeeeittteeeeeseitttteeeeseeaes et e e e e s s anseeeeeesaaneaeeeeeaaaamnseeeeeeaannseeeeeeseaansseeeeesasannneneeeeeaannnnnneaesannnen 16
3.6.1 OWVBIVIBW ...ttt et ettt ettt et e et e et e et et et e et e e e sttt e et e e easteeeaseeesuteeeasteaenanes 16
3.6.2 OrganiSAtioNQl PrOVISIONING ..........cccueeecuieeeisieeesiieesiteeestteesstttessseeesestsesasteasassseessssessassssasssssssssssasassasanses 16
3.6.3 JUSE-IN-TIME PrOVISIONING ....ccoueeviiiiiiiiiiiiieiiiieeee ettt ettt sttt et e s s saneeesaneees 17
3.6.4 AULOMALEA DE-PrOVISIONING ......coeeneieeieeeeie ettt ettt e e e st e e st e e e saste e s bteeesstaeesnsneas 17
3.7 SELF-SERVICE PASSWORD RESET (SSPR)....uutiiiiiiiieiitiee ettt eeitte e e ettt e e stteesstseeeetteeseabeeeesbaeeasseeesasasesssseeansaeessseseansasesnnneas 18
3.7.1 OVEIVIEW OF AD SSPR.....oeeeeeeeeeee ettt ettt ettt e ettt e ettt e et e e ettt e et e e sttt e e e ast e e e steasastsaaassesesasesasssssasnses 18
3.7.2 AD SSPR: CONFIGUITTION ... veeiiseeiee et et e et e et e et e e ettt e e ettt e e st a e sttt e e e aste e s asseaeaatsaeasseaenastsaensssassaseeas 18
3.7.3 AD SSPR: ENEOIMENT ..ottt ettt ettt e s e st e e sttt e et e e s staesastbaeantsesesasaaasstaasnsseeas 18
4 SECURITY AND SETTINGS......citeiiitniiiteniiiieniiiensisiensisisnsetsssssssssssstsssssssssssssssssssssssssasssssassssssnsssssnsssssnsssssnssssssnssssans 19
4.1 SHADOW-IT ALERTS 1.eeuveeuteesuteeteesueeenseessaeanseesseeenteesseeaseessaessseessesasseesseesnsesnsessssesnseesnseensessssesnseessseensessssesnseesseesnsenns
4.2 DOMAIN INCLUSION/EXCLUSION LISTS......
43 IP FILTERING PoLICIES (ALLOW/DENY LIST)
4.4 PASSWORD POLICY ENFORCEMENT FOR TARGET APPS .....uttteeeieiuireteeesesaiteteeesesannesteeessaunnsteeesesanneneeeessannnsseeeessasansnnesesesans 20
4.5 WWEB APPLICATION TEMPLATES ....vtteetieiitttetereseiitseteessasissraeeeesssasresteeesesntnatesesesansbaseeesssasnnsateeesesasnaaesesesannnnneeesssnnnsnnnes 20
4.5.1 Using Web Application Templates as a LOCal INCIUSION LiSt .......cc..eeeeveeeeeiuriaeiiiieeeiiressiseesiieeesieeesiiaeenines 20



10
11

12

13
14

15
16

17
18

4.5.2 DOMAIN MAECRING RUIBS ...ttt e ettt e ettt e e e e e et e e e et e e e b e e s ataa e e ssesessasaessssaennes 20

4.5.3 (8] ][ o [ 13 Te I [ e o [=X OO RSP USP 20
4.5.4 Application Specific Step-Up and Multi-Factor AUthentication.............c.occcuveeecueeevsieeesiiiieeiiieesiiesessiieeennns 20
4.6 ACCOUNT USER PROFILES .. eeeeeeeeeeeeeeeeeeeeeesesesesesasssssssssaaseaasasassssasssnnnnnannsnnnsnnnnnnnsnsnsnsnssssssssssssssssssssssssssssnnssnsnsssnsnnnnnnn 21
AUDIT AND REPORTING ...ccuuuiiiiiiiennniiiiiiiitnnnsiiiiiitssssmiiisiisesssssssitssssssisssssssssssssssssssssssssssssssnssssssssssssnssssssssssssnnssssss 21
5.1 SYSTEIM AUDIT 1ttt sttt e e e e e e e e e e e e e e e e e e e e e e e e e e ee e e e e e e e e e e e e e e e e e e e et eeeeeeeeeeeeeaeeeeeeeeeeeeeenaeenaeaneees 21
5.2 APPLICATION USAGE AUDIT ... .21
53 APPLICATION USAGE SUMMARY .. .21
5.3.1 R R Lo I L= T L Lo SRS 23
OFF-PREMISE USERS - AD AND EXTERNAL (NON-AD USERS) ....ccciiiiiiiiiiiiiiniiiinniiiininiesieieiieseesseeeesesssssssssssssssssssssseses 23
OFF-PREMISE AD USERS .....ctuuuiiiiiiiiennmiiiiiiiimmmmsiiiiimmmsessosiiimsmsssssssstsssssssissstsssssssssstttssssssssstttmmssssssssstresssssssssssssnsess 24
EXTERNAL (NON-AD USERS) ...ccceeerrueeeererisesssnnneesesssesssssnessssssssssssnsesssssssssssnsssssssssssssnsesssssssssssnsssssssssssssnnsansssssssssnnses 24
8.1 ADDING INDIVIDUAL NON=AD USERS....ciiiiiiieiieeieieieieieeeeeseeeseee s s e s ss e s s sese s e s e e s s s e e s sasnsasasasssnssssssnnssnsasssnsnnnnnnn 24

8.2 BuLK ADDING NON-AD USERS

BULK IMPORTING LOGIN CREDENTIALS ..cccuuiiiiiimumiiiiiiiitanmiiiiiimensmssisiimmmssssssssiimmssssssssstssssssssssssssssssssssssssssnsssssssnns 25
9.1 ADMIN BULK IMPORT OF LOGIN CREDENTIALS 110t eeuuvtvreeeeesssrrreeesesasonssseeeesssssuseseesssssssssseesssssssssssesssssssssseessssnssssssesesssnsnnn 25
9.2 USER BULK IMPORT OF LOGIN CREDENTIALS .vvvveverrrrreereeereeeeeeereeeeeeeeeeeseeeeeseeseeeeeseeeesessssesssssessesesssssssessssassesesesssssesssesaseses 25

SOLUTION ARCHITECTURE....ccuuuuiiiitieennniietirennnssseieiisenmnssssesssssnsssssssssssnsssssssssssnsssssssssssnnsssssessssnnsssssssssssnnssssssssssnnnns 25

DIRECTORY INTEGRATION ....iitttuuiiiiiiiennnniiiiiiitsnnsiiiisiitssssmisisiisssssssssssssssssssssssssssssssssssssssnssssssssssssnsssssssssssnnnsssssssans 26
11.1 DIRECTORY INTEGRATION: USER SYNCHRONISATION WITH IMYLLOGIN ..eeeteuiiiiiieeeieriiiieeeeeessiitneeeesssibeneeeessssasssneeessssnsseneeeessns 26
11.2 DIRECTORY INTEGRATION: USER AUTHENTICATION WITH IMYLLOGIN ..cevviiiiiiiiiiiiieieieieieieeeee e eeeeeeeeeeeeeeeeeeeeeeeeeeeeeaeeaeaeaeaeaaaaaes 26
11.3 DIRECTORY INTEGRATION: AD CONNECTOR .eettttrererrrreeeeeeeeeeeeereeeeeseeeseseeeeteeeseeeeeaeseseeseseaeasesesseesesssseseseeesesesesesesesesesesesesens 26
11.4 CONFIGURING MY1LOGIN AS A SERVICEPROVIDER APPLICATION WITH ANOTHER IDP. ..uuuiiiiiiiiiiiiiiiiiiiiiiiiiiiieieieienevevevavevevevenenees 26
115 AD GROUPS ..vttteteiuiiitteeeesesttttteeesasutseeeeesssasaseseeeesassssssaeeessssssseseeesssnssssseesesssssssseesesssssssesesesssnsassseseesesssssseneessnnsnssnnes

11.6 LocAL GROUPS IN MY1LOGIN.
11.7 MuLTIPLE AD DOMAINS / LARGE SCALE AD STRUCTURES

CUSTOM BRANDING / MANAGED SERVICE PROVIDERS........ccccorrmeeererrerrrrnneeeeeesssssnnnseeeeesssnns 27
12.1 CUSTOM BRANDING ..utttttttttutttutttattataaaaeseaaaesesestsesesesese st eeae e s et eeee e e ee e eee e e e e e e eeeaeeeeeeeeeeeeeeeaeeseeeeeseeeeeeeeeeeeeseeeneneeeeeeeeeaeanes 27
12.2 IVIANAGED SERVICE PROVIDERS. ....uvvvtttteeiesittrteeeessseutrteeeessssuseseesessssussseesesssssssssssessssssssssesssssssssssssessssnsssssesssssssssseessssnnns 27

CUSTOMER IMPLEMENTATION OVERVIEW .....cccuuiiiiiimmmnniiiiiiinnmssiiiiimmmmmsssisiimmmsssssssimmmmssssssssmmssssssssssssssssssssssssssnns 28

SERVICE MANAGEIMENT .....ciiiiiiiiitiennniieiitenmnsieeeiieenmsssssssssssnsssssssssssnsssssssssssnsssssssssssnssssssessssnnsssssssssssnnsssssssassnnnns 28
14.1 INFORMATION ASSURANCE...cetttttrtetrtererereretetereeetereeeeeeetteteteeeeeteteteteeeseeeseeeseeeeeeesesseseeesesesesesesesesesesssesssssssesssssssssssssssssss 28
14.2 DATA BACK UP AND RESTORATION ...vvtteeeiesuurireeeesssssrreeeesssssssseseessssssssesesssssssssseesssssssssesesssssssssssesssssssssssessssssssssessssssnns 28
14.3 SERVICE CONSTRAINTS ..tuuuuutuuusuensnsnsnsnsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssessseseseeeeeeeeeeeeeeseeeeeseeeseeeeeeeseseeens 28
14.4 ON-BOARDING AND OFF-BOARDING ... uuuuuutuuususnsnnnsnsnsssssnsssssssssssssssssssssssssssssssssssssssssssssssssssssssesssssesssssesseerrereereeretererereeen 28
14.5 FINANCIAL RECOMPENSE ..vevtttttteeeeeeeeeeeeeeeeeeeseseteseteeeseseeeeeeeeeesesaseseasaeseaesessesesesesesesesesesesesesesesesesesesesssssesssssssssssssnssssanes
14.6 {23 (| LT

14.7 SERVICE LEVELS ..........
14.8 ORDERING AND INVOICING

14.9 SCALABILITY 11ttt ettt st e e st e st e e e s ba e e e s ab e e e s aba e e s b e e e s ab e e e s aa e e s e st s e e e bb e e e s ba e e s b e e e e b e e e s aa e e s e ba e e e bnee s

14.10 TERMINATION PROCESS ....uuviiiiiitiiiiiiiie ittt ettt st s sabb e e s b e e s e e e s ba e e s s ba e e s ab e e e sba e s s naeee e 29

14.11 TECHNICAL REQUIREMENTS ...viiiiuiiiiiiitie ittt sttt sttt sttt saba e s s e e e s aba e e e sab e e s saaa e e s sabe e s sabaeesanaaeeen 29
SERVICE PLANS FOR SUBSCRIPTION......cccccttiiiumtiiiinniiiiiniiiiinieiissneiiissneisisnsesssssessssnessssssesssssssssssssessssssessssanssssss 30
TRAINING AND DEPLOYMENT SERVICES ......ccccciiiiiimmuniiiiiiiinnniiiiiirinessiiiiiisseessssssimsssesssssssssssssssssssssssssssssssssnnsssnns 31
16.1.1 Training and DeploYMENTt PACKGGES...........cccueecueesueeeeieesieeieesieesieesuiesteesieesseesseestassssassssesseesssssseessseensnens 31
I L0 0 3 RN 32
IMANAGED SERVICES ......ccoetiiiuniiiinnieiiinneiiinneiiisieiiismeiiesmeeissseissseisssteisssteiesstesessteissstessssmesssssessesssassessns 32
18.1.1 L) (=X oY o TN Y =T ] Lol =X 32



1 MylLogin G-Cloud Solution Overview

Founded in 2007 in the UK, MylLogin is a UK leader in protecting against enterprise cyber security
threats through its Identity and Access Management (IAM) solutions.

My1lLlogin is an enterprise grade workforce identity management solution that protects
organisations against the financial and reputational cost of data breaches. MylLogin’s identity
management solution achieves this by removing passwords from the hands of users, enabling
organisations to transition from their current password-based environment to a passwordless
ecosystem. Its market-leading, zero-knowledge encryption has made it the solution of choice for
highly secure organisations, with customers across policing, banking, local authorities and
healthcare.

My1Login’s solution is cloud-based, making it easy to implement, expediting time to value in
protecting against credential theft, account takeover, phishing and ransomware attacks, as well as

providing end users with simple and secure access to their applications without requiring passwords.

My1Login was named Best Identity Management Solution at the SC Awards Europe 2020.

2 Summary of Product Set

My1lLogin’s enterprise IAM product set comprises the following: -

SSO for Cloud & Mobile SSO for Legacy Apps  Enterprise Password Multi-Factor Provisioning Engine Self-service
Manager Authentication Password Reset
* For Modern Web and Mobile * Integrates Windows * Permission-based Sharing * Google Authenticator * Account Lifecycle Management * AD Self-service
Apps e;zc‘;t\:/ibt‘ﬁ;un(dc‘oef:?c/tgib * Automatic Secure Password * Yubico Devices linked to AD Password Reset
* Integrates Target Apps With P " Generation . * Just-In-Time Provisioning of * Reset by Web or
Connectors (e.g. SAML) (password vaulting & + Universal Second Factor User Accounts on Target Apps Mobile Access
== forwarding) + Updating of User Passwords Device Compatible 8et App:
. Ir\\ltvetghratetscTarget t\pps + Auto-integrates User’s on Target Applications + Other Integrations Available . ADAG{oup-tl:aaed P:hcwes n:tan c;‘ ﬁonflgt:{rab\e
L Application Credentials + SSO Without Revealing On Request utomate User Accoun allenge Response

* Auto-Detects and Auto- Credentials Provisioning

Integrates Web Apps * Active Directory Integration

) ’ ) + Citrix Compatible * App Specific Password Policies
* Active Directory Integration Mainf c bl « Temporal (Time bound) Access

ainframe Compatible to Privileged Passwords
* SSO Without Revealing

Credentials

+ Citrix Compatible

* SSO Without Revealing
Credentials

* AD and External Users

My1Login can dynamically detect the login structure of most web-pages meaning that even if the
structure of the target application page changes the Single Sign-On process will still work. For some
sites that do not work with the automated ‘form finder’ functionality, exception scripts can be
created centrally by MylLogin, and these can be used by the browser plug-ins on specific domains.
Integration with 3™ party applications is ultimately dependent on their ability to support each
feature.



2.1 User Experience Options

My1Login can be deployed to end users in two different ways: -

A/ Portal Access: The MylLogin user g fEE,...... —

P T

portal and login page can be custom
branded with the customer’s business
name and logo. The user portal displays a
list of users’ applications and, where
required, credentials for these
applications. The user portal can be used
to launch web and Windows desktop
applications.

B/ Seamless Access: MylLogin can be
deployed to work in the background so the
user does not have to log into a portal. The
user simply launches the required
Windows desktop application or web
application and My1lLogin detects this,
confirms if they have credentials available
for that application and signs them in. This
seamless Single Sign-On to applications
can be used when launching applications
direct from browser or desktop without using the portal.

¥ | Search Q

2.2 User Portal: Viewing, Searching and Filtering Stored
Passwords and Applications

1 Show All (11)

- Application Type
Web Bookmark (10}

Within the user portal, SAML applications and stored login credentials ;j"‘:";:";““"(‘;f’
I Ion
and passwords can be viewed as ‘tiles’ or as a list. These details can be
. . ) - Workgroup Shares

further sorted, filtered and searched to make it more user friendly for AWS S50 (0)
users that have access to large numbers of passwords and applications. - Tags

(1)

Office365 (1)



3 Product Set

3.1 Single Sign-On for Web & Mobile

3.1.1 Overview of SSO for Web & Mobile

My1Login can dynamically detect the login form for most web-pages meaning that even if the
structure of the target application page changes the Single Sign-On process will still work. For sites
that do not work with the automated ‘form finder’ functionality, exception scripts can be created
centrally by MylLogin and these will be detected and used by the browser plug-ins on specific
domains/applications to improve compatibility. The ‘form finder’ supports most web applications
that run on Chrome, Firefox and IE9+, and mobile web applications.

My1Login can also use both IdP and SP initiated SAML to authenticate users with apps.

In terms of mobile, My1Login supports SAML-based SSO for native apps and SSO for mobile web-
apps via the MylLogin app which users access with their AD credentials or a PIN Code once set-up.

3.1.2 WebSSO

My1Login Single Sign-On for web applications
works with either SAML or credentials-based
applications. SAML applications can be configured
to use MylLogin as the IdP enabling My1lLogin to
authenticate the user. MylLogin can validate the
user against the AD to log the user in seamlessly to
the target application.

My1llogin supports:-
o IdP Initiated SAML Authentication
o SP Initiated SAML Authentication
o Credentials-based Authentication

o

myﬂ'fog:‘n

The diagram on the left shows an example of
an AD user undertaking SP initiated SSO i.e. a
user within the corporate network, who is
authenticated on the AD attempting to access
a web application by visiting the URL.

This is SP initiated, in that the user goes
directly to the application. MylLogin then
authenticates the user at this point, validating
they are AD authenticated and are entitled to
access that target application. IdP initiated SSO
is initiated when the user clicks the application
within their MylLogin portal.

Diagram: On-Premise, Active Directory User, Service Provider-Initiated Login



3.1.3 Web SSO - Domain Inclusion/Exclusion List

Administrators can create policies that either include or exclude specific web applications (or
domains) from being automatically integrated with My1Login’s SSO.

So, for instance, login.oracle.com could Add Policy
be added to the Inclusion List and this
. Domain Options
would set a policy to ensure that any —
. . . Inclusion List ) login.citrixonline.com P ]
users logging into login.oracle.com had ) =
. . . www.dropbosccom [}
their credentials automatically Exclusion List | . s
. . . . login.microsoftonline.com m
integrated with MylLogin’s SSO. This 2
N login.oracle.com ra |
would mean the next time the user , o
dashboard stripe.com s 1

visited login.oracle.com they would be
automatically signed in by My1lLogin’s SSO.

Conversely, www.airbnb.co.uk could be added to

www.alrbnb.co.uk i . . .

Exclusion List the Exclusion List which would mean that any users
www knowledgehook.com Fa ]
s T o e logging into AirBnB would not have their credentials

integrated with MylLogin’s Single Sign-On.

The domain inclusion and exclusion lists are global settings for each account. If local inclusion lists
are required for a subset of users these can be configured and allocated with the Web App Template
features.

3.1.4 Web SSO - Automatic Detection and Automatic SSO Integration of Web Apps

My1lLogin can be configured to detect “Any Web Enable Any Web App @

App”. Whilst this is activated and compatible with 3™ Thepluginwill automatically detect and fil credential based web apps
party applications, MylLogin can detect the login forms of applications that users are logging in to
that IT may be unaware of. IT administrators then receive notifications of these applications and can
then make a simple policy decision as to whether these become integrated with Single Sign-On or,
are excluded from Single Sign-On.

Excluding does not prevent the user from

Date Type Application Action . . .
- _ accessing a web app or domain, but it does
10/19/2016 30409 PM  Uncategorized application access  msdn.microsoft.com g . ) . ;
exclude their login credentials from being
UZIANTIEINATAM U i cation access Select i action . . . .
automatically integrated with the My1Login
1/25/2017 15451 AM  Uncategorized application access  wwwcitriv.co.uk Toloct a1 action : SSO
1/27/2017 11:35:46 AM [ i ication access com P g
Move to Inclusion List . . . .
1/27/2017 120004PM  Uncategorized application access  wwnwibm.com G This functionality enables IT to determine
V0/201730541PM  Uncategorznd application sccess et ach whether newly detected applications should

be integrated with SSO and can help identify
‘Shadow-IT’ i.e. cloud applications being used for business that IT may be unaware of.



3.1.5 Web SSO - Form Finder, Multi-Step Login Forms and Custom Credential Field
Mapping

My1Login can dynamically detect the login form for most web-pages meaning that even if the
structure of the target application page changes the Single Sign-On process will still work. For sites
that do not work with the automated ‘form finder’ functionality, exception scripts can typically be
created centrally by MylLogin and these will be detected and used by the browser plug-ins on
specific domains/apps.

Where there are non-standard login forms (e.g. 3 fields, or a two-step login form) My1lLogin can
write exceptions to allow for seamless SSO to these applications. The exceptions are deployed
centrally and do not require updates to locally installed MylLogin components.

3.1.6 Mobile SSO

My1Login enables Single Sign-On to native mobile apps
that support SAML and to mobile web apps either
using SAML or credentials-based authentication via
My1Login’s mobile application.

Native mobile apps can be configured to use MylLogin
as the IdP, enabling the user to log into the target
application using their AD credentials.

For mobile web apps, these can be accessed via
My1lLogin’s native mobile app. The user logs in using
their AD credentials (or a pin number once set-up) and
can then launch their required applications. When an
application is launched My1Login will authenticate the
user with the target application using either SAML or
the user’s credentials for that app depending on
configuration.

My1Login’s mobile application is available for iOS, Android and Windows Phone.

3.1.7 SSO Without Revealing Credentials for Web and Mobile Web Apps

Where credential-based authentication is being used for
Web Apps, MylLogin provides the functionality for
administrators to hide the application passwords from
end users on MylLogin. Users can therefore log into the
applications without having permission to view the

. Paswordstrergth (I —
passwords on MyllLogin. e

Password IACCE




3.1.8 SSO for Web and Mobile: Handling of Multiple Credentials for a Single Web
Application

If a user has access to multiple login credentials for one web
application, there are two options for selecting which set of
credentials that are to be used for Single Sign-on. The user can:-

Welcome to Xero

1/ Within their My1Login portal, click the application tile that
contains the selected credentials

2/ Navigate directly to the target application website, where
My1Login will present a list of the available credentials for that
application adjacent to the login fields. If there are five or more
sets of credentials available, a search box will also appear to
enable rapid selection of the relevant credentials.

3.1.9 Soft Blocking Form Finder on Specific URLs

Where required specific URLs can have exception scripts created by MylLogin that will terminate
the native form-finding script from being run-by the plug-in.

3.1.10 Hard Blocking URLs
For some legacy web applications, it can be necessary to block the script from running entirely on
specific URLs, this can be achieved by a config change in the config file that is deployed as part of the

plug-in.



3.2 Single Sign-On for Legacy Apps

3.2.1 Overview of Single Sign-On (SSO) for Legacy Applications

My1Login SSO for Desktop applications provides SSO for legacy applications where compatible.
These legacy applications can be Windows executables or applications that run in legacy browser
modes such as IE5-1E8.

3.2.2 Integrating Legacy Desktop Web Applications

My1lLogin’s browser plug-in can be configured to run in a mode that is compatible with IE5-IE8

applications which, where the application is compatible, will perform:-

e learning of credentials for Single Sign-On

e Single Sign-On based on a single identity per user (working from the portal or directly when
then user navigates to the URL)

e changing the user’s password when the app prompts for this

Any other advanced My1Login functionality (including but not limited to: step-up, or multi-factor
authentication integration, IP filters, functionality that presents any Ul ‘on-page’ i.e. password
generator or the drop-down menu when the user has multiple sets of credentials for an app or the
banner that prompts users with a choice of whether to save credentials) would not be available for
applications running in legacy browser modes.

3.2.3 Integrating Windows Executable Applications that Do Not Have Connectors Available

Administrators can create templates (see picture) for it Pesktop Appliation
“Desktop” apps which can then be made available to
specific users and groups.

Description

Skype Desktop Client

Path To App
C:\Program Files (x86)\Skype\Phone Skype. exe

Once set up, users can launch the target application
and My1Login will provide SSO for the user based on

. .  Credentials Required
their stored credentials. 2 Aopteatin suppons deskap s

Grouped Password Policy

Command Line Arguments

Subject to the compatibility of the 3 party
application, it can typically be launched either:-

1/ From the user’s web portal
2/ Directly from the user’s desktop (where configured)

Dependent on the restrictions of the target desktop

application, some may only operate from the users’ portal and some may only operate directly from
the users’ desktop. Whilst the majority of applications can be integrated with Single Sign-On, it may
not be possible for all applications.

3.2.4 “Desktop” Applications: Linking Stored Credentials with Other “Desktop” and Web Apps

Some “Desktop” applications also have web-client versions of their Grouped Password Policy
software that use the same credentials, for instance Skype or SAP.
Creating a “Grouped Password Policy” on MylLogin ensures that if
one of these sets of credentials is changed, the other also changes
i.e. if the Skype web app password changes, MylLogin will automatically update the Skype desktop
app password as well.

Skype Group

10



3.2.5 Windows Executable Applications: Automatically Integrating Users’ Application
Credentials

£ Credentials Required |E=0|E=R | . . . H
= Credentials for the desktop applications can be manually entered via the users’

mes T MyllLogin portal. Alternatively, where the “Desktop” app has been launched
directly, without using the portal, MylLogin can be configured to prompt the
user for the app credentials so they can be stored in MylLogin and used to

provide SSO for the application.

3.2.6 “Windows Executable Applications: Examples of Compatibility and Limitations

My1lLogin’s “Desktop” connector is able to perform credentials-based SSO to almost any application
that runs as an executable on the desktop i.e. Remote Desktop Programs, Citrix, Mainframe
Emulators, Cisco Jabber, Skype.

B e Dosoo

SSO and Automatic Integration of
credentials may not be possible for
all Windows desktop applications
due to limitations in the way some
desktop applications present.

3.2.7 Windows Executable Applications: Handling of Multiple Credentials for a Single
Application

If a user has access to multiple login credentials for one “Desktop” application, there are two options
for selecting which set of credentials that are to be used for Single Sign-On.

The user can:-
1/ Within their MylLogin portal, click the application tile that contains the required credentials
2/ Launch the target “Desktop” application directly from the desktop, where My1Login will present a

list of the available credentials for that application. The user can then select the set of credentials to
be used and My1Login will use these to perform SSO into the application.

3.2.8 Handling of Custom Login Windows and Multi-Step Login Processes
In the circumstances where a target desktop application utilises a non-standard login form (e.g. 3
login fields or a two-step or two-page login form), My1Login provides the capability for exception

scripts to handle this scenario, providing seamless SSO to these applications.

My1lLlogin’s desktop connector can also handle SSO to multi-step, desktop login forms by detecting
‘child” windows of desktop applications and text within these ‘child’ windows.

11



3.3 Enterprise Password Manager

3.3.1 Overview of Enterprise Password Manager

My1lLogin’s Enterprise Password Manager provides users with access to sensitive and/or shared
credentials they need to perform their role. It ensures that appropriate access is granted to specific
users and groups and that access is only available during specific periods of time and/or within
specific days and times. MylLogin provides a full audit trail around this activity so it can be
determined who used, or even viewed, specific credentials at any given time.

Access to and removal of shared credentials works in real-time with no need for the user to refresh
the My1Login user portal.

3.3.2 Issuing Enterprise Passwords: Fine-grained Permissions

Marketing RSABOA
Where permitted, the Enterprise Password Manager enables the Allow Onward Share v
sharing of credentials with users and groups together with the ability Ao Viewins nencypted Flelcs v
to hide the password for recipients of those shared credentials Allow Viewing Encrypted Fields v
allowing them to use but not view the password on Myllogin. o potios nenapeed Feks v

Allow Updating Encrypted Fields v
A variety of fine-grained permissions provide more granular control of  Allewbeletion v
the access rights that are delegated to the recipients of any shared Allow Logging in to Application v
credentials. This includes read/write/execute and whether they have Allow Transferring Ownership v
permission to share the credentials on to additional users. Hide Password From User x

3.3.3 Enterprise Password Manager - Scripted Password Generation for Specific Web Apps

When a new account for a target application is created, MyllLogin can automatically generate a long,
strong, high-entropy password on behalf of the user in-line with the password policy set in MylLogin
for that application. This feature requires custom scripting to be ordered and is subject to the
compatibility of the 3™ party application. If the ‘target’ web application changes its configuration this
may impact the ability of the password change script to be effective.

3.3.4 Enterprise Password Manager - Scripted Password Updates on Specific Web Apps

My1Login can automatically generate long, strong,
Edit Password Policy high-entropy passwords and pro-actively update these

—— passwords on target applications.

e Lpisted
s e
[T

—_— My1Login Administrators can set policies to

Oeheniog @ proactively update target application passwords: -

TS —
[e—

1/ After a defined period of time

2/ The next time users log in to the target application
3/ If a user visits the password change page of the
target application

12



My1Login Administrators can also choose to hide updated passwords from end-users on My1Login.
End-users can still seamlessly access the application via MylLogin, but are unable to view the
password for that application in the My1lLogin portal. This can mitigate phishing risks since users
would not necessarily know the passwords for the applications they access and therefore cannot
succumb to a phishing attempt.

This feature requires custom scripting to be ordered and is subject to the compatibility of the 3™
party application. If the ‘target’ web application changes its configuration this may impact the ability
of the password change script to be effective.

3.3.5 Enterprise Password Manager - Automatic Password Generation for All Web Apps
My1Login has the ability to automatically generate long, random, high-entropy passwords for users’

web applications during the registration process on compatible web sites. This feature can be
enabled for all applications, by enabling the “Allow Generic Password Change” option on the

amazon cou«
[CJAllow Generic Password Change
Create account Allows users to use the password change tool without a password policy created for the application.
Youame . Settings panel in the Administration portal.
Password BV enab“ng thiS featurer Password Generator
i Posorts st b et 6 characters MylLOglh will attempt to . xTawWnbHF7HRrhaJ4%Nd
” automatically detect web site
P——— registration and password =
VEFtaeqZugINmg ClE
o = change pages however due to " 5,0 .
== N y&Jiog

the permutations of site
mbesn  configurations it cannot be guaranteed to function on all web sites.

Password Options ~

3.3.6 Enterprise Password Manager - Automatic Password Generation for Specific Web
Apps

To ensure compatibility, automatic
password generation can be tested and
enabled only for specific web sites by
creating a password policy within the
Applications area of the Admin portal
for the relevant application.

»

xxxxx

Admins can also elect to hide the newly generated passwords from users
s on the My1Login system to mitigate the risk of users compromising
s ' passwords or being phished for them.

3.3.7 Enterprise Password Manager - Automatic Password Updates for All Web Apps

Enabling the generic password change feature mentioned in 2.3.5 will also activate the functionality
to automatically attempt to detect when the user has landed on the password change page of a
compatible web application and then automate the process of generating a new password, updating
this on the target application and then updating the user’s credentials stored within My1Login.

13



3.3.8 Enterprise Password Manager - Automatic Password Updates for Specific Web Apps

Where required, Automatic password updates can be tested Change Password
and enabled only for specific web sites by creating a password Enter your old and new password. Your password
. . . . . . need to have a minimum of 8 characters.
policy within the Applications area of the Admin portal for the
relevant app|lcat|0n. Current Password :
i o
3 ) Password Generator
3.3.8.1 Applying Password Change to the Default Login peap————
Credentials for an App
|
. . . . Change password for a different user ~
Automatic password change functionality can be configured to p—
run for users when they encounter a password change page on Diogi
my@flogin
Compat|b|e Web app|lcat|0ns. Enable 2FATO get an extra laver of Securitv.

3.3.8.2 Applying Password Change to a Different Set of Login Credentials

Password Generator
i<wicEQX-EasOenZaw My1Login will attempt to detect the account that was used to log
into the application that is prompting the user to change their
password. However, should there be a requirement to apply this
change to a different set of login credentials i.e. where an
administrator is setting passwords for a user, the administrator can
click on a list of usernames to select the relevant account for which
the password change should be performed.

Change password for... ~ | Use password -

s ACCOUTIE Ty LS "6 &5 COM - Xarn
userZACCOUIE my DU s, Com - K

userdaccousl € mptustess tom - Xers

&)
my[’l'ogin

3.3.9 Enterprise Password Manager - Automatic Password Updates for Windows Desktop
Apps

For some applications it may be possible to script automatic password updates for Windows
Desktop applications however this is entirely dependent on the target applications ability to have
the password change window and caption detected and is therefore not possible for all Windows
Desktop applications.

14



3.4 Multi-Factor Authentication (MFA)

3.4.1 Overview of Multi-Factor Authentication

My1Login can be configured to enable external AD users to log
into the system via a custom, public URL specific to each customer

account.

A Multi-factor authentication policy can be applied to these
external logins for additional security enabling the user to log into
the system with their AD credentials and their MFA.

3.4.2 MFA: Currently supported MFA Types

My1Login supports Microsfot Authenticator, Google
Authenticator, Duo and Universal Second Factor (U2F) Devices

e.g. Yubikey and Nitrokey.

3.4.3 MFA: On-Boarding Users and Groups

The MFA policy can be applied
to:-

1/ Individual Users

2/ Specific AD Groups

3/ MylLogin Groups (groups
created locally within
My1Login)

3.4.4 MFA: Grace Period

A ‘grace’ period can be applied
to the set-up of MFA providing
users with a window of time

where they will still be able to access the system without being ‘forced’ to set up their MFA token.

Google Authenticator
Google Authenticator

Uses Google Authenticator as a 2FA lspplies to external loging|

Grace Perind for user 2FA setup (n days)

Managelsers  Manage Workgroups

Log into your My 1Login scoount

Add My 1Login to Google
Authenticator

e oo e e el el md L] g
o e O

Enter the & digit code that
Gaghe Austhenticator
Eereraled
et by g s e - g

B e e g e BB i
[A——— I--:\f.:::l::.y.'\l-l-'\:‘-':'.' -

ot Bbereasrmar Fan. sl 5 rom 8 i S
el e b i i, F s e w3 e ke
N

AL ABCDEFGHIJKLMNOPQRSTUY WX Y Z OTHER Chargn Susmmary

M- [ Rl

<1
Narme:
Customer Services
Cuttomer Services Manigers
DevOps1
Infrassructure
Marketing
‘Operations.
Sakes

Sales Mananagers.

3.5 MFA: Application Specific MFA Policies

L T N T T N

For application specific MFA policies applied to Web and Desktop please see Web Application
Templates and Desktop Application Templates.
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3.6 Provisioning Engine

3.6.1 Overview

My1lLogin’s Provisioning Engine enables user accounts in MylLogin to be provisioned, suspended
and deleted automatically based on changes that occur within the Active Directory.

In addition, My1Login can enable policies to be set that provision users with access to target
applications and/or specific privileged accounts depending on the AD Groups or My1Login Groups
they are members of.

For applications that support Just-in-Time provisioning, MylLogin can be used to provision the user
with an account on the target (SP) application. Provisioning in this way can also be linked to AD
Groups or MylLogin Groups.

< "L NETSUITE
N A
Policy Engine
f i
myEJlogin ] Office 365

E.g. Marketing Group Policy
with provisioned access to:

Netsuite
Salesforce
Office 365

3.6.2 Organisational Provisioning

Organisational Provisioning enables policies to be set at group and user level, automating the
provisioning of users' access to applications. So, for instance when a new employee joins the
marketing team and is added to Active Directory, the policies for their group membership can
automatically provision them with access to applications specified for that role. For example, if a
user is part of the ‘Marketing Group’ within Active Directory MylLogin can auto-provision access to
the relevant marketing applications determined by the administrator.

As organisational provisioning is synchronised with the directory service (e.g. Active Directory)
administration is vastly reduced, saving the admin team time and effort.

16



3.6.3 Just-in-Time Provisioning

With Just-in-Time (JiT) provisioning the user's access to aeamep e
an application is provisioned at the moment the user =

first tries to access the target application. Admins ...

simply set a policy for a user or group to access a e e
particular target application and when that user e =

attempts to log into the app, their account is o
automatically provisioned. JiT provisioning, where
supported by target applications, reduces admin effort
as there’s no need to provision the user manually; the user simply has to be authorised to access a
particular SP’s target application.

F 4

H

H
LRSS RN RS R

3.6.4 Automated De-Provisioning

Automatic de-provisioning ensures ex-employees' access to corporate systems is ceased when they
leave the organisation. MylLogin's user synchronisation means that when a user is suspended or
deleted from the Active Directory, their ability to access applications via MylLogin is automatically
removed.

Alternatively, external (Non-AD)

sdsapermloon » ordeleted by Administrators

e e users can be manually suspended

directly within their Admin portal.
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3.7 Self-Service Password Reset (SSPR)

3.7.1 Overview of AD SSPR

My1lLlogin’s Active Directory Self-Service e e
Password Reset (AD SSPR) service enables f
users to self-reset their AD password, via B e ke A Qe

Answer  Supplied
challenge-response security questions on a =i
. What was your first pet's name? Yes 3 1 rd |
web page, without the need to call the IT S T e
help desk. New passwords are validated Fist ireet name? s 1 0 ,8
against the AD password policy before being
set.

3.7.2 AD SSPR: Configuration

AD Self Service Password Reset Settings

Administrators are able to configure a number of security questions

User Setuy . .
i o in the system, then select which, and how many of these, are
presented to users. Administrators can also define how many correct
= ) answers are required for the subset of questions presented, and how
. many attempts the user may have at answering before lockout.
User Authentication
Correct Answers Required @
Numiber OF Attempts Allowed ©
AD Password Reset Attempts Failure Timespan @
Ex
Add Users to the AD Self Service Password Reset service.
Added b Self Reset i { s,
3.7.3 AD SSPR: Enrolment
AL ABCDEFGHIJKLMNOPQRSTUVWXY Z OTHER Chang
B -
« i > armw
User roll out of AD SSPR can be staged by it "
AD Groups, local MylLogin Groups or Customer Services »
individual users if required. bt i
DevOps 1 -
Infrastructure -
Users will receive a self-service set-up Markating -
email requesting them to provide answers Opmatiore z
. . Sales -
to the security questions. Once complete S — =

they will be able to use the SSPR via any
device /web browser.
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4 Security and Settings

4.1 ‘Shadow-IT’ Alerts
My1Login can be set to Date U= EIEE Action
alert IT Administrators of
’u n knOWn, Web 1/23/2017 10:39:19 AM Uncategorized application access www.oracle.com

applications that are being

10/19/2016 3:04:09 PM Uncategorized application access msdn.microsoft.com Select an action

Select an action

1/25/2017 10:54:51 AM Uncategorized application access www.citrix.co.uk i e

accessed by end-users.

. 1/27/2017 11:35:46 AM Uncategorized application access www.facebook.com N ) a
This enables IT to ¥ Select an action i

. Move to Inclusion List
determ|ne Whether these 1/27/2017 12:00:04 PM Uncategorized application access www.ibm.com Move to Bitslon List A
. . Ignore

a p pl |Cat Ions s h ou I d be 1/30/2017 3:05:11 PM Uncategorized application access www.gotomeeting.com 4 o T
integrated (included) with

4.2 Domain Inclusion/Exclusion Lists

For web applications that utilise login credentials rather than a ‘connector’ such as SAML, My1Login
can be configured to automatically include
or exclude specific web apps (domains)

Add Policy

Domain Options being integrated with the IAM.
Inclusion List > login.citrixonline.com Pl
— wwwdropbox.com | If an application is ‘included’, MylLogin
Exclusion List . . . ’
loginmicrosoftonine.com /6 will automatically integrate each user’s
login.aracle.com /8 login credentials for that application and
CashbaurdStripecom 78 use these to provide Single Sign-On to the

application the next time the user visits the
web application.

If an application is ‘excluded’, then My1Login will not integrate users’ login credentials for that
application. MylLogin can be configured to ‘exclude’ all applications other than those explicitly
stated on the ‘inclusion’ list.

4.3 |P Filtering Policies (Allow/Deny List)

My1lLogin enables external (public) access to the user’s Single Sign-On portal to be restricted only to
specific IP addresses or ranges. So, for example, the finance department might not be permitted to
access their applications from outside the corporate environment.

Allow any IP addresses

Add Filter
Name From IP ToIP Active? Options
London Office 189.176.234.0 189.176.234.50 alip ¢}
US Office 242.242.242 242242245 alip §

Specific IP Filtering Policies can be configured to apply to AD Groups, local MylLogin groups or
individuals.
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4.4 Password Policy Enforcement for Target Apps

My1lLogin enables an organisation to enforce password security policies by pro-actively updating
user passwords for target applications where required. This functionality is further described in

sections 2.3.4 and 2.3.5.

4.5 Web Application Templates

Close

Edit Web Application

Create Access Policy

URL

https://hi.service-now.com/login.do

Domain Matching Rule @

Title

Domain image

M

-c

Modify/Upload Image for domain:
(]

Choose file | Nofile chosen

;)
Wilcard image

M

e

Modify/Upload Wildcard Image for
domain: @

*service-now.com

Choose file | Nofile chosen

hi.service-now.com
Require Credentials

[JForce Update to Bookmarks

Grouped Credentials Policy

Select a Grouped Credentials Policy (leave blank if none) v

4.5.1 Using Web Application Templates as a Local Inclusion List

Web application templates enable URLs to be provisioned for specific users or groups. The
credentials for these apps will automatically be learned by MylLogin when users that have been

provisioned with the template log into that application.

4.5.2 Domain Matching Rules

Domain matching rules can be configured to associate multiple variants of URL to be handled as a
single Web Application template to avoid multiple instances of identities being stored for what is

essentially a single app.

4.5.3 Uploading Images

Administrators can upload images associated with the domain so these appear in the users portal.

4.5.4 Application Specific Step-Up and Multi-Factor Authentication

Access policies can also be configured for specific
web applications that will prompt user for either
Step-Up or Multi-factor Authentication prior to
providing access to their stored credentials for that
applications. For step-up users will be prompted to
re-enter their directory password (or MylLogin
password for external users).

Policy Type

=

Second factor authentication

Manage Application Access
| Add Policy |

Policy Settings (if applicable) Action

Second Factor Authentication ~ Require Google or Microsoft Authenticator ¢ DT]@‘

Cancel

This prevents a passer-by from launching an app if the user happened to leave their PC unlocked.
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4.6 Account User Profiles

The account settings configurable within the Administrator portal can be configured differently for
specific groups of users by creating an Account Setting Profile. For all users the “Default Settings”
will apply. However if a user is also a member of an Account Setting Profile group then the least
permissive settings will apply. So for example, the “Share Credentials” setting could be applied as
one of the Default Settings for all users however if a user is also a member of an Account Setting
Profile group that did not allow the “Share Credentials” functionality then the “Share Credentials”
feature would not be available to them.

5 Audit and Reporting

My1Llogin provides a variety of reports that can assist with audit, governance and alerting.

5.1 System Audit o Y -

The system audit report provides
administrators with an audit trail of all
activities logged on the system, this comprises
actions performed on the system by users
and/or administrators. These reports are fully
exportable and searchable.

5.2 Application Usage Audit

O v | |  Subset of the System Audit showing who
- T e accessed what and when. The application
. ., o usage reports detail all instances of users
logging into applications, whether these are
e «=  SAML or credentials-based apps. It also
- e o ™ provides details of where users have simply
o e Bt oo = viewed a password stored on the system to
it Websocmimirs wessvaies e provide auditing around privileged access

management. These reports are fully
exportable and searchable.

5.3 Application Usage Summary
The application usage summary report is derived from the system audit and provides summary
counts, for a given period, of application identities (credentials or SAML) in use and being stored on

the system. These reports are fully exportable and searchable.

Assertion 1:-
Users have Assignments to Accounts for applications so they can log in.
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S a

Assertion 2:- v Sarcoe Ve el
An Account is an identity

used to log into

application and can be =3
either credentials-based

End Date

Appiication Mame Last Accessed @ TotalLogins  Uni ogins i Logins L T o

i.e. username and & 2 = - % -
A CMS - Logped Out 27 July 2017 at 14:30 98 1 1 o 1 1

password or token- e emzrn T s 1 : 2 2

14:48

based i.e. using SAML. preemp— E—— : . : ; -
github.comn 22 May 2017 at 10:08 n 4 1 1 7 2

N legin.citrisonline.com 22 May 2017 at 10:08 3 2 2 3 B 5
Assertion 3:- R o e o 0 ‘ . a
A User may haVe loginihve.com M 0 [ [ & 7 5
ASSignmentS tO more loginmicrosoftonline.com ?::;(chmiht 2 1 1 & 7 7
than one Accou nt for a Ieginoracle.com 24May 20173t 11:37 19 a 2 o 5 2

single application.

Last Accessed: The last date and time that MylLogin detected any user logging in to (executing) this
application within the stated time period. If no users have logged in to (executed) the application
within the time period this will show as “N/A”

Total Logins: The total number of times the application was logged in to (executed) by all users
within the stated time period.

Unique Assignment Logins: The number of individual (i.e. unique) users that have been assigned
with access to this application and have logged in to (executed) the application within the stated
time period.

Unique Account Logins: The . Pio, O User's Accessing Each Application 192 Aug 15 - 28th Aug 15

number of unique identities

(either login credentials or
token-based) that have been 7
used to log into the application i
within the stated time period.

For example, if some users have

access to more than one identity

(either login credentials or R R . ] :; win @ o i @ stripe e “lic
token-based) for a single

application, this would potentially display a higher number than the number of users on the system.
Conversely, if many users are sharing access to one set of login credentials (i.e. 10 users sharing
access to the same company Twitter account), this number would appear lower than the number of
users.

Unused Accounts: The number of unique identities (either login credentials or token-based) that
exist on the system (irrespective of when they were created) but have not been used to login to the
application (executed) within the given time period.

Total Assignments: The total number of users that have access to identities (either login credentials
or token-based) for this application irrespective of time.*

For example, if 50 users share one login for this application, the report will show 50 total
assignments i.e. 50 users have been assigned access to this application.
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Also, if 50 users each had access to 5 sets of credentials for this application the total number of users
who had been assigned access to this application would still be 50 since there are still only 50 users
assigned access to this application.

Total Accounts: The total number of unique identities (either login credentials or token-based)
stored in the system for this application irrespective of time.*

* “Total Assignments” and “Total Accounts” are calculated for all time, however all other data is
calculated within the Start Date and End Date defined in the “Refine Search” area.

5.3.1 Syslog Integration

My1lLogin’s AD Connector can act as a Syslog client to publish the full System Audit entries to the
customer’s Syslog server for analysis and alerting.

6 Off-Premise Users - AD and External (non-AD Users)

My1Login defines an On-Premise user as one who directly authenticates their session against the
domain controller on the same sub-net as the domain controller. l.e. this includes users who may be
outside the corporate office but are connected over a VPN. Off-Premise users are those users who
do not have direct access to the domain controller.

On-premise AD users can be seamlessly
authenticated with their Myl1Login account by
the My1lLogin AD Connector.

e

] AD users can authenticate with MylLogin from
outside the AD using their AD credentials to

——
-
]; my Jlogin L sign in to the Mobile app or the web-site
E (where permitted).
d il

External (non-AD) users, can access their
My1Login service from the MylLogin mobile
app or any browser using their email address
and chosen passphrase.
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7 Off-Premise AD Users

Off-Premise AD User

Undertaking IdP Initiated SSO - L gt i B Lcer
Example of a user who is outside .
of the corporate environment my&§login
logging into the My1Login Portal
portal, launching, and being _
authenticated with an " Request
application.

This user logs into the MylLogin

portal using their Active

Directory credentials and MFA if AD Connector 3 vajdation of Credentia
required. The user is then
authenticated by My1Login and

can utilise SSO to access

permitted applications and stored credentials.

[

(e w

Diagram - Off-Premise, Active Directory User, IdP-Initiated Login

8 External (Non-AD Users)

Admins can provision MylLogin accounts for non-AD users by
adding their email address to the system. For users who are not
part of Active Directory, these users can sign directly into the
My1Login portal using their registered email address and pass- s T S
phrase. From inside the portal, IdP initiated SSO can be utilisedto | _
be authenticated with any SAML applications, or with credentials s e e
applications using the plug-in.

Tatal Usars: 1104

8.1 Adding Individual Non-AD Users

External users that are not listed in the Active Directory can be added individually using their email
address.

8.2 Bulk Adding Non-AD Users

External users that are not listed in the Active Directory can be bulk imported to the system.
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9 Bulk Importing Login Credentials

Login credentials can be bulk imported to My1lLogin, details that can be imported include; Title, URL,
Username, Password, Notes and Tags.

9.1 Admin Bulk Import of Login Credentials

Administrators can bulk import login credentials from
cells in a spreadsheet. These can then be distributed
to users and groups as required.

9.2 User Bulk Import of Login Credentials

Where permitted with the MyllLogin account settings, users can also be provided with access to the
bulk import feature.

10 Solution Architecture

My1llogin Web App provides the core
administrative portal and user portal for
the MylLogin services. The portal also acts
as an Identity Provider for SAML

M
authentication. S 4 mygiogin

Connecting People, Apps and Devices

Myllogin’s Active Directory Connector
(Optional) provides two key functions:-

o
«e

1/ Provisioning and de-provisioning of
selected AD users and groups on the
My1lLlogin service.

2/ Seamless authentication of AD users with My1Login.

My1llogin’s Browser Connector (Optional) is installed as a browser extension available on Internet
Explorer, Chrome, Firefox, Safari, Opera etc. and provides Single Sign-On for credential-based web
applications. It also provides the functionality for web app auto-discovery and auto-integration. The
plug-ins are also used to seamlessly authenticate AD users to the My1Login portal so they do not
have to enter a username or password.

My1llogin’s Windows Executable Connector (Optional) is installed on end-user PC’s to enable Single
Sign-On for apps that run as desktop executables i.e. Windows desktop apps, virtualised apps,
emulator-based apps/mainframes and Flash-based web applications.

My1lLogin’s Mobile Connector (Optional) is installed as an application on users’ mobile devices and

provides SAML and credential-based Single Sign-On to web apps via a contained browser within the
My1Login mobile app.
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11 Directory Integration

My1lLlogin integrates with Active Directory and LDAP g gy -
compliant directories. A e e e s

‘Push’ integration can be achieved with Active Directory
using My1lLogin’s AD connector. With ‘push’ integration
information is sent from the customer’s network to
My1lLogin.

‘Pull’ integration can be achieved with any LDAP s
compliant directory by configuring the LDAP settings Hhare®
within the My1Llogin administrator interface. With ‘pull’ g =
integration information is pulled from the customer’s

network by MylLogin, this can require LDAP ports to be opened and firewall rules to be configured
by the customer.

11.1 Directory Integration: User Synchronisation with My1Login

Directory integration enables users to be -
automatically provisioned or de-provisioned in ik
My1Login based on their directory status (i.e.
active, disabled, deleted).

Users, groups and Organisational Units (OUs) can
be synchronised with My1Login.

11.2 Directory Integration: User Authentication with MylLogin

Where My1lLogin’s Active Directory connector has been installed, AD users are ‘seamlessly’
authenticated with MylLogin without having to enter a username and password and without having
to open their ‘portal’.

1 1 ) 3 D| recto ry I nteg ratl on: A D CO nn eCtO r i}B‘E — HE‘pMyﬂngm Active Directory Connector Managerv20.14010 | =1 2 0]
[ SEnvice Cortrol | Server Settings | Cettficate Binding | Domain Fitering | Tail Log |

Service User: ADC@petermyTlogn

My1lLogin’s AD Connector allows selection of specific

Service State Stop Start Running

OUs or Groups to be monitored. Added, suspended
and deleted users are monitored in real time. This e
enables suspended and deleted users to have their b UL ity - o

access to MylLogin immediately revoked. With our AD || o7/ . o
changes i.e. groups updated on the next AD synch.

Validation Successful Updste from Server, Vaidate and Save

My1lLogin’s AD connector also acts as a permanent
administrator, enabling re-generation of RSA security keys should these be required where a user
has changed their AD password. It can also be load-balanced for resilience.

11.4 Configuring MylLogin as a ServiceProvider Application with Another IdP.
My1Login can be configured to be accessed using SAML linked to another Identity Provider service.
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11.5 AD Groups

AD Groups can be used within the MylLogin
system to: -

s .
1/ Enable privileged passwords to be shared
with group members
2/ Enable policies to be set to allow SAML
applications to be automatically provisioned to
members of specific groups.

B g g pe pm Dm pe e e e e

11.6 Local Groups in MylLogin
Local groups can also be configured within My1Login to: -
1/ Enable privileged passwords to be shared with group members

2/ Enable policies to be set to allow SAML applications to be automatically provisioned to members
of specific groups.

. . mygfogin
11.7 Multiple AD Domains / Large Scale AD
Structures
My1lLlogin can integrate with multiple Active

my Eliogin myETiogin my Eiogin
Dept. & Aty A Dept. D

my Eiogin
Dept. N

Directory domains, allowing an organisation to
provide Single Sign-On access to all users, regardless
of the Active Directory they are a member of. e S
Parent accounts only have reporting and audit T 0
visibility over any “child” accounts in their branch of

the tree.

Dept B

12 Custom Branding / Managed Service Providers

12.1 Custom Branding
My1Login customer accounts are, by default, assigned a sub-domain of myllogin.com. This sub-
domain is referred to as the customer’s white label URL.

It is also possible to map a customer’s white label URL to their own custom domain, e.g.
sso.customer.com.

The Myllogin landing page of a customer’s white label URL may be customised to match the
customer’s branding style.

12.2 Managed Service Providers
A managed service provider is defined, within MylLogin, as a customer that manages sub-accounts
on behalf of its customers.

The hierarchical account feature of the MylLogin system permits an MSP to create customer specific

sub-accounts, which may themselves feature custom branding, and to view aggregate reports of
their customers’ activity.
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13 Customer Implementation Overview

My1lLogin’s implementation process is initiated by the Sales Team completing a Deployment
Engagement Form which triggers the formation of project and allocation of resource. You will be
assigned a Customer Success Manager and an Implementation Engineer who will take you through
the stages of deployment; Design, Technical Implementation, Roll-Out, Project Closure, BAU.

14 Service Management

14.1 Information Assurance

My1lLogin’s infrastructure is ISO27001 compliant. Customer data is stored in TIA-942 Tier 4
Data-centres. Backup, disaster recovery and resilience plans are in place. Data-centre is firewall
protected and located within a 24/7 infrastructure and network monitoring, redundancy and backup
is provided.

14.2 Data Back Up and Restoration
My1Login will ensure that regular backups of the system are made according to the following
schedule:

o A full backup is taken once per day

o Adifferential backup is taken every 12 hours

e Incremental backups are taken every five to ten minutes
e Backups are AES256 encrypted

The individual infrastructure components, application servers, database servers, etc. are configured
for high availability and are hosted on the Microsoft Azure services. Microsoft Azure is effectively a
Tier 4 data centre.

14.3 Service Constraints

My1lLogin operate a ‘zero downtime’ strategy for planned releases however under the terms of the
SLA make provision that a maximum of 15-minutes per quarter shall be permitted (outside normal
working hours) subject to 48-hour notice being provided. MylLogin will endeavour to undertake any
such activity outside of normal working hours and at weekends. Depreciation of any functionality or
services will be subject to a 12-month notice period.

14.4 On-boarding and Off-boarding

On-boarding into MylLogin can be achieved by installing the My1lLogin Active Directory Connector
which synchronises information with the My1lLogin service. Additionally, MylLogin can provide
on-site support in the on-boarding process for larger deployments. Full documentation and web
conference/screensharing support is provided by MylLogin to assist with onboarding. On-site
training can also be arranged if required. To cease use of the MylLogin service, contact MylLogin
support and request to terminate your licence. Access can be terminated immediately.

14.5 Financial Recompense
Subject to all reasonable endeavours used by both parties. For service failures attributable to
My1llogin:

e 1% of the annual licence fee for a full day of lost service
e maximum of 5% of the annual licence fee.
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14.6 Pricing

Pricing details are contained within MylLogin’s “G-Cloud Pricing May 2022” document.

14.7 Service Levels

My1Login offers UK-Based high-availability infrastructure that operates at 99.9% availability.

14.8 Ordering and Invoicing

Standard customer purchase order issued to the supplier, no work will commence until a customer
purchase order is received.

Invoicing within 30 days of purchase order receipt.

14.9 Scalability

My1Login is highly scalable and capable of operating globally on a multiple user, multiple location
and multiple services capability.

14.10 Termination Process

e  Customer minimum contract is 12 months, 30-day customer termination notice required.
e Supplier may terminate on non-payment

14.11 Technical Requirements

Operating Systems
e  Windows
e MacOS
e Terminal emulators on any of above platforms

Browsers
e Internet Explorer 11
e Microsoft Edge
e Firefox
e Chrome

Mobile Device:
e Android Mobile
e iOS Mobile
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15 Service Plans for Subscription

My1Login offers multiple service plans as follows:

Active Directory Integration

Active Directory Self-Service Password Reset

SSO for Web apps

SSO for Mobile (Android, iOS)

Integration of Target Apps with Connectors
Reporting

UK-Based High-availability and Security Infrastructure
For Internal (i.e. AD) and External (i.e. non-AD) Users

For Active Directory On-Premise and Off-Premise Users

Integration of Target Apps Without Connectors
i.e. Credentials Based

Policy-based Enrolment

Security Policy

Multi-Factor Authentication

SSO Without Revealing Credentials

Audited Access to Privileged Accounts

IP Allow & Deny List

Domain Inclusion/Exclusion List for SSO

User Provisioning

Custom Credential Fields for Authentication
On-premise offline cache for DR

White Label Branding

Multiple AD Domains

Custom Connectors

Enterprise Password Management

Automatic Password Generation for Web Apps
Password Policy Enforcement for Web Apps
Auto-Discovery of Web Apps being used by end-users
Auto-Integrates Users’ Apps

Shadow IT Reporting

Automatic Password Updates on Target Apps

SSO

SSO  Plus
v v
v v
v v
v v
v v
v v
v v
v v
v v
v
v
v
v
v
v
v
v

Myllogin
Enterprise

v

L A NI N UL L UL U N L L O N N N L L N N N N N N N N N N S WA N
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SSO for Desktop*

Single Sign-On for Legacy (Thick Client Apps)

SSO Without Revealing Credentials

Citrix, Mainframe, RDP and Terminal Compatibility

Password Policy Enforcement for Legacy Apps

Automatic Password Generation for Legacy (Thick Client) Apps

A SANA A AN
A AN A A A
A AN A A NAS

Automatic Password Updates on Target Legacy (Thick Client) Apps

*note: must be purchased with SSO, SSO Plus or MylLogin Enterprise. Cannot be purchased standalone.

16 Training and Deployment Services

My1lLogin offers packages for training and deployment services in addition to consulting
engagements billed hourly and specified in advance via a statement of work contract.

16.1.1 Training and Deployment Packages

16.1.1.1 Core Training & Deployment Package

Core Training & Deployment Package

Engagement Lead 10 hours
‘ Implementation Engineer 20 hours
Delivery
System Documentation Yes
Project Plan Yes
Directory Integration Single Domain Directory Integration
Profile Configuration Yes
Deployment Configure MFA Yes
Policy Configuration Yes
White Labelling Yes
Training Administration Training Yes
Pricing £5,000

16.1.1.2 Training & Deployment Add-Ons

Training & Deployment Add-Ons

Deliver Engagement Lead £1,000 per day
4 Implementation Engineer £1,000 per day
Desktop Application Integration £500 per application
Desktop Applicati icati i
esktop Applications Des.k'Fop Application Integration £500 per session
Training
Additional Directory Integration £1,000 for up to 2 additional Active
Deplovment Directory domains
ploy Additional White-Labelling £500 per White Label
Scripted Password Change £500 per application
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17 Support

Cost: included in any subscription
e 24 x7 support by phone and email
e Unlimited online customer support
e On-site support as required
e Knowledgebase for self-service support

18 Managed Services

Managed Service Description Pricing
Customised Monthly provision of up to four custom audit reports £6,000 per annum
Reports charting specifically agreed metrics. i.e. average

utilisation per user, license pool utilisation etc.

18.1.1 Professional Services

Pricing stated within MylLogin’s pricing schedule and SFIA rate card.
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